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	Reason for change:
	In 3GPP TS 29.573 several applications errors are already added with involving roaming intermediaries, which are applicable for all message forwarding:

	POLICY_MISMATCH
	403 Forbidden
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NO_CONNECTION_DUE_ TO_CONTRACT
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to contractual reasons.

	NO_CONNECTION_DUE_ TO_CONNECTIVITY
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to a connectivity issue.

	MSG_NOT_DELIVERED_DUE_ TO_CONTRACT
	403 Forbidden
	The message was not delivered due to contractual reasons.



CT4#119 has further agreed the procedures to allow the Roaming Intermediaries to report N32-c errors, e.g. to report an error when forwarding an SBI service response, by generating an N32-c error reporting request and send it via N32-f after reformatting. The detailed error handling for such scenarios is FFS:

Editor's note: the list of application errors to be added for the support of roaming intermediaries is FFS.
For such Roaming Intermediary generated N32-c error messages, the protocol application errors as specified in clause 5.2.7.2 of TS 29.500 applies. Additionally, if the messages can be successfully delivered to N32-c service endpoint, the N32-c service endpoint can generate the response message and reply back to the roaming intermediaries follows the N32-c error reporting procedures. 

However, there are some special errors may prevent the messages to be forwarded to N32-c endpoint:

1/ The N32-c error messages is targeting to the N32-c API Root on the hosting SEPP, while other SBI request messages are targeting to NFs in the target network. When the Roaming Intermediary generated N32-c error messages, it will set the N32-c API root in the request line. If the n32-c API Root is not reachable, it should be responded with an application indicate the that the N32-c API Root is incorrect/not reachable.

When dummy N32c API Root is used, then the receiving SEPP will internally dispatch to the N32c service endpoint. In this case, the error for incorrect API root is no needed.

2/ In modification instructions, it is required that the intermediary includes its JWS signature. When forwarding SBI messages, if the signature is invalid, the receiving SEPP may ignore the modification instruction and forward the message without applying the modification. However, the N32-c error messages generated by roaming intermediaries are composed totally with modification instructions from an empty data block, i.e. without the modification instructions the message is empty. It is proposed to add new application error indicating the signature of the roaming intermediary is invalid for such a message.


	
	

	Summary of change:
	Add new application errors for roaming intermediaries generated N32-f related error request handling.


	
	

	Consequences if not approved:
	Error handling for roaming intermediaries generated N32-f related error request handling is not specified.
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* * * First Change * * * *
[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc112683369][bookmark: _Toc153888016]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer, or the HTTP/2 notification response message received from the NF service consumer.

	ProblemDetailsMsgForwarding
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID or SNPN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH" or "SNPNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

When the Roaming Intermediary or receiving SEPP receives HTTP requests over N32-f and detects an encryption policy mismatch, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered, the "cause" attribute shall be set to "POLICY_MISMATCH". In this case, the ProblemDetails may include the invalidParams attribute indicating which IEs were received ciphered when they were expected to be received in clear, and vice-versa, with the reason attribute for each invalid parameter set to "Parameter shall be encrypted" if the IE was sent without confidentiality protection" or “Parameter shall not be encrypted" if the IE was sent with confidential protection.

When the Roaming Intermediary or receiving SEPP receives HTTP requests, but the N32 connection cannot be setup due to contractual reasons, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONTRACT".

When the Roaming Intermediary receives HTTP requests but the N32 connection cannot be setup due to a connectivity issue, the "cause" attribute shall be set to "NO_CONNECTION_DUE_TO_CONNECTIVITY".

When the Roaming Intermediary receives HTTP requests over N32-f but the message was not delivered due to contractual reasons, the "cause" attribute shall be set to "MSG_NOT_DELIVERED_DUE_TO_CONTRACT".

When the receiving SEPP receives a roaming intermediary generated error reporting request (see clause 5.2.3.3), but the JWS signature of the roaming intermediary is invalid, the "cause" attribute shall be set to "INVALID_RI_JWS_SIGNATURE".


	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 6.2.4.2.2-3: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



Table 6.2.4.2.2-4: Headers supported by 200 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	3gpp-Sbi-Message-Priority
	string
	O
	0..1
	3gpp-Sbi-Message-Priority header, defined in 3GPP TS 29.500 [4].



* * * Next Change * * * *
[bookmark: _Toc24986425][bookmark: _Toc34205853][bookmark: _Toc39062037][bookmark: _Toc43277279][bookmark: _Toc49847609][bookmark: _Toc56419590][bookmark: _Toc112683398][bookmark: _Toc153888047]6.2.6.3	Application Errors
The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	SNPNID_MISMATCH
	403 Forbidden
	The SNPN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the SNPN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	CONTEXT_NOT_FOUND
	403 Forbidden
	The n32fContextId is unknown in the receiving SEPP.

	UNSPECIFIED
	403 Forbidden
	The receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

	POLICY_MISMATCH
	403 Forbidden
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NO_CONNECTION_DUE_TO_CONTRACT
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to contractual reasons.

	NO_CONNECTION_DUE_TO_CONNECTIVITY
	403 Forbidden
	The message failed to be delivered as N32 connection cannot be setup due to a connectivity issue.

	MSG_NOT_DELIVERED_DUE_TO_CONTRACT
	403 Forbidden
	The message was not delivered due to contractual reasons.

	INVALID_RI_JWS_SIGNATURE
	403 Forbidden
	The error reporting request generated by the roaming intermediary was not delivered because the JWS signature of the roaming intermediary is invalid.




Editor's note: the list of application errors to be added for the support of roaming intermediaries is FFS.

* * * End of Changes * * * *


