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1. Introduction
<Introduction part (optional)>
2. Reason for Change
Reducing Information Exposure over SBI by dis-allowing access to resource segments is not covered by the TR.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.2.0.

[bookmark: _Hlk61529092]* * * First Change * * * *
6.x	Key Issue #x: Access to dis-allowed Resource Segments
6.x.0	General
For the purposes of Key Issue #x, the terms "Resource Segment" denotes a subset of all representations of a resource that is determined by a set of values for the resource's path variables.
6.x.1	Description of Use-case
Operators may require that some NF consumers are allowed to access some instances of a resource exposed by the operator's NF producer but are not allowed to access other instances of the same resource.
An example use-case is multi-tenancy in subscriber data or unstructured data stored in UDRs or UDSFs: 
A UDR may hold subscriber data for multiple tenants (e.g. MVNO X and MVNO Y).
A consumer of the UDR (e.g.UDM) assigned to serve subscribers for MVNO X is allowed to access the UDR's subscriber data for MVNO X (segment X) but not for MVNO Y (segment Y).
It is not possible with the current security and authorization mechanism to restrict access to segments of the same type of resources. 
A consequence of this is that once a consumer (e.g. UDM assigned to serve subscribers for MVNO X) has a valid OAuth token allowing access to a resource in segment X, the same token can be used for accessing a dis-allowed resource of segment Y.
6.x.2	Key Issue Definition
This key issue will study the following aspects:
Whether and how to prevent an NF-Producer reveal dis-allowed information to the NF-Consumers when a service request is targeted to a resource belonging to a dis-allowed segment.
Whether and how to prevent an NF-Consumer modifying, creating or deleting resources in restricted segments of NF-Producers.
* * * End of Change * * * *
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