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Background:
· Means for Roaming Intermediary (RI) to reject connection over N32-f has been defined, by parsing the actual N32-f messages.
· However, as the RI may also be involved in proxying N32-c messages, if RI knows that proxying messages from the sender (c-SEPP or previous RI) to receiver (p-SEPP or next hop RI), RI can deny proxying the request, i.e. reject HTTP CONNECT.
· This would have benefit on SEPP and RI to handle less N32-f messages, and helps the operation.
· The CR in C4-235235 addresses this aspect, and proposes to allow RI to reject HTTP CONNECT when RI decides not to allow N32-c messages.
Benefits:
· RI does not need to parse any unnecessary N32-f messages when the connection is totally invalid, and helps operation, e.g. from signaling storm, which function is demanded by RI.

Challenges:
· Since use of HTTP CONNECT is not defined as part of 3GPP API, update is required, especially on following aspects:
· It is not clear how RI can understand the source entity on HTTP CONNECT, i.e. no 3GPP Custom headers like Originating NW ID header is present on.
· How RI can generate, and c-SEPP understands the Error details (ProblemDetails)
· If N32-c goes completely via independent path, e.g. N32-c is direct between SEPPs while N32-f uses RI for "proxy", RI cannot allow/block messages with HTTP CONNECT, OR HTTP Proxy used in N32-c is completely different from the one in N32-f, and no correlation exists.

Way Forward
· The proposed CR addresses potential possibility.
· However, as NTT DOCOMO sees benefit in specifying how N32-c (or its previous transaction) is to be rejected, we would like to move ahead and address necessary aspects, e.g. define necessary APIs, in addition to ones proposed in C4-235235.









[image: ]
Procedures for Roaming Intermediary to reject N32 connection establishment
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