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1. Introduction
This paper proposes to include Evaluation for KI#1 in TR 29.857.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.1.0
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[bookmark: _Toc39050169][bookmark: _Toc146103771][bookmark: _Toc133912573][bookmark: _Toc39050172]7.1	Solution#1: Access-Token to include authorization to Monitored URIsAccess-Level based differentiation among NF-Consumers
*********skipped for clarity**********
* * * Next Change * * * *
8.1	Evaluation of Solutions for Key Issue#1
Solution #1 works on the principle of assigning an Access-Level to NF-Consumers, and NF-Producers then filter information based on Access-Level associated with the NF-Consumer. 
Solution #2 works on the principle of defining an additional service which exposes restricted information. NF-Consumers are allowed access to the unrestricted or restricted service according to allowedXXX parameters registered into NRF.
Solution #1 caters to both the scenarios: when information is exposed by NF-Producers themselves, and when information is exposed during NF_Discovery procedure at NRF. Solution #2 caters only to the scenario when information is exposed by NF-Producers themselves.
Solution #1 requires minor changes to Nnrf_AccessToken_Get and Nnrf_NFManagement_NFRegister APIs. Solution #2 does not require any change to APIs, but changes are needed to mechanisms internal to NRF (e.g. NRF Discovery responses to contain restricted service for certain NF-Consumers) and NF-Producers (to register multiple services).
Solution #1 requires:
i. Determination of Access-Level to be assigned to an NF-Consumer
ii. Communicating the Access-Level to the NF-Consumer
iii. Presenting the Access-Level to the NF-Producer by the NF-Consumer
iv. Categorization of Information to be restricted or allowed based on Access-Level associated with an NF-Consumer (this is required in Solution #2 too)
For i, the solution proposes either a local configuration in NRF, or registration into NRF by NF-Producers. Since NRF centrally plays the role of Authorization Server, it is expected that rules governing determination of Access-Level too are centrally configured in the NRF. There is no strong justification to configuring those in individual NF-Producers and then register in NRF.
For ii and iii, the solution proposes to add Access-Levels to the existing Access-Tokens, which is a simple and backward compatible extension. 
For iv, the solution proposes that categorization of information to be restricted can be done locally in NF-Producers. For the scenarios where information is exposed by NRF, the information is registered in NRF by NF-Producers.
Lastly, the solution proposes that Access-Level can be defined as, a number (e.g. 1-15) or as a string ("Full", "Highly Restricted", "Restricted" etc.). Using a numbered value instead of fixed strings gives more flexibility to the operators as they can define many roles without revealing any meaning associated with it.
* * * Next Change * * * *
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Based on Evaluation of the solutions in Clause 8.1, following is concluded for normative work:
- Access-Levels are defined as a number in the range of 1...15.
- Nnrf_AccessToken_Get API to be extended to allow inclusion of Access-Levels in Access-Token granted.
- Nnrf_NFManagement_NFRegister API to be extended to allow inclusion of restricted information as defined in Table 7.1.2-3/7.1.2-4. 
* * * End of Changes * * * *
