Error! No text of specified style in document.
1
Error! No text of specified style in document.

[bookmark: page1]3GPP TSG-CT WG4 Meeting #117	C4-233783
Goteborg, Sweden, 21st – 25th August 2023								    Revision of C4-233529


Source:	Samsung
Title:	Solution #2 to Key Issue on Access to dis-allowed data
Spec:	3GPP TR 29.857 v0.0.0
Agenda item:	6.1.13
Document for:	Approval

1. Introduction
<Introduction part (optional)>
2. Reason for Change
This pCR provides solution to Key Issue on Access to dis-allowed data.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.0.0.

[bookmark: _Hlk61529092]* * * * First Change * * * *
[bookmark: _Toc39050169][bookmark: _Toc139404939][bookmark: _Toc105762979]7.Y	Solution #X: Including Requester Information in Request
[bookmark: _Toc49769261][bookmark: _Toc56438070][bookmark: _Toc56438212][bookmark: _Toc56438286][bookmark: _Toc57274156][bookmark: _Toc57274625][bookmark: _Toc66461568][bookmark: _Toc70926360][bookmark: _Toc86043863][bookmark: _Toc136842770]7.Y.1	Description
The solution is to address the Key Issue #Y: Access to dis-allowed data.
This solution works on following principles:
· When an NF-Service-Consumer needs to subscribe to changes to a set of monitored resource URIs, or retrieve multiple data sets simultaneously, it needs to include, in the service-request to the NF-Producer, information that may be used by the NF-Producer to validate the access-rights to corresponding URIs/data-sets. The information could be, for example, requester NF-Type, requester NF-Instance FQDN, requester S-NSSAIs etc. 

· Alternatively, some of the information (e.g. PLMN-ID/SNPN-ID, nfType) can be validated as it is included in the TLS certificate. Other information may be included in the access-token granted by the NRF (e.g. NF-Consumer’s S-NSSAI, NFDomain etc.). This ensures that NF-Producer is presented with NRF validated information. 

· When an NF-Service-Producer receives a request from an NF-Service-Consumer to retrieve multiple data-sets simultaneously (or subscribe to data-change notification), it first validates if the requesting NF-Service-Consumer is authorized to access individual data-sets, by validating the requester information presented along with the service-request. 

The assumption here is that since it is NF-Producer, which provides the allowedXXX parameters to the NRF for deciding on access-token, it can use the parameters on its own too to decide whether access to a monitored URI or data-set is allowed or not.
Following is an example flow of events with this solution:


Figure 7.Y.1-1: Example Flow of Events
Step #1: NF-Consumer sends a service request to the NF-Producer. The request may correspond to subscription to a set of monitored resource URI(s), or to retrieve a list of dataset. 
The request includes additional information like requester NF-Type, requester NF-Instance FQDN, requester S-NSSAIs etc.
Step #2. NF-Producer validates the requester’s information against the target URI’s authorization requirements (Monitored URIs in case of subscription request and datasets to be retrieved in case of GET request).
Step #3: NF-Producer sends a response to the NF-Consumer, including partial failure reason, if any. The failure-reason may indicate which datasets could not be retrieved or subscription request to URIs could not be accepted.
[bookmark: _Toc49769262][bookmark: _Toc56438071][bookmark: _Toc56438213][bookmark: _Toc56438287][bookmark: _Toc57274157][bookmark: _Toc57274626][bookmark: _Toc66461569][bookmark: _Toc70926361][bookmark: _Toc86043864][bookmark: _Toc136842771]7.Y.2	Impacts on services, entities and interfaces
NF-Consumers:
-	Needs to provide additional information on requester NF-Type, requester NF-Instance FQDN, requester S-NSSAIs etc. to the NF-Producer in service-request (or in access-token).
NF-Producers:
-	Needs to validate that NF-Consumer is authorized to access the target URIs and support failure-reason when some of the data-sets cannot be retrieved, or subscription to some URIs cannot be accepted.
[bookmark: _Toc49769263][bookmark: _Toc56438072][bookmark: _Toc56438214][bookmark: _Toc56438288][bookmark: _Toc57274158][bookmark: _Toc57274627][bookmark: _Toc66461570][bookmark: _Toc70926362][bookmark: _Toc86043865][bookmark: _Toc136842772]7.Y.3	Pros
· This solution provides a simple and efficient way to restrict access to resources, which should not be allowed to be retrieved or subscribed-to.
[bookmark: _Toc49769264][bookmark: _Toc56438073][bookmark: _Toc56438215][bookmark: _Toc56438289][bookmark: _Toc57274159][bookmark: _Toc57274628][bookmark: _Toc66461571][bookmark: _Toc70926363][bookmark: _Toc86043866][bookmark: _Toc136842773]7.Y.4	Cons
· This solution does not work for the scenario where NF Authorization Information is not maintained in the NF-Producer itself, but is directly registered into NRF via OAM.
· The solution does not work for implementations where Authorization Information is not available at run-time (e.g. some implementations may register Authorization Information into NRF during boot-up and may not have access to it later)
* * * * End of Changes * * * *
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