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* * * * First Change * * * *
[bookmark: _Toc24937650][bookmark: _Toc33962465][bookmark: _Toc42883227][bookmark: _Toc49733095][bookmark: _Toc56690720][bookmark: _Toc114770240][bookmark: _Toc24937654][bookmark: _Toc33962469][bookmark: _Toc42883231][bookmark: _Toc49733099][bookmark: _Toc56690724][bookmark: _Toc114770244]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nnrf_NFManagement service-based interface protocol.
Table 6.1.6.1-1: Nnrf_NFManagement specific Data Types
	Data type
	Clause defined
	Description

	NFProfile
	6.1.6.2.2
	Information of an NF Instance registered in the NRF.

	NFService
	6.1.6.2.3
	Information of a given NF Service Instance; it is part of the NFProfile of an NF Instance.

	
	
	[…] Skipped for clarity

	MrfpInfo
	6.1.6.2.118
	Information of a MRFP NF instance.

	DcmfInfo
	6.1.6.2.119
	Information of a DCMF NF instance.

	RuleSet
	6.1.6.2.X
	List of rules specifying whether access/scopes are allowed/denied for NF-Consumers.

	NefId
	6.1.6.3.2
	Identity of the NEF.

	VendorId
	6.1.6.3.2
	Vendor ID of the NF Service instance (Private Enterprise Number assigned by IANA)

	WildcardDnai
	6.1.6.3.2
	Wildcard DNAI

	NFType
	6.1.6.3.3
	NF types known to NRF.

	NotificationType
	6.1.6.3.4
	Types of notifications used in Default Notification URIs in the NF Profile of an NF Instance.

	TransportProtocol
	6.1.6.3.5
	Types of transport protocol used in a given IP endpoint of an NF Service Instance.

	NotificationEventType
	6.1.6.3.6
	Types of events sent in notifications from NRF to subscribed NF Instances.

	NFStatus
	6.1.6.3.7
	Status of a given NF Instance stored in NRF.

	DataSetId
	6.1.6.3.8
	Types of data sets stored in UDR.

	UPInterfaceType
	6.1.6.3.9
	Types of User-Plane interfaces of the UPF.

	ServiceName
	6.1.6.3.11
	Service names known to NRF.

	NFServiceStatus
	6.1.6.3.12
	Status of a given NF Service Instance of an NF Instance stored in NRF.

	AnNodeType
	6.1.6.3.13
	Access Network Node Type (gNB, ng-eNB...).

	ConditionEventType
	6.1.6.3.14
	Indicates whether a notification is due to the NF Instance to start or stop being part of a condition for a subscription to a set of NFs

	IpReachability
	6.1.6.3.15
	Indicates the type(s) of IP addresses reachable via an SCP.

	CollocatedNfType
	6.1.6.3.17
	Possible NF types supported by a collocated NF.

	LocalityType
	6.1.6.3.18
	Type of Locality description item.

	FlCapabilityType
	6.1.6.3.19
	Type of Federated Learning Capability

	MediaCapability
	6.1.6.3.20
	Media capability offered by NF instance.

	RuleSetAction
	6.1.6.3.Y
	Specifies whether access/scope is allowed or denied for a specific NF-Consumer



Table 6.1.6.1-2 specifies data types re-used by the Nnrf_NFManagement service-based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nnrf_NFManagement service-based interface.
Table 6.1.6.1-2: Nnrf_NFManagement re-used Data Types
	Data type
	Reference
	Comments

	N1MessageClass
	3GPP TS 29.518 [6]
	The N1 message type

	N2InformationClass
	3GPP TS 29.518 [6]
	The N2 information type

	IPv4Addr
	3GPP TS 29.571 [7]
	

	IPv6Addr
	3GPP TS 29.571 [7]
	

	IPv6Prefix
	3GPP TS 29.571 [7]
	

	
	
	[…] Skipped for clarity



* * * * Next Change * * * *
[bookmark: _Toc24937653][bookmark: _Toc33962468][bookmark: _Toc42883230][bookmark: _Toc49733098][bookmark: _Toc56690723][bookmark: _Toc122014322]6.1.6.2.2	Type: NFProfile
Table 6.1.6.2.2-1: Definition of type NFProfile
	Attribute name
	Data type
	P
	Cardinality
	Description

	
	
	
	
	[…] Skipped for clarity

	allowedPlmns
	array(PlmnId)
	O
	1..N
	PLMNs allowed to access the NF instance.
If not provided, any PLMN is allowed to access the NF.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 17)

	allowedSnpns
	array(PlmnIdNid)
	O
	1..N
	SNPNs allowed to access the NF instance.

If this attribute is present in the NFService and in the NF profile, the attribute from the NFService shall prevail.

The absence of this attribute in both the NFService and in the NF profile indicates that no SNPN, other than the SNPN(s) registered in the snpnList attribute of the NF Profile, is allowed to access the service instance.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 17)

	allowedNfTypes
	array(NFType)
	O
	1..N
	Type of the NFs allowed to access the NF instance.
If not provided, any NF type is allowed to access the NF.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 17)

	allowedNfDomains
	array(string)
	O
	1..N
	Pattern (regular expression according to the ECMA-262 dialect [8]) representing the NF domain names within the PLMN of the NRF allowed to access the NF instance.
If not provided, any NF domain is allowed to access the NF.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 17)

	allowedNssais
	array(ExtSnssai)
	O
	1..N
	S-NSSAI of the allowed slices to access the NF instance.
If not provided, any slice is allowed to access the NF.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 17)

	allowedRuleSet
	map(RuleSet)
	O
	1..N
	Map of rules specifying NF-Consumers allowed or denied to access the NF-Producer. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters. 

This IE may be present when the NF-Producer and the NRF support Allowed-ruleset feature as specified in Clause 6.1.9.

When NRF utilizes this parameter to determine if the NF-Consumers allowed or denied to access an NF-Producer, it matches the NF-Consumer's properties (PLMN, SNPN, nfType, NfDomain, S-NSSAIs) against each rule in decreasing order of priority (1 being the highest). When a matching rule is found, the search is stopped and the NF-Consumer is allowed/dis-allowed to access the NF-Producer (see Annex C).

This attribute shall not be included in profile change notifications to subscribed NFs.

If the subscribing entity included "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17), the complete IE shall be present in the profile change notification (NOTE 17)

	
	
	
	
	[…] Skipped for clarity



* * * * Next Change * * * *
[bookmark: _Toc122014323]6.1.6.2.3	Type: NFService
Table 6.1.6.2.3-1: Definition of type NFService
	Attribute name
	Data type
	P
	Cardinality
	Description

	
	
	
	
	[…] Skipped for clarity

	allowedPlmns
	array(PlmnId)
	O
	1..N
	PLMNs allowed to access the service instance (NOTE 5).

The absence of this attribute indicates that any PLMN is allowed to access the service instance.

When included, the allowedPlmns attribute needs not include the PLMN ID(s) registered in the plmnList attribute of the NF Profile, i.e. the PLMN ID(s) registered in the NF Profile shall be considered to be allowed to access the service instance.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 13)

	allowedSnpns
	array(PlmnIdNid)
	O
	1..N
	SNPNs allowed to access the service instance.

If this attribute is present in the NFService and in the NF profile, the attribute from the NFService shall prevail.

The absence of this attribute in both the NFService and in the NF profile indicates that no SNPN, other than the SNPN(s) registered in the snpnList attribute of the NF Profile, is allowed to access the service instance.

When included, the allowedSnpns attribute needs not include the PLMN ID/NID(s) registered in the snpnList attribute of the NF Profile, i.e. the SNPNs registered in the NF Profile shall be considered to be allowed to access the service instance.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 13)

	allowedNfTypes
	array(NFType)
	O
	1..N
	Type of the NFs allowed to access the service instance (NOTE 5).

The absence of this attribute indicates that any NF type is allowed to access the service instance.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 13)

	allowedNfDomains
	array(string)
	O
	1..N
	Pattern (regular expression according to the ECMA-262 dialect [8]) representing the NF domain names within the PLMN of the NRF allowed to access the service instance (NOTE 5).

The absence of this attribute indicates that any NF domain is allowed to access the service instance.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 13)

	allowedNssais
	array(ExtSnssai)
	O
	1..N
	S-NSSAI of the allowed slices to access the service instance (NOTE 5).

The absence of this attribute indicates that any slice is allowed to access the service instance.

This attribute shall not be included in profile change notifications to subscribed NFs, unless the subscribing entity explicitly requested so, in the "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17). (NOTE 13)

	allowedOperationsPerNfType
	map(array(string))
	C
	1..N(1..M)
	Map of allowed operations on resources for each type of NF; the key of the map is the NF Type, and the value is an array of scopes.

The scopes shall be any of those defined in the API that defines the current service (identified by the "serviceName" attribute).

In an NFRegister (or NFUpdate) procedure, this IE should be present if the NF service instance supports and is configured to use resource/operation specific scope(s) for at least one NF type of NF service consumer.

In an NFStatusNotify procedure, this IE should be present, if it is present in the registered NF service instance and if the map contains a key matching the subscriber’s NF type. When present, this IE should only contain the key-value pair of the map matching the subscriber's NF type.

(NOTE 11)

	allowedOperationsPerNfInstance
	map(array(string))
	C
	1..N(1..M)
	Map of allowed operations on resources for a given NF Instance; the key of the map is the NF Instance Id, and the value is an array of scopes.

The scopes shall be any of those defined in the API that defines the current service (identified by the "serviceName" attribute).

In an NFRegister (or NFUpdate) procedure, this IE should be present if the NF service instance supports and is configured to use resource/operation specific scope(s) for at least one NF instance of NF service consumer.

In an NFStatusNotify procedure, this IE should be present, if it is present in the registered NF service instance and if the map contains a key matching the subscriber’s NF Instance ID. When present, this IE should only contain the key-value pair of the map matching the subscriber's NF Instance ID.

(NOTE 11)

	allowedOperationsPerNfInstanceOverrides
	boolean
	O
	0..1
	This IE, when present and set to true, indicates that the scopes defined in attribute "allowedOperationsPerNfInstance" for a given NF Instance ID take precedence over the scopes defined in attribute "allowedOperationsPerNfType" for the corresponding NF type of the NF Instance associated to such NF Instance ID.

If the IE is not present, or set to false (default), it indicates that the allowed scopes are any of the scopes present either in "allowedOperationsPerNfType" or in "allowedOperationsPerNfInstance" for the NF Type and NF Instance ID of the NF Service Consumer.

(NOTE 11)

	allowedScopesRuleSet
	map(RuleSet)
	O
	1..N
	Map of rules specifying scopes allowed or denied for NF-Consumers. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters. 

This IE may be present when the NF-Producer and the NRF support Allowed-ruleset feature as specified in Clause 6.1.9.

When NRF utilizes this parameter to determine the scopes allowed or denied to an NF-Consumer, it matches the NF-Consumer's properties (PLMN, SNPN, nfType, NfDomain, S-NSSAIs, NF-Instance Id) against each rule in decreasing order of priority (1 being the highest). When a matching rule is found, the search is stopped and the scopes associated to matching rule are allowed/dis-allowed to the NF-Consumer (see Annex C).

In an NFStatusNotify procedure, this IE may be present if the subscribing NF supports the Allowed-ruleset feature as specified in Clause 6.1.9, and should only contain the highest priority RuleSet matching the requester’s NF Instance ID, nfType, PLMN-ID, SNPN-ID, NfDomain and S-NSSAI if any.

If the subscribing entity included "completeProfileSubscription" attribute in the subscription request message, and the NRF authorized such a request (see clauses 5.2.2.6.2 and 6.1.6.2.17), the complete IE shall be present in the profile change notification (NOTE 13)

	
	
	
	
	[…] Skipped for clarity



* * * Next Change * * * *
[bookmark: _Toc24937656][bookmark: _Toc33962471][bookmark: _Toc42883233][bookmark: _Toc49733101][bookmark: _Toc56690726][bookmark: _Toc114770246]6.1.6.2.X	Type: RuleSet
Table 6.1.6.2.X-1: Definition of type RuleSet
	Attribute name
	Data type
	P
	Cardinality
	Description

	priority
	integer
	M
	1
	Unique Priority of the rule. Lower value means higher priority.

	plmns
	array(PlmnId)
	O
	1..N
	PLMNs allowed/dis-allowed to access the service instance.

When absent, NF-Consumers of all PLMNs are assumed to match this criteria.

	snpns
	array(PlmnIdNid)
	O
	1..N
	SNPNs allowed/dis-allowed to access the service instance.

When absent, NF-Consumers of all SNPNs are assumed to match this criteria.

	nfTypes
	array(NFType)
	O
	1..N
	Type of the NFs allowed/dis-allowed to access the service instance.

When absent, NF-Consumers of all nfTypes are assumed to match this criteria.

	nfDomains
	array(string)
	O
	1..N
	Pattern (regular expression according to the ECMA-262 dialect [8]) representing the NF domain names within the PLMN of the NRF allowed/dis-allowed to access the service instance.

When absent, NF-Consumers of all nfDomains are assumed to match this criteria.

	nssais
	array(ExtSnssai)
	O
	1..N
	S-NSSAIs of the NF-Consumers allowed/dis-allowed to access the service instance.

When absent, NF-Consumers of all slices are assumed to match this criteria.

	nfInstances
	array(NfInstanceId)
	O
	1..N
	NF-Instance IDs of the NF-Consumers allowed/dis-allowed to access the NF/NF-Service instance.

When absent, all the NF-Consumers are assumed to match this criteria.

	scopes
	array(string)
	O
	1..N
	List of scopes allowed or denied to the NF-Consumers matching the rule.

The scopes shall be any of those defined in the API that defines the current service (identified by the "serviceName" attribute), including the service-level scopes.

When absent, the NF-Consumer is allowed or denied full access to all the resources/operations of service instance.

This IE is applicable only in NF-Service definition.

	action
	RuleSetAction
	M
	1
	Specifies whether the scopes/access mentioned are allowed or denied for a specific NF-Consumer.


[bookmark: _Toc24937718][bookmark: _Toc33962537][bookmark: _Toc42883304][bookmark: _Toc49733172][bookmark: _Toc56690799][bookmark: _Toc122014441]
* * * * Next Change * * * *

6.1.6.3.Y	Enumeration: RuleSetAction
Table 6.1.6.3.Y-1: Enumeration RuleSetAction
	Enumeration value
	Description

	"ALLOW"
	The NF consumer is allowed to access NF producer

	"DENY"
	The NF consumer is not allowed to access NF Producer



* * * * Next Change * * * *
[bookmark: _Toc138341902][bookmark: _Toc42883318][bookmark: _Toc49733186][bookmark: _Toc56690813][bookmark: _Toc122014458]6.1.9	Features supported by the NFManagement service
The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [7].
The following features are defined for the Nnrf_NFManagement service.
Table 6.1.9-1: Features of supportedFeatures attribute used by Nnrf_NFManagement service
	Feature Number
	Feature
	M/O
	Description

	1
	Service-Map
	M
	Support of defining in the profile of the NF Instance the list of NF Service Instances based on a map type (i.e. support of the "nfServiceList" attribute in NFProfile).
 

	2
	Empty-Objects-Nrf-Info
	O
	Support of receiving empty JSON objects as values in the servedxxxInfo/servedxxxInfoList map attributes of the NrfInfo data structure used by an NRF during registration into another NRF (see clause 6.1.6.2.31).

An NRF that supports registering into another NRF shall support this feature. 

	3
	Inter-Plmn-Fqdn
	M
	Support of receiving intra-PLMN notification of changes in the NFProfile/NFService containing the "interPlmnFqdn" attribute (see clauses 6.1.6.2.2 and 6.1.6.2.3).

The NRF shall not send intra-PLMN notifications containing the "interPlmnFqdn" attribute to subscribing NF Instances that don't support this feature.

	4
	Complete-Profile-Subscription
	O
	Support subscriptions to the complete NF Profile of NF Instances (including, e.g. the authorization attributes) and their notifications.

	X
	Allowed-ruleset
	O
	Support registering RuleSets in NF (Service) profile

	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.



* * * * Next Change * * * *
[bookmark: _Toc24937765][bookmark: _Toc33962585][bookmark: _Toc42883354][bookmark: _Toc49733222][bookmark: _Toc56690867][bookmark: _Toc122014506]6.2.6.2.3	Type: NFProfile
Table 6.2.6.2.3-1: Definition of type NFProfile
	Attribute name
	Data type
	P
	Cardinality
	Description

	
	
	
	
	[…] Skipped for clarity

	allowedPlmns
	array(PlmnId)
	C
	1..N
	PLMNs allowed to access the NF instance.

This attribute may be present in a complete NF profile (i.e. in the completeNfInstances IE in the SearchResult or StoredSearchResult data types). It shall not be present otherwise. 

If not provided, any PLMN is allowed to access the NF.

	allowedSnpns
	array(PlmnIdNid)
	C
	1..N
	SNPNs allowed to access the NF instance.

This attribute may be present in a complete NF profile (i.e. in the completeNfInstances IE in the SearchResult or StoredSearchResult data types). It shall not be present otherwise. 

If this attribute is present in the NFService and in the NF profile, the attribute from the NFService shall prevail.

The absence of this attribute in both the NFService and in the NF profile indicates that no SNPN, other than the SNPN(s) registered in the snpnList attribute of the NF Profile, is allowed to access the service instance.


	allowedNfTypes
	array(NFType)
	C
	1..N
	Type of the NFs allowed to access the NF instance.

This attribute may be present in a complete NF profile (i.e. in the completeNfInstances IE in the SearchResult or StoredSearchResult data types). It shall not be present otherwise. 

If not provided, any NF type is allowed to access the NF.

	allowedNfDomains
	array(string)
	C
	1..N
	Pattern (regular expression according to the ECMA-262 dialect [8]) representing the NF domain names within the PLMN of the NRF allowed to access the NF instance.

This attribute may be present in a complete NF profile (i.e. in the completeNfInstances IE in the SearchResult or StoredSearchResult data types). It shall not be present otherwise. 

If not provided, any NF domain is allowed to access the NF.

	allowedNssais
	array(ExtSnssai)
	C
	1..N
	S-NSSAI of the allowed slices to access the NF instance.

This attribute may be present in a complete NF profile (i.e. in the completeNfInstances IE in the SearchResult or StoredSearchResult data types). It shall not be present otherwise. 

If not provided, any slice is allowed to access the NF.

	allowedRuleSet
	map(RuleSet)
	O
	1..N
	Map of rules specifying NF-Consumers allowed or denied to access NF-Producer. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters.

This IE may be present in a complete NF profile (i.e. in the completeNfInstances IE in the SearchResult or StoredSearchResult data types) if the NF-Consumer supports Allowed-ruleset feature as specified in Clause 6.2.9. It shall not be present otherwise.

	
	
	
	
	[…] Skipped for clarity



* * * * Next Change * * * *
[bookmark: _Toc122014507][bookmark: _Toc24937766][bookmark: _Toc33962586][bookmark: _Toc42883355][bookmark: _Toc49733223][bookmark: _Toc56690868][bookmark: _Toc114770427]6.2.6.2.4	Type: NFService
Table 6.2.6.2.4-1: Definition of type NFService
	Attribute name
	Data type
	P
	Cardinality
	Description

	
	
	
	
	[…] Skipped for clarity

	allowedOperationsPerNfType
	map(array(string))
	C
	1..N(1..M)
	Map of allowed operations on resources for each type of NF; the key of the map is the NF Type, and the value is an array of scopes.

The scopes shall be any of those defined in the API that defines the current service (identified by the "serviceName" attribute).

This IE should be present, if it is present in the registered NF service instance and if the map contains a key matching the requester’s NF type. When present, this IE should only contain the key-value pair of the map matching the requester’s NF type.

(NOTE 8)

	allowedOperationsPerNfInstance
	map(array(string))
	C
	1..N(1..M)
	Map of allowed operations on resources for a given NF Instance; the key of the map is the NF Instance Id, and the value is an array of scopes.

The scopes shall be any of those defined in the API that defines the current service (identified by the "serviceName" attribute).

This IE should be present, if it is present in the registered NF service instance and if the map contains a key matching the requester’s NF instance ID. When present, this IE should only contain the key-value pair of the map matching the requester’s NF Instance ID.

(NOTE 8)

	allowedOperationsPerNfInstanceOverrides
	boolean
	O
	0..1
	This IE, when present and set to true, indicates that the scopes defined in attribute "allowedOperationsPerNfInstance" for a given NF Instance ID take precedence over the scopes defined in attribute "allowedOperationsPerNfType" for the corresponding NF type of the NF Instance associated to such NF Instance ID.

If the IE is not present, or set to false (default), it indicates that the allowed scopes are any of the scopes present either in "allowedOperationsPerNfType" or in "allowedOperationsPerNfInstance".

	allowedScopesRuleSet
	map(RuleSet)
	O
	1..N
	Map of rules specifying scopes allowed or denied for NF-Consumers. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters.

This IE may be present when the NF-Consumer supports Allowed-ruleset feature as specified in Clause 6.2.9.

When present, the IE should only contain the highest priority RuleSet matching the requester’s NF Instance ID, nfType, PLMN-ID, SNPN-ID, NfDomain and S-NSSAI if any (see Annex C).

If the requesting entity included "complete-profile" query parameter in the request message, and the NRF authorized such a request (see clauses 5.3.2.2.2), the complete IE shall be present in the discovery response.

	[…] Skipped for clarity
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The syntax of the supportedFeatures attribute is defined in clause 5.2.2 of 3GPP TS 29.571 [7].
The following features are defined for the Nnrf_NFDiscovery service.
Table 6.2.9-1: Features of supportedFeatures attribute used by Nnrf_NFDiscovery service
	Feature Number
	Feature
	M/O
	Description

	
	
	
	[…] Skipped for clarity

	36
	Query-eNA-PH3
	O
	Support of the following query parameters, for Enhanced Network Automation Phase 3 defined in 3GPP Rel-18:
- ml-accuracy-checking-ind
- analytics-accuracy-checking-ind

	X
	Allowed-ruleset
	O
	Support receiving ruleSets in NF (Service) profile

	Feature number: The order number of the feature within the supportedFeatures attribute (starting with 1).
Feature: A short name that can be used to refer to the bit and to the feature.
M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O").
Description: A clear textual description of the feature.
NOTE 1:	An NRF that advertises support of a given feature shall support all the query parameters associated with the feature. An NRF may support none or a subset of the query parameters of features that it does not advertise as supported.
NOTE 2:	For a release under development, it is recommended to define new features for new query parameters by grouping them per 3GPP work item. Any definition of new query parameters in a frozen release requires a new feature definition.



* * * * Next Change * * * *
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.4'
  title: 'NRF NFManagement Service'
  description: |
    NRF NFManagement Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.510 V18.3.0; 5G System; Network Function Repository Services; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.510/'

servers:
  - url: '{apiRoot}/nnrf-nfm/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
      - nnrf-nfm
…
…
[…] Skipped for clarity
  schemas:

    NFProfile:
      description: Information of an NF Instance registered in the NRF
      type: object
      required:
        - nfInstanceId
        - nfType
        - nfStatus
      anyOf:
        - required: [ fqdn ]
        - required: [ ipv4Addresses ]
        - required: [ ipv6Addresses ]
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        nfInstanceName:
          type: string
        nfType:
          $ref: '#/components/schemas/NFType'
        nfStatus:
          $ref: '#/components/schemas/NFStatus'
        collocatedNfInstances:
          type: array
          items:
            $ref: '#/components/schemas/CollocatedNfInstance'
          minItems: 1
        heartBeatTimer:
          type: integer
          minimum: 1
        plmnList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        snpnList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        sNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        perPlmnSnssaiList:
          type: array
          items:
            $ref: '#/components/schemas/PlmnSnssai'
          minItems: 1
        nsiList:
          type: array
          items:
            type: string
          minItems: 1
        fqdn:
[bookmark: _Hlk99101186]          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        interPlmnFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        ipv4Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        ipv6Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        allowedPlmns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        allowedSnpns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        allowedNfTypes:
          type: array
          items:
            $ref: '#/components/schemas/NFType'
          minItems: 1
        allowedNfDomains:
          type: array
          items:
            type: string
          minItems: 1
        allowedNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        allowedRuleSet:
          description: A map (list of key-value pairs) where a valid JSON pointer Id serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/RuleSet'
          minProperties: 1
        priority:
          type: integer
          minimum: 0
          maximum: 65535
        capacity:
          type: integer
          minimum: 0
          maximum: 65535
        load:
          type: integer
          minimum: 0
          maximum: 100
        loadTimeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        locality:
          type: string
        extLocality:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string serves
            as key representing a type of locality
          type: object
          additionalProperties:
            type: string
          minProperties: 1
        udrInfo:
          $ref: '#/components/schemas/UdrInfo'
        udrInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UdrInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/UdrInfo'
          minProperties: 1
        udmInfo:
          $ref: '#/components/schemas/UdmInfo'
        udmInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UdmInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/UdmInfo'
          minProperties: 1
        ausfInfo:
          $ref: '#/components/schemas/AusfInfo'
        ausfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of AusfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/AusfInfo'
          minProperties: 1
        amfInfo:
          $ref: '#/components/schemas/AmfInfo'
        amfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of AmfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/AmfInfo'
          minProperties: 1
        smfInfo:
          $ref: '#/components/schemas/SmfInfo'
        smfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of SmfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/SmfInfo'
          minProperties: 1
        upfInfo:
          $ref: '#/components/schemas/UpfInfo'
        upfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UpfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/UpfInfo'
          minProperties: 1
        pcfInfo:
          $ref: '#/components/schemas/PcfInfo'
        pcfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of PcfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/PcfInfo'
          minProperties: 1
        bsfInfo:
          $ref: '#/components/schemas/BsfInfo'
        bsfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of BsfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/BsfInfo'
          minProperties: 1
        chfInfo:
          $ref: '#/components/schemas/ChfInfo'
        chfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of ChfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/ChfInfo'
          minProperties: 1
        nefInfo:
          $ref: '#/components/schemas/NefInfo'
        nrfInfo:
          $ref: '#/components/schemas/NrfInfo'
        udsfInfo:
          $ref: '#/components/schemas/UdsfInfo'
        udsfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UdsfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/UdsfInfo'
          minProperties: 1
        nwdafInfo:
          $ref: '#/components/schemas/NwdafInfo'
        nwdafInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of NwdafInfo
          additionalProperties:
            $ref: '#/components/schemas/NwdafInfo'
          minProperties: 1
        pcscfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of PcscfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/PcscfInfo'
          minProperties: 1
        hssInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of HssInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/HssInfo'
          minProperties: 1
        customInfo:
          type: object
        recoveryTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        nfServicePersistence:
          type: boolean
          default: false
        nfServices:
          deprecated: true
          type: array
          items:
            $ref: '#/components/schemas/NFService'
          minItems: 1
        nfServiceList:
          description: >
            A map (list of key-value pairs) where serviceInstanceId serves as key of NFService
          type: object
          additionalProperties:
            $ref: '#/components/schemas/NFService'
          minProperties: 1
        nfProfileChangesSupportInd:
          type: boolean
          default: false
          writeOnly: true
        nfProfilePartialUpdateChangesSupportInd:
          type: boolean
          default: false
          writeOnly: true
        nfProfileChangesInd:
          type: boolean
          default: false
          readOnly: true
        defaultNotificationSubscriptions:
          type: array
          items:
            $ref: '#/components/schemas/DefaultNotificationSubscription'
        lmfInfo:
          $ref: '#/components/schemas/LmfInfo'
        gmlcInfo:
          $ref: '#/components/schemas/GmlcInfo'
        nfSetIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfSetId'
          minItems: 1
        servingScope:
          type: array
          items:
            type: string
          minItems: 1
        lcHSupportInd:
          type: boolean
          default: false
        olcHSupportInd:
          type: boolean
          default: false
        nfSetRecoveryTimeList:
          description: A map (list of key-value pairs) where NfSetId serves as key of DateTime
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
          minProperties: 1
        serviceSetRecoveryTimeList:
          description: >
            A map (list of key-value pairs) where NfServiceSetId serves as key of DateTime
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
          minProperties: 1
        scpDomains:
          type: array
          items:
            type: string
          minItems: 1
        scpInfo:
          $ref: '#/components/schemas/ScpInfo'
        seppInfo:
          $ref: '#/components/schemas/SeppInfo'
        vendorId:
          $ref: '#/components/schemas/VendorId'
        supportedVendorSpecificFeatures:
          description: >
            The key of the map is the IANA-assigned SMI Network Management Private Enterprise Codes
          type: object
          additionalProperties:
            type: array
            items:
              $ref: '#/components/schemas/VendorSpecificFeature'
            minItems: 1
          minProperties: 1
        aanfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of AanfInfo
          additionalProperties:
            $ref: '#/components/schemas/AanfInfo'
          minProperties: 1
        5gDdnmfInfo:
          $ref: '#/components/schemas/5GDdnmfInfo'
        mfafInfo:
          $ref: '#/components/schemas/MfafInfo'
        easdfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of EasdfInfo
          additionalProperties:
            $ref: '#/components/schemas/EasdfInfo'
          minProperties: 1
        dccfInfo:
          $ref: '#/components/schemas/DccfInfo'
        nsacfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of NsacfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/NsacfInfo'
          minProperties: 1
        mbSmfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MbSmfInfo
          type: object
          additionalProperties:
            $ref: '#/components/schemas/MbSmfInfo'
          minProperties: 1
        tsctsfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of TsctsfInfo
          additionalProperties:
            $ref: '#/components/schemas/TsctsfInfo'
          minProperties: 1
        mbUpfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MbUpfInfo
          additionalProperties:
            $ref: '#/components/schemas/MbUpfInfo'
          minProperties: 1
        trustAfInfo:
          $ref: '#/components/schemas/TrustAfInfo'
        nssaafInfo:
          $ref: '#/components/schemas/NssaafInfo'
        hniList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
          minItems: 1
        iwmscInfo:
          $ref: '#/components/schemas/IwmscInfo'
        mnpfInfo:
          $ref: '#/components/schemas/MnpfInfo'
        smsfInfo:
          $ref: '#/components/schemas/SmsfInfo'
        dcsfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of DcsfInfo
          additionalProperties:
            $ref: '#/components/schemas/DcsfInfo'
          minProperties: 1
        mrfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MrfInfo
          additionalProperties:
            $ref: '#/components/schemas/MrfInfo'
          minProperties: 1
        mrfpInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MrfpInfo
          additionalProperties:
            $ref: '#/components/schemas/MrfpInfo'
          minProperties: 1
        dcmfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of DcmfInfo
          additionalProperties:
            $ref: '#/components/schemas/DcmfInfo'
          minProperties: 1

    NFService:
      description: >
        Information of a given NF Service Instance; it is part of the NFProfile of an NF Instance
      type: object
      required:
        - serviceInstanceId
        - serviceName
        - versions
        - scheme
        - nfServiceStatus
      properties:
        serviceInstanceId:
          type: string
        serviceName:
          $ref: '#/components/schemas/ServiceName'
        versions:
          type: array
          items:
            $ref: '#/components/schemas/NFServiceVersion'
          minItems: 1
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UriScheme'
        nfServiceStatus:
          $ref: '#/components/schemas/NFServiceStatus'
        fqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        interPlmnFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        ipEndPoints:
          type: array
          items:
            $ref: '#/components/schemas/IpEndPoint'
          minItems: 1
        apiPrefix:
          type: string
        defaultNotificationSubscriptions:
          type: array
          items:
            $ref: '#/components/schemas/DefaultNotificationSubscription'
          minItems: 1
        allowedPlmns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        allowedSnpns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        allowedNfTypes:
          type: array
          items:
            $ref: '#/components/schemas/NFType'
          minItems: 1
        allowedNfDomains:
          type: array
          items:
            type: string
          minItems: 1
        allowedNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        allowedOperationsPerNfType:
          description: A map (list of key-value pairs) where NF Type serves as key
          type: object
          additionalProperties:
            type: array
            items:
              type: string
            minItems: 1
          minProperties: 1
        allowedOperationsPerNfInstance:
          description: A map (list of key-value pairs) where NF Instance Id serves as key
          type: object
          additionalProperties:
            type: array
            items:
              type: string
            minItems: 1
          minProperties: 1
        allowedOperationsPerNfInstanceOverrides:
          type: boolean
          default: false
        allowedScopesRuleSet:
          description: A map (list of key-value pairs) where a valid JSON pointer Id serves as key
          type: object
          additionalProperties:
            $ref: '#/components/schemas/RuleSet'
          minProperties: 1
        priority:
          type: integer
          minimum: 0
          maximum: 65535
        capacity:
          type: integer
          minimum: 0
          maximum: 65535
        load:
          type: integer
          minimum: 0
          maximum: 100
        loadTimeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        recoveryTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        nfServiceSetIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfServiceSetId'
          minItems: 1
        sNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        perPlmnSnssaiList:
          type: array
          items:
            $ref: '#/components/schemas/PlmnSnssai'
          minItems: 1
        vendorId:
          $ref: '#/components/schemas/VendorId'
        supportedVendorSpecificFeatures:
          description: >
            A map (list of key-value pairs) where IANA-assigned SMI Network Management
            Private Enterprise Codes serves as key
          type: object
          additionalProperties:
            type: array
            items:
              $ref: '#/components/schemas/VendorSpecificFeature'
            minItems: 1
          minProperties: 1
        oauth2Required:
          type: boolean
        perPlmnOauth2ReqList:
          $ref: '#/components/schemas/PlmnOauth2'
…
…
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    RuleSet:
      type: object
      required:
        - priority
        - action
      properties:
        priority:
          type: integer
          minimum: 0
          maximum: 65535
        plmns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        snpns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        nfTypes:
          type: array
          items:
            $ref: '#/components/schemas/NFType'
          minItems: 1
        nfDomains:
          type: array
          items:
            type: string
          minItems: 1
        nssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        nfInstances:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        scopes:
            type: array
            items:
              type: string
            minItems: 1
        action:
          $ref: '#/components/schemas/RuleSetAction'
…
…
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    RuleSetAction:
      anyOf:
        - type: string
          enum:
            - ALLOW
            - DENY
        - type: string
…
…
[…] Skipped for clarity
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openapi: 3.0.0

info:
  version: '1.3.0-alpha.4'
  title: 'NRF NFDiscovery Service'
  description: |
    NRF NFDiscovery Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.510 V18.3.0; 5G System; Network Function Repository Services; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.510/'

servers:
  - url: '{apiRoot}/nnrf-disc/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
      - nnrf-disc
  - oAuth2ClientCredentials:
      - nnrf-disc
      - nnrf-disc:nf-instances:read-complete-profile
…
…
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    NFProfile:
      description: Information of an NF Instance discovered by the NRF
      type: object
      required:
        - nfInstanceId
        - nfType
        - nfStatus
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        nfInstanceName:
          type: string
        nfType:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
        nfStatus:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFStatus'
        collocatedNfInstances:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/CollocatedNfInstance'
          minItems: 1
        plmnList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        sNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        perPlmnSnssaiList:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/PlmnSnssai'
          minItems: 1
        nsiList:
          type: array
          items:
            type: string
          minItems: 1
        fqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        interPlmnFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        ipv4Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        ipv6Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        allowedPlmns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        allowedSnpns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        allowedNfTypes:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
          minItems: 1
        allowedNfDomains:
          type: array
          items:
            type: string
          minItems: 1
        allowedNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        allowedRuleSet:
          description: A map (list of key-value pairs) where a valid JSON pointer Id serves as key
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/RuleSet'
          minProperties: 1
        capacity:
          type: integer
          minimum: 0
          maximum: 65535
        load:
          type: integer
          minimum: 0
          maximum: 100
        loadTimeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        locality:
          type: string
        extLocality:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string serves
            as key representing a type of locality
          type: object
          additionalProperties:
            type: string
          minProperties: 1
        priority:
          type: integer
          minimum: 0
          maximum: 65535
        udrInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UdrInfo'
        udrInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UdrInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UdrInfo'
          minProperties: 1
        udmInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UdmInfo'
        udmInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UdmInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UdmInfo'
          minProperties: 1
        ausfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/AusfInfo'
        ausfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of AusfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/AusfInfo'
          minProperties: 1
        amfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/AmfInfo'
        amfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of AmfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/AmfInfo'
          minProperties: 1
        smfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/SmfInfo'
        smfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of SmfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/SmfInfo'
          minProperties: 1
        upfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UpfInfo'
        upfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UpfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UpfInfo'
          minProperties: 1
        pcfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/PcfInfo'
        pcfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of PcfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/PcfInfo'
          minProperties: 1
        bsfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/BsfInfo'
        bsfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of BsfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/BsfInfo'
          minProperties: 1
        chfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/ChfInfo'
        chfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of ChfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/ChfInfo'
          minProperties: 1
        udsfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UdsfInfo'
        udsfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of UdsfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/UdsfInfo'
          minProperties: 1
        nwdafInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NwdafInfo'
        nwdafInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of NwdafInfo
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NwdafInfo'
          minProperties: 1
        nefInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NefInfo'
        pcscfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of PcscfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/PcscfInfo'
          minProperties: 1
        hssInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of HssInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/HssInfo'
          minProperties: 1
        customInfo:
          type: object
        recoveryTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        nfServicePersistence:
          type: boolean
          default: false
        nfServices:
          deprecated: true
          type: array
          items:
            $ref: '#/components/schemas/NFService'
          minItems: 1
        nfServiceList:
          description: >
            A map (list of key-value pairs) where serviceInstanceId serves as key of NFService
          type: object
          additionalProperties:
            $ref: '#/components/schemas/NFService'
          minProperties: 1
        defaultNotificationSubscriptions:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/DefaultNotificationSubscription'
        lmfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/LmfInfo'
        gmlcInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/GmlcInfo'
        snpnList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        nfSetIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfSetId'
          minItems: 1
        servingScope:
          type: array
          items:
            type: string
          minItems: 1
        lcHSupportInd:
          type: boolean
          default: false
        olcHSupportInd:
          type: boolean
          default: false
        nfSetRecoveryTimeList:
          description: A map (list of key-value pairs) where NfSetId serves as key of DateTime
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
          minProperties: 1
        serviceSetRecoveryTimeList:
          description: >
            A map (list of key-value pairs) where NfServiceSetId serves as key of DateTime
          type: object
          additionalProperties:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
          minProperties: 1
        scpDomains:
          type: array
          items:
            type: string
          minItems: 1
        scpInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/ScpInfo'
        seppInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/SeppInfo'
        vendorId:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/VendorId'
        supportedVendorSpecificFeatures:
          description: >
            The key of the map is the IANA-assigned SMI Network Management Private Enterprise Codes
          type: object
          additionalProperties:
            type: array
            items:
              $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/VendorSpecificFeature'
            minItems: 1
          minProperties: 1
        aanfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of AanfInfo
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/AanfInfo'
          minProperties: 1
        mfafInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/MfafInfo'
        easdfInfoList:
          type: object
          description: >
            A map(list of key-value pairs) where a (unique) valid JSON string
            serves as key of EasdfInfo
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/EasdfInfo'
          minProperties: 1
        dccfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/DccfInfo'
        nsacfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of NsacfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NsacfInfo'
          minProperties: 1
        mbSmfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MbSmfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/MbSmfInfo'
          minProperties: 1
        tsctsfInfoList:
          type: object
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of TsctsfInfo
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/TsctsfInfo'
          minProperties: 1
        mbUpfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MbUpfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/MbUpfInfo'
          minProperties: 1
        trustAfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/TrustAfInfo'
        nssaafInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NssaafInfo'
        hniList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
          minItems: 1
        iwmscInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/IwmscInfo'
        mnpfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/MnpfInfo'
        smsfInfo:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/SmsfInfo'
        dcsfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of DcsfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/DcsfInfo'
        mrfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MrfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/MrfInfo'
        mrfpInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of MrfpInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/MrfpInfo'
        dcmfInfoList:
          description: >
            A map (list of key-value pairs) where a (unique) valid JSON string
            serves as key of DcmfInfo
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/DcmfInfo'

    NFService:
      description: >
        Information of a given NF Service Instance; it is part of the NFProfile
        of an NF Instance discovered by the NRF
      type: object
      required:
        - serviceInstanceId
        - serviceName
        - versions
        - scheme
        - nfServiceStatus
      properties:
        serviceInstanceId:
          type: string
        serviceName:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/ServiceName'
        versions:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFServiceVersion'
          minItems: 1
        scheme:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UriScheme'
        nfServiceStatus:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFServiceStatus'
        fqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        interPlmnFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        ipEndPoints:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/IpEndPoint'
          minItems: 1
        apiPrefix:
          type: string
        defaultNotificationSubscriptions:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/DefaultNotificationSubscription'
          minItems: 1
        allowedPlmns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
          minItems: 1
        allowedSnpns:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnIdNid'
          minItems: 1
        allowedNfTypes:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NFType'
          minItems: 1
        allowedNfDomains:
          type: array
          items:
            type: string
          minItems: 1
        allowedNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        capacity:
          type: integer
          minimum: 0
          maximum: 65535
        load:
          type: integer
          minimum: 0
          maximum: 100
        loadTimeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        priority:
          type: integer
          minimum: 0
          maximum: 65535
        recoveryTime:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        nfServiceSetIdList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/NfServiceSetId'
          minItems: 1
        sNssais:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ExtSnssai'
          minItems: 1
        perPlmnSnssaiList:
          type: array
          items:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/PlmnSnssai'
          minItems: 1
        vendorId:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/VendorId'
        supportedVendorSpecificFeatures:
          description: >
            The key of the map is the IANA-assigned SMI Network Management Private Enterprise Codes
          type: object
          additionalProperties:
            type: array
            items:
              $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/VendorSpecificFeature'
            minItems: 1
          minProperties: 1
        oauth2Required:
          type: boolean
        allowedOperationsPerNfType:
          description: A map (list of key-value pairs) where NF Type serves as key
          type: object
          additionalProperties:
            type: array
            items:
              type: string
            minItems: 1
          minProperties: 1
        allowedOperationsPerNfInstance:
          description: A map (list of key-value pairs) where NF Instance Id serves as key
          type: object
          additionalProperties:
            type: array
            items:
              type: string
            minItems: 1
          minProperties: 1
        allowedOperationsPerNfInstanceOverrides:
          type: boolean
          default: false
        allowedScopesRuleSet:
          description: A map (list of key-value pairs) where a valid JSON pointer Id serves as key
          type: object
          additionalProperties:
            $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/RuleSet'
          minProperties: 1
…
…
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When scope of authorizations allowed to NF-Service-Consumers of different PLMNs, S-NSSAIs, SNPNs, NF-Domains etc. are different, it is not always possible for an NF (Service) Producer to register an authorization profile into NRF using allowedXXX parameters alone. The Allowed-ruleset feature addresses such requirements by extending the authorization policy with a prioritized list of RuleSets in the NF (Service) profile.
This clause provides configuration examples and guidance on handling backward compatibility when the Allowed-ruleset feature is deployed.
C.2	Examples of NF-Producer profile only using RuleSets (i.e. without AllowedXXX parameters) in NF (Service) Profile
This clause provides configuration examples of allowedScopesRuleSet parameter in the NF-Service profile (Clause 6.1.6.2.3).
Following is an example of rules formed by para-phrasing the individual RuleSets registered by an NF-Service-Producer:

priority 1 plmns <> nfTypes <> nfInstances <> scopes <> allow

priority 2 plmns <> nfTypes <> scopes <> allow

priority 3 plmns <> nfTypes <> allow

priority 100 deny

When a NF-Service-Consumer requests an access-token from NRF, the NRF matches the properties of the NF-Service-Consumer (PLMN, SNPN, nfType, NfDomain, S-NSSAIs, NF-Instance Id etc.) against these rules in decreasing order of priority (1 being the highest). If a match is found, search stops, and the matching rule is applied to determine the scope to be granted.

Consider 3 NF-Service Producers p1, p2 and p3 who need to register their NF-Service Profile into NRF. Each of these producers define operation level scopes Op1, Op2 and Op3 and the service-level scope.
· NF-Service-Producer p1 allows all NF-Service-Consumers with nfType=A to access its resources unrestricted. However NF-Service-Consumers with nfType=B are limited to Op1 and Op2. It may register, in the NF-Service-Profile:

priority 2 nfType {B} scopes {Op1, Op2, service level scope} allow
priority 5 nfType {A} allow
priority 100 deny

· NF-Service-Producer p2 allows all NF-Service-Consumers with nfType=A to access its resources unrestricted. NF-Service-Consumers with nfType=B are limited to Op1 and Op2. It additionally wants to allow NF-Service-Consumer with NF-Instance-ID=X to Op3 only. It may register, in the NF-Service-Profile:

priority 2 nfInstance-id {X} scopes {Op3, service level scope} allow
priority 5 nfType {B} scopes {Op1, Op2, service level scope} allow
priority 10 nfType {A} allow
priority 100 deny

· NF-Service-Producer p3 allows all NF-Service-Consumers of PLMN1 of nfType=A or nfType=B to access its resources unrestricted. However, for the NFs of PLMN2, NF-Service-Consumers of nfType=A are allowed to access its resources unrestricted, but the NF-Service-Consumers of nfType=B are limited to Op1 and Op2. It may register, in the NF-Service-Profile:

priority 2 plmn {plmn1} nfType {A,B} allow
priority 5 plmn {plmn2} nfType {A} allow
priority 10 plmn {plmn2} nfType {B} scopes {Op1, Op2, service level scope} allow
priority 100 deny
Absence of scopes in a rule indicates that all service operations/all scopes are allowed. 
Rule with no identification of NF-Consumer (e.g. priority 100 rule in example above) indicates the rule applies to all.
Similar examples apply to allowedRuleSet parameter in NF-Profile (Clause 6.1.6.2.2), however without the scopes parameter, as in the case of NF-Profile, the allowedRuleSet parameter is used to determine whether an NF-Consumer is allowed or not allowed to access the NF-Producer.
C.3	Example of NF-Producer profile using RuleSets and AllowedXXX parameters in NF (Service) Profile
When a NF (Service) producer registers both the AllowedXXX parameters and the allowedScopesRuleSet parameter in the NF-Service Profile, the authorization scopes assigned to an NF-Consumer are determined by performing a logical OR operation of the two sets of parameters. The helps implementations to use Allowed-ruleset feature only when the authorization policy cannot be configured using the AllowedXXX parameters alone.
This clause provides configuration examples with allowedScopesRuleSet parameter in the NF-Service profile (Clause 6.1.6.2.3) along with allowedXXX parameters.
Consider the example of NF-Service-Producer p3 in Annex C.2, which allows all NF-Service-Consumers of PLMN1 of nfType=A or nfType=B to access its resources unrestricted. However, for the NFs of PLMN2, NF-Service-Consumers of nfType=A are allowed to access its resources unrestricted, but the NF-Service-Consumers of nfType=B are limited to Op1 and Op2. This can be achieved by configuring the rules as:
{
allowedPLMNs = plmn1
allowedNfTypes = A,B
}
OR
{
priority 5 plmn {plmn2} nfType {A} allow
priority 10 plmn {plmn2} nfType {B} scopes {Op1, Op2, service level scope} allow
                              }
Similar examples apply with allowedRuleSet parameter in NF-Profile (Clause 6.1.6.2.2), however without the scopes parameter, as in the case of NF-Profile, the allowedRuleSet parameter is used to determine whether an NF-Consumer is allowed or not allowed to access the NF-Producer.
C.4	Backward Compatibility
This clause provides examples for addressing backward compatibility issues with the Allowed-ruleset feature.
Consider an NF-Producer p1 supporting Allowed-ruleset feature which registers its following NF-Service profile into NRF utilizing the new allowedScopesRuleSet parameter:
priority 2 nfInstance-id {X} scopes {Op3, service level scope} allow
priority 5 nfType {B} scopes {Op1, Op2, service level scope} allow
priority 10 nfType {A} allow
priority 15 nssais {1,2} scopes {Op1, service level scope} allow
priority 100 deny
Consider an NF-Consumer c1 which does not support the Allowed-ruleset feature and discovers NF-Producer p1 using Nnrf_NFDiscovery service.
· If the highest priority rule matching NF-Consumer c1 is priority 2, the NRF may include, in the Nnrf_NFDiscovery_Get response, parameter allowedOperationsPerNfInstance, containing applicable scopes.

· If the highest priority rule matching NF-Consumer c1 is priority 5, the NRF may include, in the Nnrf_NFDiscovery_Get response, parameter allowedOperationsPerNfType, containing applicable scopes.

· If the highest priority rule matching NF-Consumer c1 is priority 10, the NRF may not include, in the Nnrf_NFDiscovery_Get response, the parameters allowedOperationsPerNfInstance and allowedOperationsPerNfType.

· If the highest priority rule matching NF-Consumer c1 is priority 15, the NRF may include, in the Nnrf_NFDiscovery_Get response, any of the parameters allowedOperationsPerNfInstance or allowedOperationsPerNfType, containing applicable scopes.
If entities (e.g. SCP) of a network are configured to use Complete Profile Subscription or Complete Profile Discovery feature, the Allowed-ruleset feature shall only be deployed if all these entities in the network have been upgraded to support and use the Allowed-ruleset feature.
NF-Producers shall only be configured to use the Allowed-ruleset feature after NRFs in the network are upgraded and configured to use the Allowed-ruleset feature, as otherwise NF-Producers would need to translate RuleSets to existing service access control parameters (i.e. allowedPlmns, allowedSnpns, allowedNfTypes etc.) which may not always be possible.
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