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1. Introduction
<Introduction part (optional)>
2. Reason for Change
This pCR provides solution to Key Issue on Excessive Data Exposure over SBI 
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.0.0.

[bookmark: _Hlk61529092]* * * * First Change * * * *
[bookmark: _Toc105762979][bookmark: _Toc39050169][bookmark: _Toc139404939]7.Y	Solution #Y: Restricted Service or Service Instances 
[bookmark: _Toc49769261][bookmark: _Toc56438070][bookmark: _Toc56438212][bookmark: _Toc56438286][bookmark: _Toc57274156][bookmark: _Toc57274625][bookmark: _Toc66461568][bookmark: _Toc70926360][bookmark: _Toc86043863][bookmark: _Toc136842770]7.Y.1	Description
The solution is to address the Key Issue #X: Excessive Data Exposure over SBI. It addresses following aspects:
i. Whether and how to restrict the information provided by an NF-Producer to different NF-consumers
ii. How to differentiate among NF-Consumers who possess same scope of authorization to a resource.
The solution works on following principles:
· An NF-Service-Producer exposes two flavours of the same service – a normal flavour and a restricted flavour. For example, we may expose Nudm_UECM and Nudm_UECM_Restricted services. Each service has different authorization policy (w.r.t. NF-Consumer properties like NfType, S-NSSAI etc.). 

· The service may define, e.g. a different resource URI for restricted access (e.g. /{ueId}/registrations/amf-3gpp-access/restricted/).

· The information exposed by the two services is different as per local policies.

· When an NF-Consumer performs Nnrf_NFDiscover_Get service operation to discover a list of NF-Producers, NRF includes, in the NF-Profile(s), NF-Services according to authorization policies registered by the NF-Producers. For example, it may include the NF-Service corresponding to restricted service access.

· NF-Consumer proceeds with requesting access-token for restricted service access followed by sending service-request to NF-Producer.

· Depending on the service invoked, NF-Producer is able to restrict the information exposed to the NF-Consumers.

7.X.2	Example Flows
Example 1: Following is an example flow of events with this solution for Example 1 in Key Issue Description:


Step #1: UDM exposes two services of Nudm_UECM service and registers into NRF. The authorization policy is registered as below:
Service 1(normal): allowedNfTypes = NfType1, NfType2…
Service 2 (restricted): allowedNfTypes = NSSAAF, LMF…
Step #2: The information exposed by the two services is different. For example, the UDM categorizes the information in Amf3GppAccessRegistration locally, something like below:
Table 7.X.2-1: Access Restrictions to elements of Amf3GppAccessRegistration
	Attribute name
	Data type
	P
	Allowed Services

	amfInstanceId
	NfInstanceId
	M
	1,2

	deregCallbackUri
	Uri
	M
	1,2

	guami
	Guami
	M
	1,2

	ratType
	RatType
	M
	1,2

	supportedFeatures
	SupportedFeatures
	O
	1,2

	purgeFlag
	PurgeFlag
	O
	1,2

	pei
	Pei
	O
	1

	imsVoPs
	ImsVoPs
	O
	1

	….[Skipped for clarity]

	urrpIndicator
	boolean
	O
	1,2

	amfEeSubscriptionId
	Uri
	C
	1,2

	epsInterworkingInfo
	EpsInterworkingInfo
	C
	1,2

	ueSrvccCapability
	boolean
	O
	1,2

	registrationTime
	DateTime
	C
	1,2

	vgmlcAddress
	VgmlcAddress
	O
	1,2

	contextInfo
	ContextInfo
	C
	1,2

	noEeSubscriptionInd
	boolean
	O
	1,2

	supi
	Supi
	C
	1

	ueReachableInd
	UeReachableInd
	C
	1,2

	….[Skipped for clarity]



Step #3: When NSSAAF performs Nnrf_NFDiscover_Get service operation to discover a list of UDMs serving a particular UE, NRF returns UDM Service 2, which only allows restricted service access.

Step #4: NSSAAF proceeds with requesting access-token and sending service-request to UDM on Nudm_UECM_Restricted service.

Step #5: NF-Producer provides information to the NSSAAF as per Table 7.X.2-1.

[bookmark: _Toc49769262][bookmark: _Toc56438071][bookmark: _Toc56438213][bookmark: _Toc56438287][bookmark: _Toc57274157][bookmark: _Toc57274626][bookmark: _Toc66461569][bookmark: _Toc70926361][bookmark: _Toc86043864][bookmark: _Toc136842771]7.X.3	Impacts on services, entities and interfaces
NF-Consumers:
· No change
NF-Producers:
· Register multiple services
NRF:
· [bookmark: _Toc49769263][bookmark: _Toc56438072][bookmark: _Toc56438214][bookmark: _Toc56438288][bookmark: _Toc57274158][bookmark: _Toc57274627][bookmark: _Toc66461570][bookmark: _Toc70926362][bookmark: _Toc86043865][bookmark: _Toc136842772]No change
7.X.4	Pros
· This solution provides a simple and efficient way to reduce information exposure.
[bookmark: _Toc49769264][bookmark: _Toc56438073][bookmark: _Toc56438215][bookmark: _Toc56438289][bookmark: _Toc57274159][bookmark: _Toc57274628][bookmark: _Toc66461571][bookmark: _Toc70926363][bookmark: _Toc86043866][bookmark: _Toc136842773]7.X.5	Cons
· The solution does not address Example 2 of the Key Issue – an NRF will not know which information to be restricted on behalf of NF-Producer.
· The solution requires NF-Producers register multiple service instances.
* * * * End of Changes * * * *
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