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1. Introduction
<Introduction part (optional)>
2. Reason for Change
This pCR provides solution to Key Issue on Excessive Data Exposure over SBI 
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.0.0.

[bookmark: _Hlk61529092]* * * * First Change * * * *
[bookmark: _Toc39050169][bookmark: _Toc139404939][bookmark: _Toc105762979]7.X	Solution #X: Access-Token to include authorization to Monitored URIs
[bookmark: _Toc49769261][bookmark: _Toc56438070][bookmark: _Toc56438212][bookmark: _Toc56438286][bookmark: _Toc57274156][bookmark: _Toc57274625][bookmark: _Toc66461568][bookmark: _Toc70926360][bookmark: _Toc86043863][bookmark: _Toc136842770]7.X.1	Description
The solution is to address the Key Issue #X: Excessive Data Exposure over SBI. The solution addresses aspect i, ii and iii of the Key Issue as specified in 6.X.2:
One of the reason of the data-leakage identified in Key-Issue is that all the NF-Consumers are only assigned a single level of access – allow or deny. There is no layered approach to assigning access. Due to this, if NFs are allowed to access an NF-Producer's resource, they have access to all the data associated with that resource.
Many OAM systems, on the other hand, implement a role-based access system where different levels of access is provided to its users – e.g. Administrator, Monitor, Operator etc. 
This solution is design on similar principles. It proposes to assign different levels of access to different NF-Consumers and filter the information according to the access-level assigned to NF-Consumers. For example, a superior access can be assigned to NFs of same PLMN, whereas an inferior access to 3rd party NFs or NFs of a different PLMN. 
With this approach, the solution works on following principles:
· Access-Level can be defined as, e.g. a number (e.g. 1-15) or as "Full", "Highly Restricted", "Restricted" etc.
· Preventing Exposure when NF-Consumers access NF-Producers
a. One of the following options are used. Preferred option can be decided during evaluation/conclusion.:
i. NRF may be locally configured with rules of determining the access-level of NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.). This option avoids API changes required to register the Access-levels by the NF-Producers into NRF.
ii. NF-Producers may register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.). This option introduces API changes to register Access-levels by the NF-Producers into NRF, however provides a more dynamic network where OAM is not required to change local configurations in NRFs whenever a new NF-Producer Instance is added into the network.
iii. NF-Producer locally defines access-level associated based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc. This option avoids API changes required to register the Access-levels by the NF-Producers into NRF.
b. In case of a(i) and a(ii), NRF determines an access-level associated with the NF-Consumer during Access_Token_Get request, and communicates the same in access-token claims. 
c. NF-Producer is locally configured with the information to be exposed based on access-level assigned to the NF-Consumer.
d. Then, based on the access-level of NF-Consumer presented in access-token, the information provided is filtered/restricted.
· Preventing Exposure when NF-Consumers discover NF-Producers via NRF
a. One of the following options are used. Preferred option can be decided during evaluation/conclusion:
i. NRF may be locally configured with rules of determining the access-level. This option avoids API changes required to register the Access-levels by the NF-Producers into NRF.
ii. NF-Producers may register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.). This option introduces API changes to register Access-levels by the NF-Producers into NRF, however provides a more dynamic network where OAM is not required to change local configurations in NRFs whenever a new NF-Producer Instance is added into the network.
b. NF-Producers register, in their NF-Profile, the parameters they want to restrict (or filter) to NFs with an access-level greater than a certain value.
c. Then, based on the access-level of NF-Consumer, the information provided in NF-Discovery response is filtered/restricted.
7.X.2	Example Flows
Example 1: Following is an example flow of events with this solution for Example 1 in Key Issue Description:


Step #1: UDM categorizes the information in Amf3GppAccessRegistration locally, something like below:
Table 7.X.1-1: Access Levels for Information in Amf3GppAccessRegistration
	Attribute name
	Data type
	P
	Minimum Access Level

	amfInstanceId
	NfInstanceId
	M
	15

	deregCallbackUri
	Uri
	M
	15

	guami
	Guami
	M
	15

	ratType
	RatType
	M
	15

	supportedFeatures
	SupportedFeatures
	O
	10

	purgeFlag
	PurgeFlag
	O
	5

	pei
	Pei
	O
	1

	imsVoPs
	ImsVoPs
	O
	1

	….[Skipped for clarity]

	urrpIndicator
	boolean
	O
	5

	amfEeSubscriptionId
	Uri
	C
	5

	epsInterworkingInfo
	EpsInterworkingInfo
	C
	5

	ueSrvccCapability
	boolean
	O
	5

	registrationTime
	DateTime
	C
	2

	vgmlcAddress
	VgmlcAddress
	O
	5

	contextInfo
	ContextInfo
	C
	5

	noEeSubscriptionInd
	boolean
	O
	5

	supi
	Supi
	C
	1

	ueReachableInd
	UeReachableInd
	C
	2

	….[Skipped for clarity]



Step #2: NRF is locally configured with rules to determine the access-level to be assigned to NF-Consumers, e.g.
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype A>: assign Access-Level : <n1>
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype B>: assign Access-Level : <n2>
…
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype C>: assign Access-Level : <n3>
For example, an NSSAAF is assigned an Access-Level = 15 based on local rules.
Step #3: An NSSAAF requests access-token to perform GET operation on resource "~/registrations/amf-3gpp-access" in UDM. The scope in the Access-Token request is set to "nudm-uecm".
Step #4: The Access-Token generated contains scope set to "nudm-uecm" and Access-Level set to 15 as below:
Table 7.X.1-2: AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	…

	sub
	NfInstanceId
	M
	1
	…

	aud
	Audience
	M
	1
	… 

	scope
	string
	M
	1
	…

	exp
	integer
	M
	1
	…

	consumerPlmnId
	PlmnId
	C
	0..1
	…

	…[Skipped for Clarity]…

	consumerAccessLevel
	integer
	C
	0..1
	This IE may be included if the NRF supports providing Access-Level to the Consumer NF in the access token claims.



Backward compatibility is addressed similar to other attributes in the AccessTokenClaims - if an NF service producer receives the new IE in the token, it shall be ignored.
Step #5: NSSAAF sends Nudm_UECM_Get request to UDM to know the current serving AMF of the UE, and presents Access-Level assigned by the NRF.
Step #6: UDM provides filtered information as per information in Table 7.X.1-1.
Example 2: Following is an example flow of events with this solution for Example 2 in Key Issue Description:


Step #1: NF-Producer registers its profile into NRF with a new parameter indicating the minimum access-level required to access certain parameters. NF-Producers and NRF may define a feature-bit to indicate support of this functionality as part of feature negotiation mechanism:
Table 7.X.1-3: Definition of type NFProfile
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Unique identity of the NF Instance.

	nfType
	NFType
	M
	1
	Type of Network Function

	nfStatus
	NFStatus
	M
	1
	Status of the NF Instance (NOTE 5) (NOTE 16)

	[Skipped for clarity]

	accessLevelInfo
	array(minAccessLevels)
	C
	1..N
	Array of strings containing attribute names per access-level.

	[Skipped for clarity]



Further, access-levels are registered as:
Table 7.X.1-4: Definition of type minAccessLevels
	Attribute name
	Data type
	P
	Cardinality
	Description

	accessLevel
	integer
	M
	1
	Minimum Access Level Required for parameters contained in this array

	attributeNames
	array (string)
	M
	1..N
	e.g. /sNssais, /UdmInfo/supiRanges



Step #2: NRF is locally configured with rules to determine the access-level to be assigned to NF-Consumers, e.g.
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype A>: assign Access-Level : <n1>
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype B>: assign Access-Level : <n2>
…
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype C>: assign Access-Level : <n3>
Step #3: NF-Consumer sends Nnrf_NFDiscovery_Get request to NRF to discover NFs of certain type.
Step #4: NRF determines the access-level of NF-Consumer and provides NF-Profile after filtering the information as updated in Step #1.
[bookmark: _Toc49769262][bookmark: _Toc56438071][bookmark: _Toc56438213][bookmark: _Toc56438287][bookmark: _Toc57274157][bookmark: _Toc57274626][bookmark: _Toc66461569][bookmark: _Toc70926361][bookmark: _Toc86043864][bookmark: _Toc136842771]7.X.3	Impacts on services, entities and interfaces
NF-Consumers:
· Support receiving Access-Level in Access-Token
NF-Producers:
· Categorize information locally based on Access-Token
· Register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
· NF-Producer locally defines access-level associated based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
· Support receiving Access-Level in Access-Token
NRF:
· [bookmark: _Toc49769263][bookmark: _Toc56438072][bookmark: _Toc56438214][bookmark: _Toc56438288][bookmark: _Toc57274158][bookmark: _Toc57274627][bookmark: _Toc66461570][bookmark: _Toc70926362][bookmark: _Toc86043865][bookmark: _Toc136842772]NRF locally defines the access-level of NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
· Support to register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
· Support assigning Access-Level in Access-Token
7.X.4	Pros
This solution provides a simple and efficient way to reduce information exposure.
[bookmark: _Toc49769264][bookmark: _Toc56438073][bookmark: _Toc56438215][bookmark: _Toc56438289][bookmark: _Toc57274159][bookmark: _Toc57274628][bookmark: _Toc66461571][bookmark: _Toc70926363][bookmark: _Toc86043866][bookmark: _Toc136842773]7.X.5	Cons
The solution may still expose excessive information for consumers, especially with superior access-level.
* * * * End of Changes * * * *
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