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* * * * First Change * * * *
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This method shall support the URI query parameters specified in table 5.2.2.3.1-1.
Table 5.2.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	supported-features
	SupportedFeatures
	O
	0..1
	see  3GPP TS 29.500 [8] clause 6.6
	

	servingNetworkName
	ServingNetworkName
	O
	0..1
	Serving Network Name.

This query parameter may be used to determine inclusion of akmaAllowed IE in AuthenticationSubscription.
	Query-sn



This method shall support the request data structures specified in table 5.2.2.3.1-2 and the response data structures and response codes specified in table 5.2.2.3.1-3.
Table 5.2.2.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 5.2.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthenticationSubscription
	M
	1
	200 OK
	Upon success, a response body containing the AuthenticationSubscription shall be returned.

	NOTE:	In addition common data structures as listed in table 5.5-1 are supported.



* * * * Next Change * * * *
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Table 5.4.2.2-1: Definition of type AuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method ("5G_AKA", "EAP_AKA_PRIME", "EAP_TLS"...) that shall be used when the UE's device is 5G capable.

If AV generation for HSS is required in UDM, this attribute shall take any 5G AKA-based value (i.e. "5G_AKA" or "EAP_AKA_PRIME").

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	protectionParameterId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM (ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	sequenceNumber
	SequenceNumber
	C
	0..1
	String containing the SQN as defined in 3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	authenticationManagementField
	string
	C
	0..1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM (ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME" unless vector generation is to be done in the HSS.

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.

	hssGroupId
	NfGroupId
	O
	0..1
	Identity of the HSS group associated with the subscription that might be used by the UDM to discover the HSS; see 3GPP TS 29.510 [19].
This attribute may be present if the vectorGenerationInHss attribute is present and set to True.

	vectorGenerationInHss
	boolean
	O
	0..1
	True indicates that the UDM needs to retrieve an Authentication Vector from the HSS;
False and absence indicates that vector generation shall be performed in the UDM.

	n5gcDeviceAuthMethod
	AuthMethod
	O
	0..1
	String containing the Authentication Method that shall be used when the UE's device is Non-5G-Capable behind Cable RGs in private networks or in isolated deployment scenarios with wireline access.
See NOTE.

	rgAuthenticationInd
	boolean
	O
	0..1
	true: indicates that authentication by the home network is not required if authentication has been completed by the W-5GAN. See 3GPP TS 33.501 [9] clause 7b.
false (default): otherwise.

	supi
	Supi
	C
	0..1
	If present, this IE shall contain the UE's SUPI which shall contain an IMSI.
It shall be present if the subscription is allowed to be identified by a pseudonym of the SUPI e.g. by a GCI or GLI that is not the SUPI.

	akmaAllowed
	boolean
	O
	0..1
	This IE indicates whether or not the subscriber is allowed to use AKMA in the serving-network:
- true: subscriber is allowed to use AKMA
- absent or false: subscriber is not allowed to use AKMA

	routingId
	string
	C
	0..1
	This IE shall be present if the akmaAllowed is set to "true".
When present, this IE shall include the Routing Indicator contained in the SUCI (see 3GPP TS 23.003 [5], clause 2.2B).

	NOTE:	The attribute n5gcDeviceAuthMethod is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [9] and is not mandatory to support.
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For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".

openapi: 3.0.0
info:
  version: '-'
  title: 'Unified Data Repository Service API file for subscription data'
  description: |
    Unified Data Repository Service (subscription data).  
    The API version is defined in 3GPP TS 29.504.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.505 V18.2.0; 5G System; Usage of the Unified Data Repository Service for subscription data; Stage 3
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.505/'

paths:

  /subscription-data/{ueId}/authentication-data/authentication-subscription:
    get:
      summary: Retrieves the authentication subscription data of a UE
      operationId: QueryAuthSubsData
      tags:
        - Authentication Data (Document)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudr-dr
        - oAuth2ClientCredentials:
          - nudr-dr
          - nudr-dr:subscription-data:authentication-subscription:read
      parameters:
        - name: ueId
          in: path
          description: UE id
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        - name: supported-features
          in: query
          description: Supported Features
          schema:
             $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        - name: servingNetworkName
          in: query
          description: Serving Network Name
          schema:
             $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/ServingNetworkName'
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AuthenticationSubscription'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29571_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
***skipped for clarity***
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