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1. Introduction
After a successful implementation of VoLTE, more and more services based on IMS (e.g. VoNR, NG-RTC, etc.) are introduced into the mobile network, and make IMS network the key of the voice and video services in 4/5G network. 
On the other hand, in the past few years, IMS-related/IMS-affected communication accidents happen on different operators’ mobile network occasionally. These accidents affected voice, video and SMS services for millions of people, and caused serious impacts on the finance, aviation, logistics, automobile, electric power and other industries.
According to news reports, the causes of these accidents are various, including incorrect routing configuration of router, subscriber data cutover failure, a fire in data center, cyber-attack and so on. But finally signaling storm arose in all these accidents because massive subscribers logged off network and then tried to re-register to the network in cycles, which made some network functions overload and eventually out of work. Once a signaling storm arose, it took a longer time to recover the services.
[bookmark: _Hlk141258093]At the same time, the abnormal behavior of the UEs also affects the restoration process. Some UEs frequently attempted to attach to the EPC/5GC network and register with the IMS network after disconnection, which generated more massive signaling messages and aggravated the signaling storm. Some UEs did not attempt the IMS registration procedure any more after they failed to register with the IMS network for multiple times. As a result, services of these UEs were still unavailable even after the IMS network had restored.

Based on the accidents, we can make the following observations.
Observation 1: Network becomes bigger and more complex, it seems easier to trigger a serious communication accident. In the past few years, several influential accidents happened every year.
Observation 2: In the recent accidents, many are not caused by equipment failure directly, but induced by other aspects like incorrect operation, fire, cyber-attack and so on.
Observation 3: The network functions with database are likely to become the network bottleneck during signal storm.
Based the observations, it is recommended to enhance the existing IMS restoration scheme, especially to help the network functions with database resist signaling storms.
3GPP TS 23.380 have specified the procedures required in IMS to handle a S-CSCF or a P-CSCF service interruption scenario with minimum impact to the service to the end user. But IMS Restoration Procedures covering service interruption of other network elements are not defined in this specification.

In this instance, we can propose the following suggestions.
Suggestion 1: 3GPP CT4 start a new Study Item on IMS Restoration Enhancement, with the following tasks:
· Survey the causes of typical IMS-related/IMS-affected communication accidents; 
· Create/enhance corresponding network disaster-prevention mechanisms for cases in bullet 1;
· Create/enhance corresponding IMS recovery mechanisms for cases in bullet 1. 
Suggestion 2: It is also suggested to extend TS 23.380 or to create a new TS for IMS Restoration Enhancement, to include the cases studied in Suggestion 1. The extended/new TS should also cover restoration mechanisms for more IMS-related network functions, especially for those with database.

2. Possible Enhancements
The following possible enhancements can be considered for the existing IMS disaster prevention and restoration mechanisms:
	Cases
	Possible Enhancements

	HSS/UDM overload or failure
	1. Bypass solutions for the UEs involved in an accident, to help the UEs come back to network quickly, and to avoid querying HSS/UDM repeatedly;
2. Mechanisms to avoid a burst of UE (re)registration requests to HSS/UDM, e.g. HSS/UDM distinguish registration and re-registration to avoid endless re-registration;
3. Mechanisms for HSS/UDM to work in a special mode, to let adapt to signaling shocks during restoration.
4. UE specific registration analysis mechanism, to prevent registration with missing parameter or incorrect parameters repeatedly

	DRA overload or failure
	Enhancement for overload control.

	Other IMS network functions failure
	Enhancement according to analysis for the typical IMS-related / IMS-affected communication accidents.

	Abnormal behavior of the UEs
	Specify the behaviors of the UEs when IMS network functions fail.



3. Proposal
It is proposed to discuss the above issue and possible enhancements, and determine whether a new study item is needed in Release 18.
