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1. Reason for Change
The QUIC and HTTP/3 related IETF work has matured and the implementation maturity and conclusion are updated accordingly. 
Supporting QUIC (HTTP/3) for 5G control plane would cause extensive efforts (standardization efforts in 3GPP to finalize the study also including SA3 involvement, changes to 5GC NFs implementations, testing), cause disruption to existing deployments based on HTTP/2, complicate interoperability (multiple HTTP versions, risks on implementation maturity). Besides, there is no evidence yet that HTTP/3 would bring significant performance improvements to 5GC signaling justifying these efforts. The low number of companies' contributions to the current 3GPP TR over the past years is also an indication of a limited interest in moving this work forward for the 5GC.
It is proposed to conclude the study and not consider HTTP/3 (QUIC) as a basis for 5GC control plane signalling. 
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.893 v1.7.0.
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* * * First Change * * * *
[bookmark: _Toc34228639][bookmark: _Toc43488749][bookmark: _Toc50359378][bookmark: _Toc63666660][bookmark: _Toc34228734][bookmark: _Toc43488844][bookmark: _Toc50359473][bookmark: _Toc63666753]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	IETF RFC 9000draft-ietf-quic-transport-29: "QUIC: A UDP-Based Multiplexed and Secure Transport".
[6]	IETF draft-ietf-quic-tls-29: "Using Transport Layer Security (TLS) to Secure QUIC".
[7]	IETF draft-ietf-quic-http-29: "Hypertext Transfer Protocol (HTTP) over QUIC".
[8]	IETF RFC 9002draft-ietf-quic-recovery-29: "QUIC Loss Detection and Congestion Control".
[9]	IETF draft-ietf-quic-invariants-09: "Version-Independent Properties of QUIC"
[10]	IETF draft-ietf-quic-qpack-16: "QPACK: Header Compression for HTTP over QUIC"
[11]	IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[12]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[13]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[14]	IETF RFC 7541: "HPACK: Header Compression for HTTP/2".
[15]	Void
[16]	IETF RFC 5682: "Forward RTO-Recovery (F-RTO): An Algorithm for Detecting Spurious Retransmission Timeouts with TCP".
[17]	IETF draft-dukkipati-tcpm-tcp-loss-probe-01: "Tail Loss Probe (TLP): An Algorithm for Fast Recovery of Tail Losses".
[18]	IETF RFC 6582: "The NewReno Modification to TCP's Fast Recovery Algorithm".
[19]	3GPP TS 29.510: "Network Function Repository Services".
[20]	IETF RFC 7838: "HTTP Alternative Services".
[21]	IETF draft-pardue-httpbis-http-network-tunnelling-01: "HTTP-initiated Network Tunnelling (HiNT)".
[22]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[23]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[24]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[25]	GSMA NG.113: "5GS Roaming Guidelines".
[26]	IETF RFC 8312: "CUBIC for Fast Long-Distance Networks".
[27]	3GPP TR 23.742: "Study on Enhancements to the Service-Based Architecture".
[28]	IETF RFC 8164: "Opportunistic Security for HTTP/2".
[29]	IETF RFC 7657: "Differentiated Services (Diffserv) and Real-Time Communication".
[30]	Taking a Long Look at QUIC: "https://conferences.sigcomm.org/imc/2017/papers/imc17-final39.pdf".
[31]	IETF RFC 5288: "AES Galois Counter Mode (GCM) Cipher Suits for TLS".
[32]	Developing and deploying a TCP replacement for the Web: "https://www.netdevconf.org/0x12/session.html?developing-and-deploying-a-tcp-replacement-for-the-web".
[33]	Optimizing UDP for content delivery: "http://vger.kernel.org/lpc_net2018_talks/willemdebruijn-lpc2018-udpgso-paper-DRAFT-1.pdf".
[34]	UDP segmentation offload: "https://www.netdevconf.org/0x12/session.html?udp-segmentation-offload".
[35]		Multiplexed Application Substrate over QUIC Encryption (MASQUE) charter text: "https://datatracker.ietf.org/doc/charter-ietf-masque/". 
[X]	IETF RFC 9298: "Proxying UDP in HTTP".
[Y]	IETF draft-ietf-quic-multipath-04: "Multipath Extension for QUIC".
 
* * * Next Change * * * *
[bookmark: _Toc34228731][bookmark: _Toc43488841][bookmark: _Toc50359470][bookmark: _Toc63666750]10.2	Implementation maturity
TCP implementations are very mature. Most of the features has been widely used and issues has been resolved in the implementations and standards. Right now, this cannot be said for QUIC implementations and standard. As the specification has not been mainly finished yet as IETF RFCs, the QUIC implementations will be very are still new. IETF QUIC working group has given lots of emphasis on interoperability testing on QUIC features. Number of open-source projects of implementing QUIC has passed the interoperability testing. However, those open-source projects usually put emphasis on particular features of interest from the implementer hence cannot be treated as production ready or assuming to have all the featured required. It is expected that QUIC implementations will have a higher degree of issues caused by mistakes and errors in implementation.

* * * Next Change * * * *

11	Evaluation and Conclusion
[bookmark: _Toc34228735][bookmark: _Toc43488845][bookmark: _Toc50359474][bookmark: _Toc63666754]11.1	Interim Evaluation
Editor's Note: this is an interim evaluation at the current stage of the TR. This evaluation may be subject to changes as the study further progresses.
[bookmark: _Toc34228736][bookmark: _Toc43488846][bookmark: _Toc50359475][bookmark: _Toc63666755]11.1.1	Requirements for Service Based Interfaces
QUIC fulfils the transport requirements (REQ#1 to REQ#5) identified in clause 5.2 for the 5GC Service Based Interfaces.
Using HTTP/3 instead of HTTP/2 does not change the semantics of the NF Services and does not change the API. No changes are expected either on the OpenAPI specification to support HTTP/3.
TheFurther study would be neededs to proceed to define how to support Indirect Communication in the 5GC with Service Communication Proxies (SCP), but preliminary it seems the CONNECT UDP method and MASQUE proxy functionality [X] allows tunnelling trough proxies.
[bookmark: _Toc34228737][bookmark: _Toc43488847][bookmark: _Toc50359476][bookmark: _Toc63666756]11.1.2	Expected improvements
Clause 5.4 identifies features of QUIC (HTTP/3) that would be applicable to the 5GC Service Based Interfaces; the following potential (performance) improvements are anticipated in comparison to HTTP/2:
1)	QUIC allows to overcome HOL blocking from which HTTP/2 is suffering if a TCP packet is lost or becomes corrupted;
2)	loss detection mechanisms of QUIC are using more accurate means to indicate lost bytes and RTT measurements resulting in assumedly more efficient recovery mechanism;
3)	faster connection establishment compared to TLS/TCP (1 RTT instead of 2), for short lived connections; however, when using persistent connections, this will not lead to a performance improvement;
4)	the connection may be migrated to a different network interface or local address by the client during the lifetime of the connection or by the server during the connection establishment.
[bookmark: _Toc34228738][bookmark: _Toc43488848][bookmark: _Toc50359477][bookmark: _Toc63666757]11.1.3	Issues
Following issues are identified:
1)	The QUIC layer is end-to-end encrypted and use of proxies between end-to-end QUIC connections is not sufficiently covered. There is no support for instance to support an end-to-end QUIC connection through a proxy using HTTP CONNECT. But the CONNECT UDP method and MASQUE proxy functionality [X] allows an HTTP client to create a tunnel for UDP communications through an HTTP server that acts as a proxy and this is defined also for the HTTP/3 Requests.
2)	The QUIC layer is end-to-end encrypted and thus allows less accurate network monitoring capabilities than TCP. The Spin bit allows a limited passive connection observation as described in IETF RFC 9000 [5].
3)	The server cannot migrate the connection to a different network interface / local address during the lifetime of the connection; this requires clients to still rely on alternate QUIC connections for failover to an alternate path; also solutions for ensuring availability and stability of connections (e.g. failover to a secondary path like supported in SCTP multi-homing) are not provided at the QUIC protocol layer but have to be implemented at the application layer similar to HTTP/2. The Multipath QUIC will potentially enable some of these functions, as explained in IETF draft-ietf-quic-multipath-04 [Y].
4)	IETF RFC 9002draft-ietf-quic-recovery [8] provides recommendations on congestion control (e.g. TCP NewReno). According to that IETF draft-ietf-quic-recovery [8], implementations may use other congestion control algorithms than TCP NewReno and endpoints MAY use different algorithms from one another. Some measurements have shown that QUIC can overtake TCP in terms of how much bandwidth it can take leading to unfairness even if the congestion algorithm is the same (see e.g. "Taking a Long Look at QUIC" [30]). This leads to possible concerns on how fairly QUIC traffic mixes with TCP traffic, as this would be the case e.g. during migration scenarios (see clause 8.4). According to RFC 9002 [8] QUIC does allow faster iteration of changes in congestion control (compared to TCP), which can lead to unfareness in some cases. The issue becomes more complicated when mixing different congestion algorithms and deserves more experimentation. In case this becomes an issue in the network deployments, the related algorithms can be evolved and improved easily and faster (due to QUIC implementation runs on user space).
[bookmark: _Toc34228739][bookmark: _Toc43488849][bookmark: _Toc50359478][bookmark: _Toc63666758]11.1.4	Other considerations
Following considerations also apply:
1)	QUIC (HTTP/3) requires extensive changes to the HTTP protocol stack (compared to HTTP/2), by moving and combining several features from the HTTP/3 and TLS layers into the QUIC layer. The header compression mechanism is re-designed to support out-of-order delivery. The application is also impacted, e.g. socket APIs of the HTTP layer, discovery of QUIC support, co-existence of HTTP/2 and HTTP/3 capable NFs.
2)	QUIC (HTTP/3) security aspects need to be assessed by 3GPP SA3, e.g. options exist for connection establishment and connection migration, end to end security with proxies on the path, inter-PLMN signalling and N32 interface, use of OAuth with QUIC, etc.
3)	Even though Tthe definition of HTTP/3 and QUIC is still in progresshave proceeded to RFCs in IETF, and it is open whether the specifications would be the inputs from the field deployment best practices, concerning system optimization are not mature enough for adoption of the protocol in the 5GC in Rel-16for 5G-Advanced;
4)	It is open when industry grade stacks (for use in 5GC) will be available. Existing implementations of QUIC are still very immature and do not have the full QUIC features available (e.g. congestion control).
5)	Due to experimental nature of current implementations there are yet no reference API which would be required for application level interoperability. The current existing implementations allow only basic proof of concepts testing but not load or stress testing of different features.
6)	There are no standard APIs (e.g. socket APIs) for QUIC connection setup. Though there are different open- source implementations of QUIC, there is a lack of uniformity in terms of the interface they expose towards application for QUIC connection setup and hence as of now implementation portability is a concern. Currently no QUIC API definition is included in the IETF QUIC WG charter.
[bookmark: _Toc34228740][bookmark: _Toc43488850][bookmark: _Toc50359479][bookmark: _Toc63666759]11.2	Interim Conclusion
Editor's Note: this is an interim conclusion at the current stage of the TR. This conclusion may be subject to changes as the study further progresses.
QUIC provides some new promising features especially in terms of performance increase for current Internet type of traffic (web-based client-server). It should be carefully checked whether those improvements can also be harvested in 5G signalling environment. Intensive testing, however, is only possible when HTTP/3 and QUIC specifications and implementations are mature enough (see clauses 10 and 11.1 for the current implementation and maturity status). Therefore, the finalization of the work on QUIC major RFCs at IETF in July May 20210 can only be considered as a first step in the evaluation of the feasibility of HTTP/3 (QUIC) for 5G control plane.
Besides, HTTP/3 (QUIC) does not fit well with the use of HTTP proxies and hHow to support HTTP/3 (QUIC) for indirect communications via SCP (enhanced Service Based Architecture specified in 3GPP Release 16) would needs to be further studied.
Supporting QUIC (HTTP/3) for 5G control plane would cause extensive efforts (standardization efforts in 3GPP to finalize the study also including SA3 involvement and do corresponding normative work, changes to 5GC NFs implementations, testing), cause disruption to existing deployments based on HTTP/2, complicate interoperability (multiple HTTP versions, risks on implementation maturity). Besides, there is no evidence yet that HTTP/3 would bring significant performance improvements to 5GC signaling justifying these efforts. The low number of companies' contributions to the current 3GPP TR over the past years is also an indication of a limited interest in moving this work forward for the 5GC. 

It is therefore recommended to :
1)	not consider HTTP/3 (QUIC) as a basis for 5GC control plane signalling in 3GPP Release 17.;
2)	pursue the study in 3GPP Release 17 to align the contents of the TR along the final IETF specifications once available, to further assess the key requirements identified in clause 7 (e.g. on how stage 2 requirements for support of indirect communications in 5GC might be fulfilled) and to finalize the evaluation of HTTP/3 (QUIC) for the 5GC; 
3)	take the final evaluation into consideration at a later stage for a possible adoption of HTTP/3 (QUIC) in 3GPP Release 18 or later.
In the meantime, QUIC (HTTP/3) implementations need to be (performance- and load-) tested and the findings be mapped to requirements and communicated to IETF (where necessary) together with the known issues of clause 10.1.3.
* * * End of Changes * * * *


