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Introduction


This document is an update of C4-230172 (CT WG4 Meeting #114). TS 29.500 and many TSs defining 5GC APIs currently refer to RFCs about the HTTP principles that have been obsoleted by IETF. 

IETF RFC 9110 ("HTTP Semantics", published in June 2022) obsoletes the RFCs: 7230, 7231, 7232, 7235, 7694. 

IETF RFC 9111 ("HTTP Caching", published in June 2022) obsoletes the RFCs: 7234.

IETF RFC 9112 ("HTTP/1.1", published in June 2022) obsoletes the RFCs: 7230.

IETF RFC 9113 ("HTTP/2", published in June 2022) obsoletes the RFCs: 7540.

All the above obsoleted RFCs are referred to in TS 29.500.

This document discusses the changes of RFC 9110, 9111, 9112 and 9113 and their potential impacts on 3GPP requirements and the potential backwards compatibility matters.  


Discussion

1. Main changes of RFC 9113 (HTTP/2) from RFC 7540 (HTTP/2)

Appendix B of RFC 9113 indicates the changes from RFC 7540: 

Appendix B. Changes from RFC 7540
This revision includes the following substantive changes:
· Use of TLS 1.3 was defined based on [RFC8740], which this document obsoletes.
TLS versions not mentioned in 29.500 – no updates required.
· The priority scheme defined in RFC 7540 is deprecated. Definitions for the format of the PRIORITY frame and the priority fields in the HEADERS frame have been retained, plus the rules governing when PRIORITY frames can be sent and received, but the semantics of these fields are only described in RFC 7540. The priority signaling scheme from RFC 7540 was not successful. Using the simpler signaling in [HTTP-PRIORITY] is recommended.
See discussion below.
· The HTTP/1.1 Upgrade mechanism is deprecated and no longer specified in this document. It was never widely deployed, with plaintext HTTP/2 users choosing to use the prior-knowledge implementation instead.
29.500 specifies use of HTTP/2 only and the HTTP/1.1 Upgrade mechanism is not used in 5GC – no changes required.
· Validation for field names and values has been narrowed. The validation that is mandatory for intermediaries is precisely defined, and error reporting for requests has been amended to encourage sending 400-series status codes.
There is no specification of validation of fields in 29.500; the assumption is that the validation of fields is implied by the references to RFC 7540 (updated to 9113). 
Note that clause 8.2.1 of RFC 9113 specifically excludes all non-visible ASCII characters, ASCII SP (0x20), and uppercase characters ('A' to 'Z', ASCII 0x41 to 0x5a) from HTTP header field names. While TS 29.500 defines header field names with lower and uppercase characters (e.g. 3gpp-Sbi-Message-Priority), RFC 7540 requires them to be converted to and sent as lowercase characters. New custom headers defined by 3GPP may be defined without uppercase characters, however existing headers will be supported without backward compatibility problems.
· The ranges of codepoints for settings and frame types that were reserved for Experimental Use are now available for general use.¶
There is no mention of the frame type registry or settings registry in 29.500 – no update required.
· Connection-specific header fields -- which are prohibited -- are more precisely and comprehensively identified.
Connection-specific headers (i.e. Proxy-Connection, Keep-Alive, Transfer-Encoding, and Upgrade) are not mentioned in 29.500 and not used in 5GC – no update required.
· Host and ":authority" are no longer permitted to disagree.
[bookmark: _Hlk140250690]29.500 specifies that the :authority pseudo header shall be used instead of the host header – no update required.
· Rules for sending Dynamic Table Size Update instructions after changes in settings have been clarified in Section 4.3.1.
Header compression handling as defined in section 4.3.1 is not mentioned in detail in 29.500 – no update required.
Editorial changes are also included. In particular, changes to terminology and document structure are in response to updates to core HTTP semantics [HTTP]. Those documents now include some concepts that were first defined in RFC 7540, such as the 421 status code or connection coalescing.
The main change that would affect existing 5GC requirements is the simplification of the priority scheme that was defined in RFC 7540, where the setting of priority in HEADERS and PRIORITY frames is kept in RFC 9113 for backward compatibility but is deprecated. RFC 9113 says:

5.3.1. Background on Priority in RFC 7540
RFC 7540 defined a rich system for signaling priority of requests. However, this system proved to be complex, and it was not uniformly implemented.
The flexible scheme meant that it was possible for clients to express priorities in very different ways, with little consistency in the approaches that were adopted. For servers, implementing generic support for the scheme was complex. Implementation of priorities was uneven in both clients and servers. Many server deployments ignored client signals when prioritizing their handling of requests.
In short, the prioritization signaling in RFC 7540 [RFC7540] was not successful.
5.3.2. Priority Signaling in This Document
This update to HTTP/2 deprecates the priority signaling defined in RFC 7540 [RFC7540]. The bulk of the text related to priority signals is not included in this document. The description of frame fields and some of the mandatory handling is retained to ensure that implementations of this document remain interoperable with implementations that use the priority signaling described in RFC 7540.
A thorough description of the RFC 7540 priority scheme remains in Section 5.3 of [RFC7540].
Signaling priority information is necessary to attain good performance in many cases. Where signaling priority information is important, endpoints are encouraged to use an alternative scheme, such as the scheme described in [HTTP-PRIORITY].
Though the priority signaling from RFC 7540 was not widely adopted, the information it provides can still be useful in the absence of better information. Endpoints that receive priority signals in HEADERS or PRIORITY frames can benefit from applying that information. In particular, implementations that consume these signals would not benefit from discarding these priority signals in the absence of alternatives.
Servers SHOULD use other contextual information in determining priority of requests in the absence of any priority signals. Servers MAY interpret the complete absence of signals as an indication that the client has not implemented the feature. The defaults described in Section 5.3.5 of [RFC7540] are known to have poor performance under most conditions, and their use is unlikely to be deliberate.
Clause 2 of RFC 9218 describes further the motivations for replacing the RFC 7540 Stream Priorities and defines a new Priority HTTP header.

RFC 7540 stream priority (see Section 5.3 of [RFC7540]) is a complex system where clients signal stream dependencies and weights to describe an unbalanced tree. It suffered from limited deployment and interoperability and has been deprecated in a revision of HTTP/2 [HTTP/2]. HTTP/2 retains these protocol elements in order to maintain wire compatibility (see Section 5.3.2 of [HTTP/2]), which means that they might still be used even in the presence of alternative signaling, such as the scheme this document describes. […]

As per clause 6.8 of TS 29.500 on SBI Message Priority Mechanism, 5GC relies on the 3gpp-Sbi-Message-Priority header defined from Rel-15 onwards to signal and prioritize the handling of messages end-to-end.

The SMP mechanism defined in this clause uses the "3gpp-Sbi-Message-Priority" custom HTTP header defined in clause 5.2.3.2.1 to set and carry the message priority between the client and the server.

The client sending a request shall determine its required priority according to 6.8.4. It shall include a "3gpp-Sbi-Message-Priority" header (see clause 5.2.3.2.1) indicating the required priority level in the request and shall prioritise the requests according to the required priority level.

The server should use the "3gpp-Sbi-Message-Priority" header (see clause 5.2.3.2.1) and may use the stream priority information to determine how to handle the request. This includes determining the order in which requests are handled and resources that are applied to the handling of the request.
Servers should use "3gpp-Sbi-Message-Priority" value when making overload throttling decisions.

Clause 6.8.7 also specifies requirements for HTTP/2 proxy behaviour:

A proxy should forward request and response without removing the "3gpp-Sbi-Message-Priority" header or changing its value.

Proxies should use the request priority information (respectively response priority information) according to the "3gpp-Sbi-Message-Priority" value and may use the stream priority Weight value when making overload throttling decisions to a request (respectively a response).

3GPP should stick to the 3gpp-Sbi-Message-Priority header for message prioritization and no new header should be used for the same purpose (cf. Priority HTTP header field in RFC 9218).

Clause 6.8 of TS 29.500 on SBI Message Priority Mechanism also recommends the support and use of the stream priority mechanism defined in RFC 7540. 

The purpose of HTTP/2 stream priority is to allow an endpoint to prioritize streams for transmitting frames when there is limited capacity for sending and to express how it would prefer its peer to allocate resources when managing concurrent streams. Setting the stream priority ensures a priority treatment to a message between the two endpoints of an HTTP/2 connection.

However, according to RFC 9218, “Many RFC 7540 server implementations do not act on HTTP/2 priority signals.”

The stream priority does not seem really used in existing 5GC deployments. Besides, even if HTTP/2 stacks support the setting of the stream priority, they do not necessarily support using the stream priorities for processing resource allocation (e.g. prioritizing the sending of streams' requests or responses to an HTTP connection based on the streams’ priorities). 

With the use of the stream priority deprecated in RFC 9113, HTTP/2 stacks are unlikely to implement or maintain support of stream priority setting and the prioritization of sending of requests/responses to an HTTP connection.

In alignment with RFC 9113, it is proposed to consider deprecating the use of the stream priority in 5GC signalling while still requiring interoperability with implementations complying with earlier releases that would send priority info in HEADER or PRIORITY frames, like specified in RFC 9113.



2. Main changes of RFC 9110 (HTTP Semantics) to obsoleted RFCs

Appendix B of RFC 9110 indicates the changes from the obsoleted RFC: 

Appendix B.2 Changes from RFC 7230
	The sections introducing HTTP's design goals, history, architecture, conformance criteria,
protocol versioning, URIs, message routing, and header fields have been moved here.
Editorial change – no update to 29.500 required.
The requirement on semantic conformance has been replaced with permission to ignore or work
around implementation-specific failures. (Section 2.2)
This relaxation of a previous requirement does not require an update to 29.500.
The description of an origin and authoritative access to origin servers has been extended for both
"http" and "https" URIs to account for alternative services and secured connections that are not
necessarily based on TCP. (Sections 4.2.1, 4.2.2, 4.3.1, and 7.3.3)
This does not affect 29.500 as TCP is used mandatorily (section 5.3). 
Explicit requirements have been added to check the target URI scheme's semantics and reject
requests that don't meet any associated requirements. (Section 7.4)
No specification of this validation appears in 29.500; the assumption is that this validation is implied by the references to RFC 7230 (updated to 9110).
Parameters in media type, media range, and expectation can be empty via one or more trailing
semicolons. (Section 5.6.6)
Relaxation of restriction/clarification that does not affect 29.500.
"Field value" now refers to the value after multiple field lines are combined with commas -- by far
the most common use. To refer to a single header line's value, use "field line value". (Section 6.3)
Clarification that does not require a change to 29.500.
Trailer field semantics now transcend the specifics of chunked transfer coding. The use of trailer
fields has been further limited to allow generation as a trailer field only when the sender knows
the field defines that usage and to allow merging into the header section only if the recipient
knows the corresponding field definition permits and defines how to merge. In all other cases,
implementations are encouraged either to store the trailer fields separately or to discard them
instead of merging. (Section 6.5.1)
Use of trailer fields is not specified in 29.500.
The priority of the absolute form of the request URI over the Host header field by origin servers
has been made explicit to align with proxy handling. (Section 7.2)
29.500 already specifies that the “:authority” shall be used instead of the host header.
The grammar definition for the Via field's "received-by" was expanded in RFC 7230 due to changes
in the URI grammar for host [URI] that are not desirable for Via. For simplicity, we have removed
the received-by production because it can be encompassed by the existing
grammar for pseudonym. In particular, this change removed comma from the allowed set of
characters for a host name in received-by. (Section 7.6.3)
This requires no update to 29.500.

The majority of these changes do not affect the 5GC specifications, but are mainly clarifications or confirmations of the commonly utilized principles.


Appendix B.3 Changes from RFC 7231
Minimum URI lengths to be supported by implementations are now recommended. (Section 4.1)
The requirement that all senders and recipients support, at a minimum, URIs with lengths of
8000 octets in protocol elements doesn’t require any change to TS 29.500. At least currently there is no definition for the minimum length of URI supported.
The following have been clarified: CR and NUL in field values are to be rejected or mapped to SP,
and leading and trailing whitespace needs to be stripped from field values before they are
consumed. (Section 5.5)
29.500 does not specify the use of CR or NUL in any field values.
Parameters in media type, media range, and expectation can be empty via one or more trailing
semicolons. (Section 5.6.6)
Use of these headers not specified in 29.500.
An abstract data type for HTTP messages has been introduced to define the components of a
message and their semantics as an abstraction across multiple HTTP versions, rather than in
terms of the specific syntax form of HTTP/1.1 in [HTTP/1.1], and reflect the contents after the
message is parsed. This makes it easier to distinguish between requirements on the content (what
is conveyed) versus requirements on the messaging syntax (how it is conveyed) and avoids
baking limitations of early protocol versions into the future of HTTP. (Section 6)
Clarification – no update to 29.500 required.
The terms "payload" and "payload body" have been replaced with "content", to better align with
its usage elsewhere (e.g., in field names) and to avoid confusion with frame payloads in HTTP/2
and HTTP/3. (Section 6.4)
Use of “payload” and “payload body” must be updated to use “content” in 29.500.
The term "effective request URI" has been replaced with "target URI". (Section 7.1)
This term is not used in 29.500 – no update required.
Restrictions on client retries have been loosened to reflect implementation behavior. (Section
9.2.2)
Relaxation of restriction – no update to 29.500 required.
The fact that request bodies on GET, HEAD, and DELETE are not interoperable has been clarified.
(Sections 9.3.1, 9.3.2, and 9.3.5)
Clarification – no update to 29.500 required.
The use of the Content-Range header field (Section 14.4) as a request modifier on PUT is allowed.
(Section 9.3.4)
Header not used – no update to 29.500 required.
A superfluous requirement about setting Content-Length has been removed from the description
of the OPTIONS method. (Section 9.3.7)
This requires no update to 29.500.
The normative requirement to use the "message/http" media type in TRACE responses has been
removed. (Section 9.3.8)
TRACE messages not used – no update to 29.500 required.
List-based grammar for Expect has been restored for compatibility with RFC 2616. (Section 10.1.1)
Expect header not used – no update to 29.500 required.
Accept and Accept-Encoding are allowed in response messages; the latter was introduced by [RFC 7694]. (Section 12.3)
Accept-encoding may already be used in response to OPTIONS but Accept is never used in responses. This RFC change does not affect 29.500.
"Accept Parameters" (accept-params and accept-ext ABNF production) have been removed from
the definition of the Accept field. (Section 12.5.1)
Use of Accept header in 29.500 is not affected by this change in the ABNF syntax specification.
The Accept-Charset field is now deprecated. (Section 12.5.2)
Accept-Charset not used by 29.500.
The semantics of "*" in the Vary header field when other values are present was clarified. (Section
12.5.5)
Vary not used by 29.500.
Range units are compared in a case-insensitive fashion. (Section 14.1)
Range units not used – none of the three headers (Accept-Ranges, Range, Content-Range) is specified in 29.500.
The use of the Accept-Ranges field is not restricted to origin servers. (Section 14.3)
Header not specified for use in 29.500.
The process of creating a redirected request has been clarified. (Section 15.4)
Clarification – does not affect any 29.500 reference to redirection.
Status code 308 (previously defined in [RFC7538]) has been added so that it's defined closer to
status codes 301, 302, and 307. (Section 15.4.9)
This code is only moved from one RFC to another. No update required for 29.500.
Status code 421 (previously defined in Section 9.1.2 of [RFC7540]) has been added because of its
general applicability. 421 is no longer defined as heuristically cacheable since the response is
specific to the connection (not the target resource). (Section 15.5.20)
Not used by 29.500.
Status code 422 (previously defined in Section 11.2 of [WEBDAV]) has been added because of its
general applicability. (Section 15.5.21)
Not used by 29.500




Appendix B.4 Changes from RFC 7232
	Previous revisions of HTTP imposed an arbitrary 60-second limit on the determination of
whether Last-Modified was a strong validator to guard against the possibility that the Date and
Last-Modified values are generated from different clocks or at somewhat different times during
the preparation of the response. This specification has relaxed that to allow reasonable
discretion. (Section 8.8.2.2)
No specification in 29.500 on the use of time limits when processing these headers. No update required.
An edge-case requirement on If-Match and If-Unmodified-Since has been removed that required
a validator not to be sent in a 2xx response if validation fails because the change request has
already been applied. (Sections 13.1.1 and 13.1.4)
If-Unmodified-Since not used in 29.500. No update required.
The fact that If-Unmodified-Since does not apply to a resource without a concept of modification
time has been clarified. (Section 13.1.4)
If-Unmodified-Since not used in 29.500. No update required.
Preconditions can now be evaluated before the request content is processed rather than waiting
until the response would otherwise be successful. (Section 13.2)
This change clarifies the allowed order of processing of preconditions in relation to processing of the content of the request. 29.500 does not specify any detail about how servers must/may process preconditions, so there is no change required to 29.500.

B.6. Changes from RFC 7235
None. 

B.7. Changes from RFC 7538
None. 



Appendix B.9 Changes from RFC 7694
This specification includes the extension defined in [RFC7694] but leaves out examples and deployment considerations.

Requirements are only moved from one RFC to another– no update to 29.500 required apart from replacing references to RFC 7695 to RFC 9110.


3. Main changes of RFC 9111 (HTTP Caching) from RFC 7234 (HTTP/1.1 Caching)

Appendix B of RFC 9111 indicates the changes from the obsoleted RFC:

Appendix B. Changes from RFC 7234

[bookmark: _Hlk142390977]Handling of duplicate and conflicting cache directives has been clarified. (Section 4.2.1)

No specification in 29.500 on the handling of duplicate or conflicting cache directives. No update required.

[bookmark: _Hlk142391162][bookmark: _Hlk142391097]Cache invalidation of the URIs in the Location and Content-Location header fields is no longer required but is still allowed. (Section 4.4)

No specification in 29.500 of a requirement related to cache invalidation of URIs in Location and Content-Location header fields, nor of the use of the Content-Location header field. No update required.

Cache invalidation of the URIs in the Location and Content-Location header fields is disallowed when the origin is different; previously, it was the host. (Section 4.4)

No specification in 29.500 of a requirement related to cache invalidation of URIs in Location and Content-Location header fields, nor of the use of the Content-Location header field. No update required.

[bookmark: _Hlk142391363]Handling invalid and multiple Age header field values has been clarified. (Section 5.1)

No specification in 29.500 on the handling of invalid or multiple Age header field values. No update required.

Some cache directives defined by this specification now have stronger prohibitions against generating the quoted form of their values, since this has been found to create interoperability problems. Consumers of extension cache directives are no longer required to accept both token and quoted-string forms, but they still need to parse them properly for unknown extensions. (Section 5.2)

No specification in 29.500 on the generation values for cache directives. No update required.

The public and private cache directives were clarified, so that they do not make responses reusable under any condition. (Section 5.2.2)

No specification in 29.500 on the handling of public and private cache directives. No update required.

The must-understand cache directive was introduced; caches are no longer required to understand the semantics of new response status codes unless it is present. (Section 5.2.2.3)

No specification in 29.500 on the cache handling of response status codes. No update required.

The Warning response header was obsoleted. Much of the information supported by Warning could be gleaned by examining the response, and the remaining information -- although potentially useful -- was entirely advisory. In practice, Warning was not added by caches or intermediaries. (Section 5.5)

No specification in 29.500 of the use of the Warning response header. No update required.


4. Main changes of RFC 9112 (HTTP/1.1) from RFC 7230 ("HTTP/1.1: Message Syntax and Routing") – for information only

Appendix C of RFC 9112 indicates the changes from the obsoleted RFC:

C.3. Changes from RFC 7230

Most of the sections introducing HTTP's design goals, history, architecture, conformance criteria, protocol versioning, URIs, message routing, and header fields have been moved to [HTTP]. This document has been reduced to just the messaging syntax and connection management requirements specific to HTTP/1.1.

Editorial change – no update to 29.500 required.

Bare CRs have been prohibited outside of content. (Section 2.2)

No specification in 29.500 of the allowance or otherwise of bare CRs outside content, and no specification of headers or content that allows the inclusion of a bare CR. No update required.

The ABNF definition of authority-form has changed from the more general authority component of a URI (in which port is optional) to the specific host:port format that is required by CONNECT. (Section 3.2.3)

No specification in 29.500 of the use the authority-form of request-target in a CONNECT request. No update required.

Recipients are required to avoid smuggling/splitting attacks when processing an ambiguous message framing. (Section 6.1)

No specification in 29.500 of the use of transfer-encoding header. No update required.

In the ABNF for chunked extensions, (bad) whitespace around ";" and "=" has been reintroduced. Whitespace was removed in [RFC7230], but that change was found to break existing implementations. (Section 7.1.1)
No specification in 29.500 of the use of chunked extensions. No update required.

Trailer field semantics now transcend the specifics of chunked transfer coding. The decoding algorithm for chunked (Section 7.1.3) has been updated to encourage storage/forwarding of trailer fields separately from the header section, to only allow merging into the header section if the recipient knows the corresponding field definition permits and defines how to merge, and otherwise to discard the trailer fields instead of merging. The trailer part is now called the trailer section to be more consistent with the header section and more distinct from a body part. (Section 7.1.2)

Use of trailer fields is not specified in 29.500.

Transfer coding parameters called "q" are disallowed in order to avoid conflicts with the use of ranks in the TE header field. (Section 7.3)

No specification in 29.500 of the use of transfer coding. No update required.




Conclusions


3GPP should consider updating HTTP/2 references from RFC 7540 to RFC 9113, HTTP semantics RFCs 7230, 7231, 7232, 7235, 7694 to RFCs 9110 and HTTP Caching RFC 7234 to RFC 9111 in 5GC specifications from Rel-18 onwards.

For SBI Message Priority Mechanism, it is proposed to consider deprecating the use of the stream priority in 5GC and to rely only on the 3gpp-Sbi-Message-Priority header for end-to-end message prioritization in the 5GC.

The terms "payload" and "payload body" in HTTP message should be replaced with the term "content" in various places in TS 29.500.

C4-233141 provides a 29.500 CR proposing the above updates.

If it is agreed to align 3GPP specifications to reference RFC 9110, 9111 and 9113, CT4 should communicate its decision to other WGs defining 5GC APIs and rapporteurs of TSs of 5GC APIs could be tasked to contribute normative CRs to uplift the HTTP/2 reference in their respective TS. 
