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1	Overall description
SA3 would like to thank GSMA 5GMRR for the LS on PRINS middle boxes (5GMRR#40 Doc 05 / S3-230606, see attached). 
5GMRR LS states that: Sometimes, RHs are tasked with per-subscriber bandwidth management. In the event of exhaustion of a subscriber’s data quota, the RH may need to trigger appropriate signalling, both towards the VPLMN SEPP and the HPLMN SEPP, without undue delay, that results in the disconnection of the subscriber’s PDU session.
3GPP SA3 would like to point out that this kind of session management as well as the concept of intermediaries originating signalling messages are not covered by the current 5G architecture. More generally, if there is a requirement for intermediaries to generate arbitrary messages within the context of other use cases that are currently not described, there may be further security issues, e.g. with subscriber privacy, if intermediaries are allowed to ask for subscriber location.
SA3 would like to request SA2 to verify whether this kind of message injection would be aligned with 5G system architecture and procedures. 
Independently, SA3 would like to inform 5GMRR that SA3 believes that the potential for state mismatch between cNF and pNF may also have security impacts. 3GPP SA3 would like to inform GSMA 5GMRR that SA3 is willing to work with 5GMRR to enable an end to end secure solution. However, a stable and comprehensive set of requirements is necessary.
SA3 has included a potential solution (see attached S3-231419) that is under discussion (i.e. not agreed yet) to understand, whether this would provide the required features as required by GSMA 5GMRR. Further analysis of the solution will take place in SA3 to fully understand the security and privacy impact.
As the error handling is considered stage 3 work, SA3 would like to request CT4 to consider specifying the mechanisms necessary for the error reporting requested by 5GMRR. 
2	Actions
To 3GPP SA2 
ACTION: 	SA3 would like to kindly ask SA2 to consider whether the procedure proposed by GSMA is aligned with the 5G system architecture.
To 3GPP CT4 
ACTION: 	SA3 would like to kindly ask CT4 to consider the error procedures pointed out in the GSMA LS on PRINS middle boxes.
To GSMA 5GMRR 
ACTION: 	SA3 would like to kindly ask GSMA 5GMRR to take the above into account and provide a stable set of requirements that cover all GSMA use cases for interconnect security and functionality.
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