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+++++++++++++++++++++++++ First change ++++++++++++++++++++++++++++++++++
4.2	PRINS
[…]
As a result, introduction of the PRINS model would require solutions that address the complexity for Contracts, Operation and Security that it brings.
Annex C shows that PRINS can be applied for integrating Roaming Hubs, addressing the challenges pointed out above.

Annex E shows a solution in which PRINS protocol is used as a single solution and combined approach for the Roaming Hub and Service Hub use cases by using PRINS as a local protocol between consecutive hops. This approach is called Local PRINS (L-PRINS).
This solution provides a hop-by-hop PRINS solution and a possible milestone towards end-to-end security as it is anticipated that end-to-end security could become mandatory in the future or desired by operators.

+++++++++++++++++++++++ Second change – all new text! +++++++++++++++++++++++

[bookmark: OLE_LINK10]Annex E	Local PRINS (L-PRINS) for Roaming and Service Hubs
[bookmark: _Toc96612688]E.1	Introduction
In 3GPP specifications, ALS (PRINS) is used to establish end-to-end security over the roaming N32 interface. There may be one or two roaming hubs involved in the communication between two PMNs. The roaming hubs are tasked with facilitating the establishment of roaming relations between these PMNs via these roaming hubs. Furthermore, roaming hubs with financial liability require the ability to shape user plane traffic between the PMNs.
Local PRINS can be used to provide N32-f content availability to the Roaming Hub by terminating the N32-c at the Roaming Hub while at the same time provide local attribution and non-repudiation between any pair of consecutive hops. Local PRINS does not require a modification policy. Due to non-repudiation, the RH can provide convincing evidence on the message originator identity, in terms of previous or next hop, of any message stored in its logs.
Due to terminating N32 at the intermediary, e.g., Roaming Hub or Service Hub, Local PRINS provides the flexibility that is needed for the Roaming Hub and the Service hub to perform all the services possible in a mechanism that is identical to hop-by-hop TLS from service perspective while being more secure.
[bookmark: _Toc96612689]E2.	End-to-end Attribution
3GPP specification (TS 33.501 and TS 29.573) define an Application Layer Security (ALS) protocol (PRINS) which provides end-to-end security over the roaming interface (N32). When using PRINS, end-to-end attribution is provided for every message dynamically as the receiving SEPP (e.g., pSEPP) is able to validate the origin of the N32-f message and any modification (if any) that is done by any of the intermediaries, e.g., IPX. When PRINS protocol is used, the HPLMN SEPP, for example, is not required to keep any logs nor need any other entity collaboration to validate the end-to-end attribution of any message exchanged over N32-f.
In the case of L-PRINS, the receiving entity is always able to dynamically attribute the received message to the immediate previous hop which sent the message. This means L-PRINS provides a dynamic and immediate hop-by-hop attribution. However, if every intermediary maintains the logs of the received messages in addition to the message it sent, an end-to-end attribution is possible assuming the collaboration of all intermediaries. In other words, L-PRINS provides a cryptographical means that can be used to convince a third party of the origin and attributability of any N32-f messages exchanges over the roaming interface for a possible conclusion of an end-to-end attribution. 
NOTE: As an example, in the case there is a single Roaming Hub in the path between VPLMN and HPLMN, end-to-end attribution is possible by mandating the RH to keep logs of all messages its receives and all messages it sends for a specific period of time. During that period of time, for messages in the path from VPLMN to the HPLMN, logs of message received by the RH include the digital signature of cSEPP and thus the content of the message can be attributed to cSEPP. Message sent by the RH includes the RH-SEPP digital signature and the content can be attributed to the RH. Therefore, end-to-end attribution is possible by offline processing of the RH logs made available to VPLMN or HPLMN.
E.3	Solution details
[bookmark: OLE_LINK23]E.3.1	N32-c establishment using L-PRINS
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Figure F.2.1.1: Establishment of N32-c using Local PRINS

1. [bookmark: OLE_LINK21]The cSEPP negotiates Local PRINS (L-PRINS) with its local next hop pRH -SEPP (RH-SEPP). Local PRINS allows both cSEPP and RH-SEPP to use PRINS while the N32-c and N32-f terminates at the cSEPP and the RH-SEPP. Both cSEPP and the RH-SEPP will exchange their certificates as part of the Local N32-c negotiation.
[bookmark: OLE_LINK3]Note: The RH-SEPP is captured in this call flow as pRH-SEPP and cRH-SEPP but that is to simplify the call flow as this is a logical distinction and it can be the same RH-SEPP. When pRH-SEPP and cRH-SEPP are deployed as one physical instance, in this case RH-SEPP will be having two N32 interfaces.
1. The cRH-SEPP negotiates Local PRINS (L-PRINS) with its local next hop pSEPP using Local PRINS. Similar to step No. 1, L-PRINS allows both cRH-SEPP and pSEPP to use PRINS while the N32-c terminates at the cRH-SEPP and the pSEPP. Both cRH-SEPP and the pSEPP will exchange their certificates as part of the Local N32-c negotiation.


NOTE: The RH can possibly use GSMA RAEX tool to securely publish the PLMNs it represents. Each PMN client would then be able to map the RH-SEPP (i.e., cRH-SEPP or pRH-SEPP) certificate to the list of supported PLMN-IDs.
Note: The certificate exchanged between cSEPP with pRH-SEPP, includes the cSEPP public key pair which can be used by the pRH-SEPP to validate the cSEPP signature that is generated by cSEPP using its private key pair. The same is true for the exchanged pRH-SEPP and the pSEPP certificates.
E.3.2	Call Flow over N32-f using L-PRINS
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Figure F.2.2.1: Call flow over N32-f using Local PRINS  
0. The cSEPP establishes N32-c and N32-f with RH-SEPP and RH-SEPP establishes N32-c and N32-f with the pSEPP.
1. cSEPP reformats the HTTP message to PRINS format and adds cSEPP signature using its private key.
a. The cSEPP signature is generated using the cSEPP asymmetric private key and it protects the whole message. ”none” algorithm cannot be used when generating the signature.
2. cSEPP sends the reformatted message (for example Service Request message over N32-f) with cSEPP signature included to the RH-SEPP.
[bookmark: OLE_LINK22]Note: The RH-SEPP is captured in this call flow as pRH-SEPP and cRH-SEPP but that is to simplify the call flow as this is a logical distinction and it can be the same RH-SEPP. When pRH-SEPP and cRH-SEPP are deployed as one physical instance, in this case RH-SEPP will be having two N32 interfaces.
3. RH-SEPP receives the PRINS message and shall do the following:
a. The RH-SEPP validates the cSEPP signature using the cSEPP public key that was exchanged in the cSEPP certificate during N32-c setup.
b. The RH-SEPP reformats the PRINS message back into HTTP message.
4. The pRH-SEPP forwards the Service Request internally within the RH for processing and finally to the cRH-SEPP.
5. cRH-SEPP reformats the HTTP message to PRINS message.
NOTE: Since it is mandatory for the cRH-SEPP to validate the cSEPP signature of the message, there is no need to add an indication that RH-SEPP has validated the cSEPP signature.
6. The cRH-SEPP adds its signature using its private key which maps to the public key of the certificate that was exchanged over N32-c with the pSEPP.
7. cRH-SEPP sends the reformatted message with its signature to the pSEPP.
8. pSEPP validates the RH-SEPP signature and reformats the message to HTTP message and sends it to the hNF.
NOTE: communication between pSEPP and hNF is identical to all solutions and use cases and thus not captured in here.
9. The same L-PRINS hop-by-hop protection is used in the response direction from pSEPP to cSEPP.
[bookmark: _Toc96612690]E.3 	Local PRINS Advantages
[bookmark: OLE_LINK2]Local PRINS (L-PRINS) enables GSMA to provide a single solution with combined approach for all use cases where an intermediary is providing a service other than IP routing, e.g., Roaming Hub, IPX, RVAS, while providing the following flexibility to enable all these use cases.
1. It provides a security solution that provide the RH and Service Hub full access to the HTTP message over N32-f while providing Attribution and non-repudiation for all messages exchanged between any pair of consecutive hops, e.g., between cSEPP and RH, or between RH1 and RH2, or RH and pSEPP.
1. With the mandate for the cSEPP, pSEPP, and intermediary (RH or Service hub) to maintain the logs, end-to-end attribution and non-repudiation using cryptographical means is also possible when the RH logs and the cSEPP, RH-SEPP, and pSEPP certificate containing the respective public key are made available to the roaming partners for offline processing. The digital evidence produced is suitable to convince third parties.
There are 3GPP changes required for L-PRINS, however, all mechanisms in the end-to-end PRINS is believed applicable with the end-to-end being the immediate two hops, e.g., PLMN-A and RH or PLMN-B and Service Hub. Whether reusing an existing mechanism for enabling all entities, e.g., cSEPP, RH-SEPP, and pSEPP, to digitally sign the message or defining a new one is to be evaluated by 3GPP.
F.4	Evaluation
L-PRINS is a hop-by-hop approach, which does not provide end-to-end security between PMNs. However, it provides additional security than hop-by-hop TLS and is considered as a possible milestone towards a solution with end-to-end security between VPMN and HPMN.
L-PRINS is a GSMA 5GMRR working solution assumption for enabling GSMA roaming use cases which require an intermediary to provide a roaming service other than IP routing, i.e., Roaming Hub, IPX, and RVAS. L-PRINS is a working solution assumption where GSMA roaming services offered by an intermediary, e.g., Roaming Hub, IPX, RVAS, can be enabled while maintaining a reasonable security with a possible path forward to end-to-end security using PRINS in the future.
The L-PRINS provides a single solution for all the use cases where an intermediary is providing a service other than IP routing, e.g., Roaming Hub, IPX, RVAS, while increasing the traceability, attribution, and non-repudiation over N32 interface while at the same time enabling both the RH and Service Hub full access to the Http messages exchanged over N32-f and N32-c.
More importantly, this solution can possibly provide a natural evolution to an end-to-end security solution in case it is mandated by regulatory.
Finally, an update to 3GPP specification is required to enable GSMA to provide a complete 5G SA roaming solution.
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