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1. Introduction
<Introduction part (optional)>
2. Reason for Change
This pCR provides text for the Key Issue on Excessive Data Exposure over SBI.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.0.0.

[bookmark: _Hlk61529092]* * * * First Change * * * *
[bookmark: scope][bookmark: references][bookmark: definitions][bookmark: _Toc39050166][bookmark: _Toc139404936][bookmark: _Toc105762979]6.X	Key Issue #X: Excessive Data Exposure over SBI
[bookmark: _Toc136842766]6.X.1	Description of Use-case
In the Service Based Architecture, when NF-Consumers are allowed access to an NF-Producer’s resources, they are typically allowed access to the entire resource representation exposed by the NF-Producer, unless some information can be excluded due to, e.g. NF-Consumer or NF-Producer capabilities, or the information provided by the NF-Consumers (e.g. query parameters).
While this is expected and desirable in many cases, it may not be acceptable and desirable in some scenarios. It may lead to excessive data exposure and result in potential security/privacy violations. It may also enable a malicious receiver of the information trigger denial-of-service attacks on the network.
Let’s review few examples:
Example 1: Consider the case of Nudm_UECM service on UDM. When a UE registers to AMF via 3gpp access, the AMF registers a lot of UE information into the UDM, e.g. PEI, Current RAT-Type, UE capabilities, SUPI etc. (contained in data-structure “Amf3GppAccessRegistration”); by performing a PUT operation on the resource “~/registrations/amf-3gpp-access”. Subsequently, other NF-Consumers can perform GET operation on the resources to fetch UE’s registration information when needed. For example, an NSSAAF can perform GET operation on this resources to know the current serving AMF of the UE. Similarly, another AMF can perform a GET operation on this resources to fetch the entire resource representation.
However, even if a consumer NF just needs to know the current serving AMF of the UE (e.g. an NSSAAF), and performs a GET operation on the above resources, it will be provided with entire representation of the Amf3GppAccessRegistration data-structure. Every consumer NF may not need to know such sensitive information as SUPI & PEI of the UE.
Example 2: Consider the case of Nnrf_NFDiscovery service on NRF. An NF Producer has registered, say, 3 S-NSSAIs in its profile into NRF, and allows NF-Consumers belonging to any of these S-NSSAIs discover its profile (by using allowedNssai parameter in the NF-Profile). 
Even as an NF-Consumer may belong to only one of these S-NSSAIs, when it downloads the NF-Profile of the NF Producer, it gets to know all the other S-NSSAIs too that the NF-Producer supports.
Example 3: Consider the case of Nnrf_NFManagement service on NRF. When NF Producers need to register NFtype Specific information into the NRF, they use xxxInfo parameter (e.g. udmInfo, udrInfo, upfInfo) in their profile. The NF-Service specific information, on the other hand, is registered using NFService parameter.
However, there are cases, where NF-Service specific information may be configured inside xxxInfo parameter. Further, even if an NF-Producer has restricted access to an NF-Service Instance by using allowedxxx parameters in its NFService profile, the information contained inside xxxInfo parameter may still be returned to the NF-Consumer, thus exposing excessive information.
For example, for a UPF supporting Nupf_GetPrivateUEIPaddr service, the NAT’d IP-Address pool is defined in upfInfo parameter. Even if an NF-Consumer does not have access to above service, it may get to know the NAT’d IP-Address pool supported by the UPF. Additionally, a UPF may expose multiple service instances for different NAT IP-Pools so that two enterprises do not get access to each other’s IP-Pools. However, with current implementation, they will get to know the IP-Pools supported for every enterprise (DNN/S-NSSAI). 
Example 4: Consider the case of Namf_EE or Namf_Location Service. An NF-Consumer belonging to S-NSSAI=1 can subscribe to UE's location in AMF, and can get access to its location even if UE has not registered to S-NSSAI = 1.
6.X.2	Key Issue Definition
This key issue will study the following aspects:
· If there is a need to restrict the information provided by an NF-Producer to different NF-consumers
· How to prevent an NF-Producer reveal excessive information to the NF-Consumer.
· [bookmark: _GoBack]How to prevent an NRF reveal inappropriate information about NF-Producer. See NOTE 1.
· How to differentiate among NF-Consumers who possess same scope of authorization to a resource.
NOTE 1: This could also apply to any middle-box that exposes information on-behalf of NF-Producer (e.g. subscription to AMF events via UDM).
NOTE 2: This Key Issue may overlap, in part, with Key Issue #2 in Study on NRF API enhancements to avoid signalling and storing of redundant data (3GPP TS 29.831). The impact of such overlap, if any, will be determined when this study reaches evaluation/conclusion phase.
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