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1. Introduction
<Introduction part (optional)>
2. Reason for Change
This pCR provides text for the Key Issue on Access to dis-allowed data.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.857 v0.0.0.

[bookmark: _Hlk61529092]* * * * First Change * * * *
[bookmark: scope][bookmark: references][bookmark: definitions][bookmark: _Toc39050166][bookmark: _Toc139404936][bookmark: _Toc105762979]6.Y	Key Issue #Y: Access to dis-allowed Data
[bookmark: _Toc136842766]6.Y.1	Description of Use-case
Many APIs expose a subscription resource through which NF-Consumers can subscribe to changes to a set of resources in the NF-Producer. Creation of subscription requires access rights to the subscription resource.
For example, an SMF which is allowed to only access, say, sm-data resource in Nudm_SDM API. However, it may still be allowed to subscribe to changes in am-data by creating a subscription to data-change notifications and thus have access to excessive data. This is because, as described below, access to ../sdm-subscriptions resource requires access-token granting access to the ../sdm-subscriptions resource, and not the data-sets for whose changes the NF-consumer is subscribing to.
Clause 6.1.3.3 of TS 29.503 specifies that, to subscribe to a set of URIs, the NF-Consumer needs to send a POST request to following URI:

Resource URI: {apiRoot}/nudm-sdm/<apiVersion>/{ueId}/sdm-subscriptions
The POST request contains:

Table 6.1.3.3.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SdmSubscription
	M
	1
	The subscription that is to be created.



Further, the SdmSubscription datatype is defined as:

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	nfInstanceId
	NfInstanceId
	M
	1
	Identity of the NF Instance creating the subscription.
	

	…
Skipped for clarity

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications
	

	amfServiceName
	ServiceName
	O
	0..1
	When present, this IE shall contain the name of the AMF service to which Data Change Notifications are to be sent (see clause 6.5.2.2 of 3GPP TS 29.500 [4]). This IE may be included if the NF service consumer is an AMF.
	

	monitoredResourceUris
	array(Uri)
	M
	1..N
	A set of URIs that identify the resources for which a change triggers a notification.
The URI shall take the form of either an absolute URI or an absolute-path reference as defined in IETF RFC 3986 [31].
See NOTE 3.
Monitored Resource URIs should not contain query parameters. Instead, attributes within the SdmSubscription (e.g. singleNssai, dnn, plmnId) may be used for filtering. Received query parameters may be ignored by the UDM.
	

	…
Skipped for clarity



The NF-Consumer needs an access-token granting access to the ../sdm-subscriptions resource to send above request. It does not need to have access-tokens corresponding to each monitoredResourceUri presented in the above request to be able to receive the data-change corresponding to them.

Thus, even if an NF-Consumer is not allowed to access the monitored URLs individually by sending a GET request, (e.g. to, say URI representing am-data resource), it may still receive am-data change notifications by including am-data resource URI in the subscription request.

Similar issue exists with APIs supporting simultaneous retrieval of multiple data-sets, e.g. the retrieval of multiple subscription data-set in, e.g. Nudm_SDM service, the retrieval of multiple registration data-sets in Nudm_UECM service etc.

Compare this with the NFStatusSubscribe service operation of Nnrf_NFManagement Service on NRF, which allows such subscription request only if the NF-Consumer creating subscription is allowed to access the NF-Producer as per the definition of allowedXXX policies in the nf-profile of NF-Producer. 

A similar approach may be needed for SMF as well in the above example.

6.Y.2	Key Issue Definition
This key issue will study the following aspects:
· Whether and how to prevent an NF-Producer reveal unintended information to the NF-Consumers when a service request is targeted to multiple URIs/datasets.
* * * * End of Changes * * * *
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