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* * * First Change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[3]	3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U)".
[4]	IETF RFC 768: "User Datagram Protocol".
[5]	IETF RFC 791: "Internet Protocol".
[6]	IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[7]	3GPP TS 23.203: "Policy and charging control architecture; Stage 2".
[8]	3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[9]	3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".
[10]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[11]	3GPP TS 29.213: "Policy and Charging Control signalling flows and Quality of Service (QoS) parameter mapping".
[12]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[13]	IETF RFC 2474: "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[14]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[15]	3GPP TS 22.153: "Multimedia Priority Service".
[16]	IETF RFC 4006: "Diameter Credit Control Application".
[17]	3GPP TS 32.251: "Telecommunication management; Charging management; Packet Switched (PS) domain charging".
[18]	3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging application".
[19]	3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".
[20]	3GPP TS 33.107: "3G security; Lawful interception architecture and functions".
[21]	3GPP TS 29.251: "Gw and Gwn reference points for sponsored data connectivity".
[22]	IETF RFC 2474, "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers".
[23]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[24]	3GPP TS 23.007: "Restoration procedures".
[25]	3GPP TS 29.303: "Domain Name System Procedures; Stage 3"
[26]	IETF RFC 5905: "Network Time Protocol Version 4: Protocol and Algorithms Specification".
[27]	IETF RFC 1035: "Domain Names - Implementation and Specification".
[28]	3GPP TS 23.501:"System Architecture for the 5G System"
[29]	3GPP TS 23.502:"Procedures for the 5G System"
[30]	IEEE 802.1Q: "Virtual Bridged Local Area Networks"
[31]	IEEE 802.3: "IEEE Standard for Ethernet"
[32]	IETF RFC 826: "An Ethernet Address Resolution Protocol or Converting Network Protocol Addresses".
[33]	IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)". .
[34]	3GPP TS 38.415: "NG-RAN; PDU Session User Plane Protocol".
[35]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[36]	IETF RFC 4282: "The Network Access Identifier".
[37]	IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".
[38]	IETF RFC 3162: "RADIUS and IPv6".
[39]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[40]	3GPP TS 23.527: "5G System; Restoration procedures".
[41]	3GPP TS 29.512: "5G System; Session Management Policy Control Service; Stage 3".
[42]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[43]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[44]	3GPP TS 23.503:"Policy and Charging Control Framework for the 5G System".
[45]	3GPP TS 32.255: "Telecommunication management; Charging management; 5G data connectivity domain charging; Stage 2".
[46]	3GPP TS 29.512: "Session Management Policy Control Service, Stage 3".
[47]	3GPP TS 33.127: "Security; Lawful Interception (LI) architecture and functions".
[48]	3GPP TS 23.003: "Numbering, addressing and identification".
[49]	3GPP TS 29.561: "5G System; Interworking between 5G Network and external Data Networks; Stage 3".
[50]	3GPP TS 29.502: "5G System, Session Management Services; Stage 3".
[51]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[52]	IETF RFC 2236: "Internet Group Management Protocol, Version 2".
[53]	IETF RFC 3376: "Internet Group Management Protocol, Version 3".
[54]	IETF RFC 4604: "Using Internet Group Management Protocol Version 3 (IGMPv3) and Multicast Listener Discovery Protocol Version 2 (MLDv2) for Source-Specific Multicast".
[55]	IETF RFC 2710: "Multicast Listener Discovery (MLD) for IPv6".
[56]	Void
[57]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[58]	IEEE Std 802.1AS-2020: "IEEE Standard for Local and metropolitan area networks--Timing and Synchronization for Time-Sensitive Applications".
[59]	3GPP TS 24.193: "Access Traffic Steering, Switching and Splitting; Stage 3".
[60]	IETF RFC 8803: "0-RTT TCP Convert Protocol".
[61]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[62]	IETF RFC 8684: "TCP Extensions for Multipath Operation with Multiple Addresses".
[63]	3GPP TS 24.539: "5G System (5GS); Network to TSN translator (TT) protocol aspects; Stage 3".
[64]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[65]	3GPP TS 24.250: "Protocol for Reliable Data Service; Stage 3".
[66]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[67]	IETF RFC 2661: Layer Two Tunneling Protocol "L2TP"
[68]	IETF RFC 2868: RADIUS Attributes for Tunnel Protocol Support
[69]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[70]	Void
[71]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[72]	3GPP TS 23.247:" Architectural enhancements for 5G multicast-broadcast services; Stage 2".
[73]	3GPP TS 29.564: "5G System; User Plane Function Services; Stage 3".
[74]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[X]	3GPP TS 26.522: "5G Real-time Media Transport Protocol Configurations".

* * * Next Change * * * *
5.x.3	Support of PDU Set based QoS Handling
Stage 2 requirements for the support of PDU Set based QoS handling are specified in clause 5.37.5 of 3GPP TS 23.501 [28]. A PDU Set comprises one or more PDUs carrying the payload of one unit of information generated at the application level (e.g. frame(s) or video slice(s) etc. for eXtended Reality (XR) Services). All the PDUs of a PDU set are transmitted within the same QoS Flow.
This clause specifies how the SMF instructs the UPF to identify PDUs that belong to PDU sets and to perform PDU Set marking for a QoS Flow enabled with PDU Set based QoS handling.
The support of this feature is optional for the SMF and UPF. A UPF that supports PDU Set based QoS handling shall indicate so to the SMF by setting the PDUSM flag in the UP Function Features IE (see clause 8.2.25).
PDU Set marking may be enabled on a per QoS flow basis in the downlink direction and may be used for GBR and non-GBR QoS Flows.
If the UPF indicated support of PDU Set marking (i.e. the PDUSM feature), the SMF may instruct the UPF to identify PDU sets and perform PDU sets marking for one QoS flow, in a PFCP Session Establishment Request or a PFCP Session Modification Request, by setting the PDU Set marking indicator in a QER associated with the DL PDRs of this QoS flow and by optionally providing the Protocol Description in these DL PDRs indicating the header, extension header (e.g. RTP/SRTP) and payload type (e.g. H.264) used by the service data flow. 
NOTE 1:	The Protocol Description included in DL PDRs is not used for packets matching against the PDRs but to assist the PDU Set identification by the UPF.
NOTE 2:	The SMF also provides the NG-RAN with PDU Set QoS parameters, as specified in clause 5.7.7 of 3GPP TS 23.501 [28].
Upon being instructed to identify PDU sets and to perform PDU Set marking for a QoS flow, the UPF shall: 
-	identify the PDU sets using the Protocol Description (if available) and the received RTP/SRTP headers or using implementation specific means; details of the RTP/SRTP headers, header extensions and/or payloads used to identify PDU Set Information are defined in 3GPP TS 26.522 [x]; and 
-	for each DL PDU received for the corresponding QoS flow, the UPF shall provide PDU Set information which is available to the NG RAN in the GTP-U PDU Session Container extension header, including: 
-	the PDU Set Sequence Number; 
-	the Indication of End PDU of the PDU Set; 
-	the PDU Sequence Number within the PDU Set;
-	the PDU Set Size in bytes; and
-	the PDU Set Importance, which identifies the relative importance of a PDU Set compared to other PDU Sets within a QoS Flow.
Editor's note:	Extensions to the GTP-U PDU Session Container extension header to include PDU Set information are pending RAN3 progress on XRM.

* * * Next Change * * * *
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The Create PDR grouped IE shall be encoded as shown in Figure 7.5.2.2-1.
Table 7.5.2.2-1: Create PDR IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	Create PDR IE Type = 1(decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020248___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020247___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	PDR ID.
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.
	X
	X
	X
	X
	X
	PDR ID

	Precedence
	M
	This IE shall indicate the PDR's precedence to be applied by the UP function among all PDRs of the PFCP session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	X
	X
	Precedence

	PDI
	M
	This IE shall contain the PDI against which incoming packets will be matched.
See Table 7.5.2.2-2.
	X
	X
	X
	X
	X
	PDI

	Outer Header Removal 
	C
	This IE shall be present if the UP function is required to remove one or more outer header(s) from the packets matching this PDR.
	X
	X
	-
	X
	X
	Outer Header Removal

	FAR ID 
	C
	This IE shall be present if the Activate Predefined Rules IE is not included or if it is included but it does not result in activating a predefined FAR, and if the MAR ID is not included. This IE may be present if the CP function activated a predefined rule name with a predefined FAR but the CP function wishes to overwrite the predefined FAR by another FAR. (NOTE 2)
When present this IE shall contain the FAR ID to be associated to the PDR.
	X
	X
	X
	X
	X
	FAR ID

	URR ID
	C
	This IE shall be present if a measurement action shall be applied to packets matching this PDR.
When present, this IE shall contain the URR IDs to be associated to the PDR.
Several IEs within the same IE type may be present to represent a list of URRs to be associated to the PDR.
	X
	X
	X
	X
	-
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement or QoS marking action shall be applied to packets matching this PDR.
When present, this IE shall contain the QER IDs to be associated to the PDR. Several IEs within the same IE type may be present to represent a list of QERs to be associated to the PDR.
	-
	X
	X
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) shall be activated for this PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	-
	Activate Predefined Rules 

	Activation Time
	O
	This IE may be present if the PDR activation shall be deferred. (NOTE 1)
	-
	X
	X
	X
	-
	Activation Time

	Deactivation Time
	O
	This IE may be present if the PDR deactivation shall be deferred. (NOTE 1)
	-
	X
	X
	X
	-
	Deactivation Time

	MAR ID
	C
	This IE shall be present if the PDR is provisioned to match the downlink traffic of non-GBR QoS flows towards the UE for a PFCP session established for a MA PDU session.
	-
	-
	-
	X
	-
	MAR ID

	Packet Replication and Detection Carry-On Information
	C
	This IE shall be present if the PDR is provisioned to match a broadcast packet. When present, it contains the information to instruct the UPF to replicate the packet and to carry-on the look-up of other PDRs of other PFCP sessions matching the packet (see clause 5.2.1).
	-
	-
	-
	X
	-
	Packet Replication and Detection Carry-On Information

	IP Multicast Addressing Info
	O
	This IE may be present in an UL PDR controlling UL IGMP/MLD traffic (see 5.25).
When present, it shall contain a (range of) IP multicast address(es), and optionally source specific address(es), identifying a set of IP multicast flows. See Table 7.5.2.2-4.
Several IEs with the same IE type may be present to represent multiple IP multicast flows. 
	-
	-
	-
	X
	-
	IP Multicast Addressing Info

	UE IP address Pool Identity
	O
	This IE may be present if UE IP Addresses Pools are configured in the UPF.

When present, this IE shall contain the identity of a UE IP address Pool configured in the UPF.
Two IEs with the same IE type shall be present to represent UE IPv4 Address Pool Identity and UE IPv6 Address Pool Identity if different pool identities are used for UE IPv4 address and UE IPv6 address and both an UE IPv4 and an UE IPv6 address are requested to be assigned for the PFCP session. In this case, the UE IPv4 Address Pool Identity shall be encoded before the UE IPv6 Address Pool Identity.
	-
	X
	-
	X
	-
	UE IP address Pool Identity

	MPTCP Applicable Indication
	C
	This IE shall be present if the PDR is used to detect UL user plane traffic for which MPTCP is applicable.
	-
	-
	-
	X
	-
	MPTCP Applicable Indication

	Transport Delay Reporting
	C
	This IE shall be present to request the UPF to add the delay of the GTP-U path with the preceding uplink GTP-U entity to the "N3/N9 Delay Result received in the GTP-U PDU Session Container extension header (see 3GPP TS 38.415 [34]) of the uplink packet, when monitoring the QoS of a PDU session based on GTP-U path monitoring (see clause 5.24.5.3). See Table 7.5.2.2-6.
	-
	-
	-
	X
	-
	Transport Delay Reporting

	RAT Type
	O
	This IE may be present to provide the UP Function the current RAT Type for the UL PDR for statistics purpose if the PFCP session is established for a MA PDU session.
	-
	-
	-
	X
	-
	RAT Type

	Protocol Description
	O
	This IE may be present to indicate the service protocol used by the packets matching this PDR (e.g. H.264/RTP, SRTP) when PDU Set marking applies to the QER (i.e. QoS flow) with which this PDR is associated.
(NOTE X)
	-
	-
	-
	X
	-
	Protocol Description

	NOTE 1:	When the Activation Time and Deactivation Time are not present, the PDR shall be activated immediately at receiving the message.
NOTE 2:	If a predefined FAR is or has been activated using a predefined rule name, it is UP function implementation specific whether this predefined FAR can be overwritten by a FAR ID pointing to another predefined FAR (i.e. with the most significant bit set to 1). If not, the UP function shall reject such a request if received from the CP function.
NOTE X:	The Protocol Description IE is not used for packets matching against the PDR but to assist PDU Set identification by the UPF.



Table 7.5.2.2-2: PDI IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	PDI IE Type = 2 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020271___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020270___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	Source Interface
	M
	This IE shall identify the source interface of the incoming packet.
	X
	X
	X
	X
	X
	Source Interface

	Local F-TEID 
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the local F-TEID to match for an incoming packet.
The CP function shall set the CHOOSE (CH) bit to 1 if the CP function requests the UP function to assign a local F-TEID to the PDR.
	X
	X
	-
	X
	-
	F-TEID

	Local Ingress Tunnel
	C
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the IP address and the UDP port for a UDP/IP tunnel.

The CP function shall set the CHOOSE (CH) bit to 1 if the CP function requests the UP function to assign a local ingress tunnel to the PDR.

	-
	-
	-
	-
	X
	Local Ingress Tunnel

	Network Instance
	O
	This IE shall not be present if Traffic Endpoint ID is present. It shall be present if the CP function requests the UP function to allocate a UE IP address/prefix and the Traffic Endpoint ID is not present.
If present, this IE shall identify the Network instance to match for the incoming packet. See NOTE 1, NOTE2.
	X
	X
	X
	X
	X
	Network Instance

	Redundant Transmission Detection Parameters
	O
	If present, this IE shall contain the information used for the reception of redundant uplink packets on N3/N9 interfaces.
	-
	-
	-
	X
	-
	Redundant Transmission Detection Parameters

	UE IP address 
	O
	This IE shall not be present if Traffic Endpoint ID is present.
If present, this IE shall identify the UE IP address as the source or destination IP address to match for the incoming packet. (NOTE 5).

The CP function shall set the CHOOSE IPV4 (CHV4) and/or the CHOOSE IPV6 (CHV6) bits to 1 if the UP function supports the allocation of UE IP address/ prefix and the CP function requests the UP function to assign a UE IP address/prefix to the PDR.

This IE may also present to identify the IP address of the CP function as the destination IP address to match for the incoming packet, e.g. Radius, Diameter or DHCP signalling packet. (NOTE 8).

In the 5GC, several IEs with the same IE type may be present to represent multiple UE IP addresses, if the UPF indicated support of the IP6PL feature (see clause 5.21).
	-
	X
	X
	X
	-
	UE IP address

	Traffic Endpoint ID
	C
	This IE may be present if the UP function has indicated the support of PDI optimization.
If present, this IE shall uniquely identify the Traffic Endpoint for that PFCP session.

Several IEs with the same IE type may be present to provision several Traffic Endpoints with different Traffic Endpoint IDs, from which the UPF may receive packets pertaining to the same service data flow, which is subject for the same FAR, QER and URR, if the UPF has indicated it supports MTE feature as specified in clause 8.2.25. See NOTE 6.
	X
	X
	X
	X
	X
	Traffic Endpoint ID

	SDF Filter
	O
	If present, this IE shall identify the SDF filter to match for the incoming packet. Several IEs with the same IE type may be present to provision a list of SDF Filters. The full set of applicable SDF filters, if any, shall be provided during the creation or the modification of the PDI.
See NOTE 3.
	-
	X
	X
	X
	X
	SDF Filter

	Application ID
	O
	If present, this IE shall identify the Application ID to match for the incoming packet. 
	-
	X
	X
	X
	X
	Application ID

	Ethernet PDU Session Information
	O
	This IE may be present to identify all the (DL) Ethernet packets matching an Ethernet PDU session (see clause 5.13.1).
	-
	-
	-
	X
	-
	Ethernet PDU Session Information

	Ethernet Packet Filter
	O
	If present, this IE shall identify the Ethernet PDU to match for the incoming packet.
Several IEs with the same IE type may be present to represent a list of Ethernet Packet Filters.
The full set of applicable Ethernet Packet filters, if any, shall be provided during the creation or the modification of the PDI.
	-
	-
	-
	X
	-
	Ethernet Packet Filter

	QFI
	O
	This IE shall not be present if Traffic Endpoint ID is present and the QFI(s) are included in the Traffic Endpoint.
If present, this IE shall identify the QoS Flow Identifier to match for the incoming packet.
Several IEs with the same IE type may be present to provision a list of QFIs. When present, the full set of applicable QFIs shall be provided during the creation or the modification of the PDI. 
	-
	-
	-
	X
	-
	QFI

	Framed-Route
	O
	This IE may be present for a PDR if the UPF indicated support of Framed Routing (see clauses 8.2.25 and 5.16). If present, this IE shall describe a framed route.
Several IEs with the same IE type may be present to provision a list of framed routes. (NOTE 5)
	-
	X
	-
	X
	-
	Framed-Route

	Framed-Routing
	O
	This IE may be present for a DL PDR if the UPF indicated support of Framed Routing (see clauses 8.2.25 and 5.16). If present, this IE shall describe the routing method for the UP function for the IP route related to Framed-Routes or Framed-IPv6-Routes. (NOTE 7)
	-
	X
	-
	X
	-
	Framed-Routing

	Framed-IPv6-Route
	O
	This IE may be present for a PDR if the UPF indicated support of Framed Routing (see clauses 8.2.25 and 5.16). If present, this IE shall describe a framed IPv6 route.
Several IEs with the same IE type may be present to provision a list of framed IPv6 routes. (NOTE 5)
	-
	X
	-
	X
	-
	Framed-IPv6-Route

	Source Interface Type
	O
	This IE may be present to indicate the 3GPP interface type of the source interface, if required by functionalities in the UP Function, e.g. for performance measurements.
	X
	X
	-
	X
	X
	3GPP Interface Type

	IP Multicast Addressing Info
	O
	This IE may be present in a DL PDR controlling DL IP multicast traffic (see clause 5.25).
When present, it shall contain a (range of) IP multicast address(es), and optionally source specific address(es), identifying a set of IP multicast flows. See Table 7.5.2.2-4.
This IE shall be present over N4mb, if multicast transport is used over N6mb and if Traffic Endpoint ID is not present.
Several IEs with the same IE type may be present to represent multiple IP multicast flows.
	-
	-
	-
	X
	X
	IP Multicast Addressing Info

	DNS Query Filter
	O
	This IE may be present for an UL PDR if the UPF indicated support of DNS traffic steering based on FQDN in the DNS Query message.
If present, this IE shall identify the DNS Query filter to match for the incoming DNS Query packets. Several IEs with the same IE type may be present to provision a list of DNS Query Filters. The full set of applicable DNS Query filters, if any, shall be provided during the creation or the modification of the PDI.
	-
	-
	-
	X
	-
	DNS Query Filter

	MBS Session Identifier
	C
	This IE shall be present when the PDR is created to receive MBS session data. (NOTE 9)
	-
	-
	-
	X
	-
	MBS Session Identifier

	Area Session ID
	C
	This IE shall be present for a location dependent MBS service. When present, it shall contain the Area Session ID, which together with the MBS Session Identifier, uniquely identify the service area part of the content data of the MBS service. (NOTE 9)
	-
	-
	-
	X
	-
	Area Session ID

	NOTE 1:	The Network Instance parameter is needed e.g. in the following cases:
	-	PGW/TDF UP function supports multiple PDNs with overlapping IP addresses;
	-	SGW UP function is connected to PGWs in different IP domains (S5/S8);
	-	PGW UP function is connected to SGWs in different IP domains (S5/S8);
	-	SGW UP function is connected to eNodeBs in different IP domains;
	-	UPF is connected to 5G-ANs in different IP domains;
	-	Separation of multiple 5G VN groups communication in the UPF;
	-	Indirect data forwarding.
NOTE 2:	When a Local F-TEID is provisioned in the PDI, the Network Instance shall relate to the IP address of the F-TEID. Otherwise, the Network Instance shall relate to the UE IP address if provisioned or the destination IP address in the SDF filter if provisioned
NOTE 3:	SDF Filter IE(s) shall not be present if Ethernet Packet Filter IE(s) is present.
NOTE 4:	When several SDF filter IEs are provisioned, the UP function shall consider that the packets are matched if matching any SDF filter. The same principle shall apply for Ethernet Packet Filters and QFIs.
NOTE 5:	If both the UE IP Address and the Framed-Route (or Framed-IPv6-Route) are present, the packets which are considered being matching the PDR shall match at least one of them.
NOTE 6:	Maximum two Traffic Endpoint ID containing different Local TEIDs per PDI may be provisioned over the N4 interface for a PFCP session which is established for a PDU session subject for 5G to EPS mobility with N26 supported. Several Traffic Endpoint ID containing different UE IP Addresses may be provisioned over the N4 interface for a PFCP session if the UPF also indicated support of the IP6PL feature (see clause 5.21.1).
NOTE 7:	In this release of specification, the UP function shall announce the IP route(s) for Framed-Route(s) or Framed-IPv6-Route(s) to the PDN regardless of the value of the Framed-Routing.
NOTE 8:	The IP address of the CP function is needed e.g. perform Router Advertisements and match the destination IP address of the incoming packet if the Radius, Diameter or DHCP signaling packets between the SMF and the external DN is forwarded by the UPF.
NOTE 9:	The Inclusion of the MBS Session Identifier, or MBS Session Identifier and Area Session ID for a location dependent MBS session, enables the UPF to allocate the same N19mb tunnel for the same MBS Session, or for the same MBS session and Area Session ID for a location dependent MBS session, when receiving multiple PFCP Session Establishment or Modification Request messages for different PFCP sessions being associated with the same MBS session, or with the same MBS session and Area Session ID for a location dependent MBS session, and also helps the UPF to identify the PFCP sessions associated with a MBS Session, or with the same MBS session and Area Session ID for a location dependent MBS session.



Table 7.5.2.2-3: Ethernet Packet Filter IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	
	Ethernet Packet Filter IE Type = 132 (decimal)

	Octets 3 and 4
	
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020295___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020294___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	Ethernet Filter ID
	C
	This shall be present if Bidirectional Ethernet filter is required. This IE shall uniquely identify an Ethernet Filter among all the Ethernet Filters provisioned for a given PFCP session.
	-
	-
	-
	X
	-
	Ethernet Filter ID

	Ethernet Filter Properties
	C
	This IE shall be present when provisioning a bidirectional Ethernet Filter the first time (see clause 5.13.4).
	-
	-
	-
	X
	-
	Ethernet Filter Properties

	MAC address
	O
	If present, this IE shall identify the MAC address.
This IE may be present up to 16 times.
	-
	-
	-
	X
	-
	MAC address

	Ethertype
	O
	If present, this IE shall identify the Ethertype.
	-
	-
	-
	X
	-
	Ethertype

	C-TAG
	O
	If present, this IE shall identify the Customer-VLAN tag.
	-
	-
	-
	X
	-
	C-TAG

	S-TAG
	O
	If present, this IE shall identify the Service-VLAN tag.
	-
	-
	-
	X
	-
	S-TAG

	SDF Filter
	O
	If packet filtering is required, for Ethernet frames with Ethertype indicating IPv4 or IPv6 payload, this IE shall describe the IP Packet Filter Set.
Several IEs with the same IE type may be present to represent a list of SDF filters.
	-
	-
	-
	X
	-
	SDF Filter



Table 7.5.2.2-4: IP Multicast Addressing Info IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	IP Multicast Addressing Info IE Type = 188 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020305___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020304___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	IP Multicast Address
	M
	This IE shall contain the IP multicast address(es) of the DL multicast flow(s) or indicate "any" IP multicast address.

For N4mb, the IP Multicast Address shall be set to the value of IP Multicast Address in the SSM for the MBS Session.
	-
	-
	-
	X
	X
	IP Multicast Address

	Source IP Address
	O
	When present, this IE shall contain the source specific IP address of the DL multicast flow.
Several IEs with the same IE type may be present to represent multiple source specific addresses.
If this IE is not present, this indicates "any" source IP address.

	-
	-
	-
	X
	
	Source IP Address

	
	M
	This IE shall be set to the value of the IP Source Address in the SSM for the MBS Session.
	-
	-
	-
	-
	X
	



Table 7.5.2.2-5: Redundant Transmission Detection Parameters IE in PDI
	Octet 1 and 2
	
	
	Redundant Transmission Detection Parameters IE Type = 255 (decimal)

	Octets 3 and 4
	
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020311___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020310___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	Local F-TEID for Redundant Transmission
	M
	This IE shall identify the local F-TEID to match for an incoming packet for redundant transmission.
The CP function shall set the CHOOSE (CH) bit to 1 if it requests the UP function to assign a local F-TEID to the PDR.
	-
	-
	-
	X
	-
	F-TEID

	Network Instance for Redundant Transmission
	C
	This IE shall be included if the Local F-TEID for Redundant Transmission uses a different network Instance than the Network Instance used for the Local F-TEID for the primary GTP-U tunnel.
	-
	-
	-
	X
	-
	Network Instance



Table 7.5.2.2-6: Transport Delay Reporting IE in Create PDR IE
	Octet 1 and 2
	
	
	Transport Delay Reporting IE Type = 271 (decimal)

	Octets 3 and 4
	
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020315___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020314___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	Preceding UL GTP-U Peer
	M
	This IE shall identify the preceding UL GTP-U peer.
	-
	-
	-
	X
	-
	Remote GTP-U Peer

	DSCP
	O
	If present, this IE shall contain the DSCP to use to measure the GTP-U path delay with the preceding UL GTP-U peer.
	-
	-
	-
	X
	-
	Transport Level Marking



* * * Next Change * * * *
[bookmark: _Toc130904587][bookmark: _Toc19717370][bookmark: _Toc27490871][bookmark: _Toc27557164][bookmark: _Toc27724081][bookmark: _Toc36031155][bookmark: _Toc36043075][bookmark: _Toc36814400][bookmark: _Toc44689258][bookmark: _Toc44924012][bookmark: _Toc51860982][bookmark: _Toc57930753][bookmark: _Toc57931383][bookmark: _Toc130904686]7.5.2.5	Create QER IE within PFCP Session Establishment Request
The Create QER grouped IE shall be encoded as shown in Figure 7.5.2.5-1.
Table 7.5.2.5-1: Create QER IE within PFCP Session Establishment Request
	Octet 1 and 2
	
	
	Create QER IE Type = 7 (decimal)

	Octets 3 and 4
	
	
	Length = n

	Information elements
	P
	Condition / Comment
	
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020417___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _PERM_MCCTEMPBM_CRPT05020418___7]

	QER ID
	M
	This IE shall uniquely identify the QER among all the QER configured for that PFCP session
	-
	X
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the UP function is required to correlate the QERs of several PFCP sessions, for APN-AMBR enforcement/APN rate control of multiple UE's PDN connections to the same APN.
	-
	X
	-
	X
	-
	QER Correlation ID

	Gate Status
	M
	This IE shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
	-
	X
	X
	X
	X
	Gate Status

	[bookmark: _PERM_MCCTEMPBM_CRPT05020424___2]Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action shall be applied to packets matching this PDR. When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

For EPC, this IE may be set to the value of:
[bookmark: _PERM_MCCTEMPBM_CRPT05020423___2]-	the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection;
-	the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-	the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

For 5GC, this IE may be set to the value of:
-	the Session-AMBR, for a QER that is referenced by all the PDRs of the non-GBR QoS flows of a PDU session;
-	the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.
	-
	X
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR has been authorized to packets matching this PDR. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of:
[bookmark: _PERM_MCCTEMPBM_CRPT05020426___2]-	the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;
-	the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);
-	the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.

	-
	X
	X
	X
	X
	GBR

	[bookmark: _PERM_MCCTEMPBM_CRPT05020428___2]Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) shall be applied to packets matching this PDR.
When present, this IE shall indicate the uplink and/or downlink maximum packet rate to be enforced for packets matching the PDR.
This IE may be set to the value of:
-	downlink packet rate for Serving PLMN Rate Control, for a QER that is referenced by all PDRs of the UE belonging to the PDN connection, or belonging to the PDU session (5GC) using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2] and 3GPP TS 23.501 [28], respectively;
-	uplink and/or downlink packet rate for APN Rate Control, for a QER that is referenced by all the PDRs of the UE belonging to all PDN connections to the same APN, or for Small Data Rate Control (5GC) for a QER related to the PDU session using CIoT EPS Optimizations as described in 3GPP TS 23.401 [2] and 3GPP TS 23.501 [28], respectively.
	-
	X
	-
	X
	-
	Packet Rate

	Packet Rate Status
	C
	This IE may be present during the UE requested PDU session establishment, or UE requested PDN connection establishment.
When present, the UP function shall first enforce these rules. Only after that shall the UP function enforce the rules in the Packet Rate IE.
	-
	X
	-
	X
	-
	Packet Rate Status

	[bookmark: _PERM_MCCTEMPBM_CRPT05020431___2]DL Flow Level Marking
	C
	This IE shall be set if the UP function is required to mark the packets for QoS purposes:

-	by the TDF-C, for DL flow level marking for application indication (see clause 5.4.5);
-	by the PGW-C, for setting the GTP-U Service Class Indicator extension header for service indication towards GERAN (see clause 5.4.12).
	-
	X
	X
	-
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if the QoS flow identifier shall be inserted or modified by the UPF or shall be inserted by the MB-UPF. (NOTE 2)
	-
	-
	-
	X
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if the UP function is required to insert a Reflective QoS Indicator to request reflective QoS for uplink traffic.
	-
	-
	-
	X
	-
	RQI

	Paging Policy Indicator
	C
	This IE shall be present if the UPF is required to set the Paging Policy Indicator (PPI) in outgoing packets (see clause 5.4.3.2 of 3GPP TS 23.501 [28]).
When present, it shall be set to the PPI value to set. 
	-
	-
	-
	X
	-
	Paging Policy Indicator

	Averaging Window
	O
	This IE may be present if the UP function is required to use a different Averaging window than the default one. (NOTE 1)

	-
	-
	-
	X
	-
	Averaging Window

	QER Control Indications
	C
	This IE shall be included if the CP function needs to provide the QoS enforcement control information:
[bookmark: _PERM_MCCTEMPBM_CRPT05020437___7]-	RCSR (Rate Control Status Reporting): the CP function shall set this bit "1" to request the UP function to report the rate control status when the PFCP session is released. 
	-
	X
	-
	X
	-
	QER Control Indications

	QER Indications
	C
	This IE shall be included if at least one of the flags is set to "1".
-	IQFISN (Insert DL MBS QFI Sequence Number): this IE shall be set to "1" to request the MB-UPF to insert the DL MBS QFI Sequence Number in the PDU Session Container of the MBS data packets (see 3GPP TS 38.415 [34]).
-	PDUSM (PDU Set Marking): this IE shall be set to "1" to request the UPF to perform PDU Set marking for the traffic of the DL PDRs associated with the QER (see clause 5.x.3).
	

-





-
	

-





-
	

-





-
	

-





X
	

X





-
	QER Indications

	NOTE 1:	As 5QI is not signalled over N4, one default averaging window shall be pre-configured in the UPF.
NOTE 2:	The SMF may request the UPF to modify the QFI of downlink packets of a multicast QoS flow received from the MB-UPF to the QFI assigned by the SMF for the Associated QoS flow. See clause 5.34.3.2.




* * * Next Change * * * *
[bookmark: _Toc130904605]7.5.4.2	Update PDR IE within PFCP Session Modification Request
The Update PDR grouped IE shall be encoded as shown in Figure 7.5.4.2-1.
Table 7.5.4.2-1: Update PDR IE within PFCP Session Modification Request
	Octet 1 and 2
	
	
	Update PDR IE Type = 9 (decimal)

	Octets 3 and 4
	
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020646___7]
	
	
	[bookmark: _PERM_MCCTEMPBM_CRPT05020645___7]Sxa
	Sxb
	Sxc
	N4
	N4mb
	

	PDR ID
	M
	This IE shall uniquely identify the PDR among all the PDRs configured for that PFCP session.
	X
	X
	X
	X
	X
	PDR ID

	Outer Header Removal 
	C
	This IE shall be present if it needs to be changed.
	X
	X
	-
	X
	X
	Outer Header Removal

	Precedence
	C
	This IE shall be present if there is a change in the PDR's precedence to be applied by the UP function among all PDRs of the PFCP session, when looking for a PDR matching an incoming packet.
	-
	X
	X
	X
	X
	Precedence

	PDI
	C
	This IE shall be present if there is a change within the PDI against which incoming packets will be matched. When present, this IE shall replace the PDI previously stored in the UP function for this PDR. See Table 7.5.2.2-2.
	X
	X
	X
	X
	X
	PDI

	FAR ID 
	C
	This IE shall be present if it needs to be changed
	X
	X
	X
	X
	X
	FAR ID

	URR ID 
	C
	This IE shall be present if a measurement action shall be applied or no longer applied to packets matching this PDR.
When present, this IE shall contain the list of all the URR IDs to be associated to the PDR.
	X
	X
	X
	X
	-
	URR ID

	QER ID 
	C
	This IE shall be present if a QoS enforcement action shall be applied or no longer applied to packets matching this PDR.
When present, this IE shall contain the list of all the QER IDs to be associated to the PDR.
	-
	X
	X
	X
	X
	QER ID

	Activate Predefined Rules 
	C
	This IE shall be present if new Predefined Rule(s) needs to be activated for the PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	-
	Activate Predefined Rules 

	Deactivate Predefined Rules 
	C
	This IE shall be present if Predefined Rule(s) needs to be deactivated for the PDR. When present this IE shall contain one Predefined Rules name.
Several IEs with the same IE type may be present to represent multiple "Activate Predefined Rules" names.
	-
	X
	X
	X
	-
	Deactivate Predefined Rules 

	Activation Time
	O
	This IE may be present if the PDR activation time shall be changed. (NOTE 2)
	-
	X
	X
	X
	-
	Activation Time

	Deactivation Time
	O
	This IE may be present if the PDR deactivation time shall be changed. (NOTE 2)
	-
	X
	X
	X
	-
	Deactivation Time

	IP Multicast Addressing Info
	O
	This IE may be present in an UL PDR controlling UL IGMP/MLD traffic (see clause 5.25), if it needs to be changed
When present, it shall contain a (range of) IP multicast address(es), and optionally source specific address(es), identifying a set of IP multicast flows. See Table 7.5.2.2-4.
Several IEs with the same IE type may be present to represent multiple IP multicast flows.
When present, the UPF shall replace any IP multicast address(es) previously stored for this PDR by the IP multicast address(es) received in this IE.
	-
	-
	-
	X
	-
	IP Multicast Addressing Info

	Transport Delay Reporting
	C
	This IE shall be present if Transport Delay Reporting needs to be changed (e.g. transport delay reporting needs to be activated or deactivated). See Table 7.5.2.2-6.
	-
	-
	-
	X
	-
	Transport Delay Reporting

	RAT Type
	O
	This IE may be present if there is a RAT change for the UL PDR if the PFCP session is established for a MA PDU session.
	-
	-
	-
	X
	-
	RAT Type

	Protocol Description
	O
	This IE may be present if there is a change to the service protocol used by the flow (e.g. H.264/RTP, SRTP) when PDU Set marking applies to the QoS flow with which this PDR is associated.
(NOTE X)
	-
	-
	-
	X
	-
	Protocol Description

	NOTE1:	The IEs which do not need to be modified shall not be included in the Update PDR IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update PDR IE.
NOTE2:	When the Activation Time and Deactivation Time are not present, the PDR shall keep its current activation status, either active or inactive.
NOTE X:	The Protocol Description IE is not used for packets matching against the PDR but to assist PDU Set identification by the UPF.



* * * Next Change * * * *
[bookmark: _Toc130904608]7.5.4.5	Update QER IE within PFCP Session Modification Request
The Update QER grouped IE shall be encoded as shown in Figure 7.5.4.5-1.
Table 7.5.4.5-1: Update QER IE within PFCP Session Modification Request
	Octet 1 and 2
	
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	[bookmark: _PERM_MCCTEMPBM_CRPT05020733___7]
	
	
	Sxa
	Sxb
	Sxc
	N4
	N4mb
	[bookmark: _PERM_MCCTEMPBM_CRPT05020734___7]

	QER ID
	M
	This IE shall uniquely identify the QER among all the QRs configured for that PFCP session
	-
	X
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.
See NOTE 1.
	-
	X
	-
	X
	-
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified.
When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

For EPC, this IE may be set to the value of:
[bookmark: _PERM_MCCTEMPBM_CRPT05020739___2]-	the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection;
-	the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-	the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

For 5GC, this IE may be set to the value of:
[bookmark: _PERM_MCCTEMPBM_CRPT05020740___2]-	the Session-AMBR, for a QER that is referenced by all the PDRs of the non-GBR QoS flows of a PDU session;
-	the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

See NOTE 1.
	-
	X
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of:
[bookmark: _PERM_MCCTEMPBM_CRPT05020742___2]-	the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;
-	the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);
-	the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) need to be modified for packets matching this PDR. 
	-
	X
	-
	X
	-
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the DL Flow Level Marking IE needs to be modified.
See NOTE 1.
	-
	X
	X
	-
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if it needs to be modified.
	-
	-
	-
	X
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if the state of the Reflective QoS needs to be modified (activate if inactive, or deactivate the active Reflective QoS).
	-
	-
	-
	X
	-
	RQI

	Paging Policy Indicator
	C
	This IE shall be present if it needs to be modified.
	-
	-
	-
	X
	-
	Paging Policy Indicator

	Averaging Window
	O
	This IE may be present if the UP function is required to modify the Averaging Window. (NOTE 2)

	-
	-
	-
	X
	-
	Averaging Window

	QER Control Indications
	C
	This IE shall be included if the CP function need to provide the updated QoS enforcement control information:
[bookmark: _PERM_MCCTEMPBM_CRPT05020750___7]-	RCSR (Rate Control Status Reporting): the CP function shall set this bit "1" to request the UP function to report the rate control status when the PFCP session is released.
	-
	X
	-
	X
	-
	QER Control Indications

	QER Indications
	C
	This IE shall be included if the CP function needs to provide updated QER Indications". When present, it shall be set as follows:

-	PDUSM (PDU Set Marking): this IE shall be set to "1" to request the UPF to perform PDU Set marking for the traffic of the DL PDRs associated with the QER (see clause 5.x.3).
	



-
	



-
	



-
	



X
	



-
	QER Indications

	NOTE 1:	The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.
NOTE 2:	As 5QI is not signalled over N4, one default averaging window shall be pre-configured in the UPF.



* * * Next Change * * * *
[bookmark: _Toc19717344][bookmark: _Toc27490845][bookmark: _Toc27557138][bookmark: _Toc27724055][bookmark: _Toc36031129][bookmark: _Toc36043049][bookmark: _Toc36814374][bookmark: _Toc44689232][bookmark: _Toc44923986][bookmark: _Toc51860956][bookmark: _Toc57930727][bookmark: _Toc57931357][bookmark: _Toc130904660]8.1.2	Information Element Types
A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1.
The 3rd column of this table specifies if the IE is either Extendable or has a variable length or a fixed length and a reference to the clause where the IE is specified:
-	Fixed Length: the IE has a fixed set of fields, and a fixed number of octets;
-	Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present;
-	Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
The 4th column of this table indicates the number of fixed Octets the IE contained when the IE was first defined in the specification, which shall be an integer value reflecting the minimum length of fixed octets defined for the IE.
An IE of any of the above types may have a null length as specified in clause 5.6.3. This shall not be considered as an error by the receiving PFCP entity.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in clause 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.
Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to "0". To allow for future features, the receiver shall not evaluate these bits.
Table 8.1.2-1: Information Element Types
	IE Type value
(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Duplicating Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable / Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update BAR (PFCP Session Report Response)
	Extendable / Table 7.5.9.2-1 
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Clause 8.2.1
	1

	20
	Source Interface
	Extendable / Clause 8.2.2
	1

	21
	F-TEID
	Extendable / Clause 8.2.3
	1

	22
	Network Instance
	Variable Length / Clause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Clause 8.2.5
	2

	24
	Application ID
	Variable Length / Clause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Clause 8.2.7
	1

	26
	MBR
	Extendable / Clause 8.2.8
	10

	27
	GBR
	Extendable / Clause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Clause 8.2.10
	4

	29
	Precedence
	Extendable / Clause 8.2.11
	4

	30
	Transport Level Marking
	Extendable / Clause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Clause 8.2.13
	1

	32
	Time Threshold
	Extendable /Clause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Clause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Clause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Clause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Clause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Clause 8.2.19
	2

	38
	Redirect Information
	Extendable /Clause 8.2.20
	3

	39
	Report Type
	Extendable / Clause 8.2.21
	1

	40
	Offending IE
	Fixed / Clause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Clause 8.2.23
	1

	42
	Destination Interface
	Extendable / Clause 8.2.24
	1

	43
	UP Function Features
	Extendable / Clause 8.2.25
	1

	44
	Apply Action
	Extendable / Clause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Clause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Clause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Clause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Clause 8.2.30
	Not Applicable

	49
	PFCPSMReq-Flags
	Extendable / Clause 8.2.31
	1

	50
	PFCPSRRsp-Flags
	Extendable / Clause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Clause 8.2.33
	4

	53
	Metric
	Fixed Length / Clause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Clause 8.2 35
	1

	56
	PDR ID
	Extendable / Clause 8.2 36
	2

	57
	F-SEID
	Extendable / Clause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-2
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-3
	Not Applicable

	60
	Node ID
	Extendable / Clause 8.2.38
	1

	61
	PFD contents
	Extendable / Clause 8.2.39
	2

	62
	Measurement Method
	Extendable / Clause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Clause 8.2.41
	2

	64
	Measurement Period
	Extendable / Clause 8.2.42
	4

	65
	FQ-CSID
	Extendable / Clause 8.2.43
	1

	66
	Volume Measurement
	Extendable / Clause 8.2.44
	1

	67
	Duration Measurement
	Extendable / Clause 8.2.45
	4

	68
	Application Detection Information
	Extendable / Table 7.5.8.3-2
	Not Applicable

	69
	Time of First Packet
	Extendable / Clause 8.2.46
	4

	70
	Time of Last Packet
	Extendable / Clause 8.2.47
	4

	71
	Quota Holding Time
	Extendable / Clause 8.2.48
	4

	72
	Dropped DL Traffic Threshold
	Extendable / Clause 8.2.49
	1

	73
	Volume Quota
	Extendable / Clause 8.2.50
	1

	74
	Time Quota
	Extendable / Clause 8.2.51
	4

	75
	Start Time
	Extendable / Clause 8.2.52
	4

	76
	End Time
	Extendable / Clause 8.2.53
	4

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Clause 8.2.54
	4

	82
	Linked URR ID
	Extendable / Clause 8.2.55
	4

	83
	Downlink Data Report
	Extendable / Table 7.5.8.2-1
	Not Applicable

	84
	Outer Header Creation
	Extendable / Clause 8.2.56
	2

	85
	Create BAR
	Extendable / Table 7.5.2.6-1
	Not Applicable

	86
	Update BAR (Session Modification Request)
	Extendable / Table 7.5.4.11-1
	Not Applicable

	87
	Remove BAR
	Extendable / Table 7.5.4.12-1
	Not Applicable

	88
	BAR ID
	Extendable / Clause 8.2.57
	1

	89
	CP Function Features
	Extendable / Clause 8.2.58
	1

	90
	Usage Information
	Extendable / Clause 8.2.59
	1

	91
	Application Instance ID
	Variable Length / Clause 8.2.60
	Not Applicable

	92
	Flow Information
	Extendable / Clause 8.2.61
	3

	93
	UE IP Address
	Extendable / Clause 8.2.62
	1

	94
	Packet Rate
	Extendable / Clause 8.2.63
	1

	95
	Outer Header Removal
	Extendable / Clause 8.2.64
	1

	96
	Recovery Time Stamp
	Extendable / Clause 8.2.65
	4

	97
	DL Flow Level Marking
	Extendable / Clause 8.2.66
	1

	98
	Header Enrichment
	Extendable / Clause 8.2.67
	1

	99
	Error Indication Report
	Extendable / Table 7.5.8.4-1
	Not Applicable

	100
	Measurement Information
	Extendable / Clause 8.2.68
	1

	101
	Node Report Type
	Extendable / Clause 8.2.69
	1

	102
	User Plane Path Failure Report
	Extendable / Table 7.4.5.1.2-1
	Not Applicable

	103
	Remote GTP-U Peer
	Extendable / Clause 8.2.70
	1

	104
	UR-SEQN
	Fixed Length / Clause 8.2.71
	4

	105
	Update Duplicating Parameters
	Extendable / Table 7.5.4.3-3
	Not Applicable

	106
	Activate Predefined Rules 
	Variable Length / Clause 8.2.72
	Not Applicable

	107
	Deactivate Predefined Rules 
	Variable Length / Clause 8.2.73
	Not Applicable

	108
	FAR ID
	Extendable / Clause 8.2.74
	4

	109
	QER ID
	Extendable / Clause 8.2.75
	4

	110
	OCI Flags
	Extendable / Clause 8.2.76
	1

	111
	PFCP Association Release Request
	Extendable / Clause 8.2.77
	1

	112
	Graceful Release Period
	Extendable / Clause 8.2.78
	1

	113
	PDN Type
	Extendable / Clause 8.2.79
	1

	114
	Failed Rule ID
	Extendable / Clause 8.2.80
	1

	115
	Time Quota Mechanism
	Extendable / Clause 8.2.81
	1

	116
	Reserved
	
	

	117
	User Plane Inactivity Timer
	Extendable /Clause 8.2.83
	4

	118
	Aggregated URRs
	Extendable / Table 7.5.2.4-2
	Not Applicable

	119
	Multiplier
	Fixed / Clause 8.2.84
	12

	120
	Aggregated URR ID
	Fixed / Clause 8.2.85
	4

	121
	Subsequent Volume Quota
	Extendable / Clause 8.2.86
	1

	122
	Subsequent Time Quota
	Extendable / Clause 8.2.87
	4

	123
	RQI
	Extendable / Clause 8.2.88
	1

	124
	QFI
	Extendable / Clause 8.2.89
	1

	125
	Query URR Reference
	Extendable / Clause 8.2.90
	4

	126
	Additional Usage Reports Information
	Extendable / Clause 8.2.91
	2

	127
	Create Traffic Endpoint
	Extendable / Table 7.5.2.7
	Not Applicable

	128
	Created Traffic Endpoint
	Extendable / Table 7.5.3.5
	Not Applicable

	129
	Update Traffic Endpoint
	Extendable / Table 7.5.4.13
	Not Applicable

	130
	Remove Traffic Endpoint
	Extendable / Table 7.5.4.14
	Not Applicable

	131
	Traffic Endpoint ID
	Extendable / Clause 8.2.92
	1

	132
	Ethernet Packet Filter
	Extendable / Table 7.5.2.2-3
	Not Applicable

	133
	MAC address
	Extendable / Clause 8.2.93
	1

	134
	C-TAG
	Extendable / Clause 8.2.94
	3

	135
	S-TAG
	Extendable / Clause 8.2.95
	3

	136
	Ethertype
	Extendable / Clause 8.2.96
	2

	137
	Proxying
	Extendable / Clause 8.2.97
	1

	138
	Ethernet Filter ID
	Extendable / Clause 8.2.98
	4

	139
	Ethernet Filter Properties
	Extendable / Clause 8.2.99
	1

	140
	Suggested Buffering Packets Count
	Extendable / Clause 8.2.100
	1

	141
	User ID
	Extendable / Clause 8.2.101
	1

	142
	Ethernet PDU Session Information
	Extendable / Clause 8.2.102
	1

	143
	Ethernet Traffic Information
	Extendable / Table 7.5.8.3-3
	Not Applicable

	144
	MAC Addresses Detected
	Extendable / Clause 8.2.103
	7

	145
	MAC Addresses Removed
	Extendable / Clause 8.2.104
	7

	146
	Ethernet Inactivity Timer
	Extendable / Clause 8.2.105
	4

	147
	Additional Monitoring Time
	Extendable / Table 7.5.2.4-3
	Not Applicable

	148
	Event Quota
	Extendable / Clause 8.2.112
	4

	149
	Event Threshold
	Extendable / Clause 8.2.113
	4

	150
	Subsequent Event Quota
	Extendable / Clause 8.2.106
	4

	151
	Subsequent Event Threshold
	Extendable / Clause 8.2.107
	4

	152
	Trace Information
	Extendable / Clause 8.2.108
	7

	153
	Framed-Route
	Variable Length / Clause 8.2.109
	Not Applicable

	154
	Framed-Routing
	Fixed Length / Clause 8.2.110
	4

	155
	Framed-IPv6-Route
	Variable Length / Clause 8.2.111
	Not Applicable

	156
	Time Stamp 
	Extendable / Clause 8.2.114
	4

	157
	Averaging Window
	Extendable /Clause 8.2.115
	4

	158
	Paging Policy Indicator
	Extendable / Clause 8.2.116
	1

	159
	APN/DNN
	Variable Length / Clause 8.2.117
	Not Applicable

	160
	3GPP Interface Type
	Extendable / Clause 8.2.118
	1

	161
	PFCPSRReq-Flags
	Extendable / Clause 8.2.119
	1

	162
	PFCPAUReq-Flags
	Extendable / Clause 8.2.120
	1

	163
	Activation Time
	Extendable / Clause 8.2.121
	4

	164
	Deactivation Time
	Extendable / Clause 8.2.122
	4

	165
	Create MAR
	Extendable / Table 7.5.2.8-1
	Not Applicable

	166
	3GPP Access Forwarding Action Information
	Extendable / Table 7.5.2.8-2
	Not Applicable

	167
	Non-3GPP Access Forwarding Action Information
	Extendable / Table 7.5.2.8-3
	Not Applicable

	168
	Remove MAR
	Extendable / Table 7.5.4.15-1
	Not Applicable

	169
	Update MAR
	Extendable / Table 7.5.4.16-1
	Not Applicable

	170
	MAR ID
	Extendable / Clause 8.2.123
	2

	171
	Steering Functionality
	Extendable / Clause 8.2.124
	1

	172
	Steering Mode
	Extendable / Clause 8.2.125
	1

	173
	Weight
	Fixed / Clause 8.2.126
	1

	174
	Priority
	Extendable / Clause 8.2.127
	1

	175
	Update 3GPP Access Forwarding Action Information
	Extendable / Table 7.5.4.16-2
	Not Applicable

	176
	Update Non 3GPP Access Forwarding Action Information
	Extendable / Table 7.5.4.16-3
	Not Applicable

	177
	UE IP address Pool Identity
	Extendable / Clause 8.2.128
	2

	178
	Alternative SMF IP Address
	Extendable / Clause 8.2.129
	1

	179
	Packet Replication and Detection Carry-On Information
	Extendable / Clause 8.2.130
	1

	180
	SMF Set ID
	Extendable / Clause 8.2.131
	Not applicable

	181
	Quota Validity Time
	Extendable / Clause 8.2.132
	4

	182
	Number of Reports
	Fixed / Clause 8.2.133
	2

	183
	PFCP Session Retention Information (within PFCP Association Setup Request)
	Extendable / Table 7.4.4.1-2
	1

	184
	PFCPASRsp-Flags
	Extendable / Clause 8.2.134
	1

	185
	CP PFCP Entity IP Address
	Extendable / Clause 8.2.135
	1

	186
	PFCPSEReq-Flags
	Extendable / Clause 8.2.136
	1

	187
	User Plane Path Recovery Report
	Extendable / Table 7.4.5.1.3-1
	Not Applicable

	188
	IP Multicast Addressing Info within PFCP Session Establishment Request
	Extendable / Clause 7.5.2.2-4
	Not Applicable

	189
	Join IP Multicast Information IE within Usage Report
	Extendable / Table 7.5.8.3-4
	Not Applicable

	190
	Leave IP Multicast Information IE within Usage Report
	Extendable / Table 7.5.8.3-5
	Not Applicable

	191
	IP Multicast Address
	Extendable / Clause 8.2.137
	1

	192
	Source IP Address
	Extendable / Clause 8.2.138
	1

	193
	Packet Rate Status
	Extendable / Clause 8.2.139
	1

	194
	Create Bridge Info for TSC
	Extendable / Clause 8.2.140
	1

	195
	Created Bridge Info for TSC
	Extendable / Table 7.5.3.6-1
	Not Applicable

	196
	DS-TT Port Number
	Fixed Length / Clause 8.2.141
	4

	197
	NW-TT Port Number
	Fixed Length / Clause 8.2.142
	4

	198
	5GS User Plane Node 
	Extendable / Clause 8.2.143
	Not Applicable

	199
	TSC Management Information IE within PFCP Session Modification Request
	Extendable / Table 7.5.4.18-1
	Not Applicable

	200
	TSC Management Information IE within PFCP Session Modification Response
	Extendable / Table 7.5.5.3-1
	Not Applicable

	201
	TSC Management Information IE within PFCP Session Report Request
	Extendable / Table 7.5.8.5-1
	Not Applicable

	202
	Port Management Information Container
	Variable Length / Clause 8.2.144
	Not Applicable

	203
	Clock Drift Control Information
	Extendable / Table 7.4.4.1.2-1
	Not Applicable

	204
	Requested Clock Drift Information
	Extendable / Clause 8.2.145
	1

	205
	Clock Drift Report
	Extendable / Table 7.4.5.1.4-1
	Not Applicable

	206
	Time Domain Number
	Extendable / Clause 8.2.146
	1

	207
	Time Offset Threshold
	Extendable / Clause 8.2.147
	8

	208
	Cumulative rateRatio Threshold
	Extendable / Clause 8.2.148
	4

	209
	Time Offset Measurement
	Extendable / Clause 8.2.149
	8

	210
	Cumulative rateRatio Measurement
	Extendable / Clause 8.2.150
	4

	211
	Remove SRR 
	Extendable/ Table 7.5.4.19-1
	Not applicable

	212
	Create SRR 
	Extendable/ Table 7.5.2.9-1
	Not applicable

	213
	Update SRR
	Extendable/ Table 7.5.4.21-1
	Not applicable

	214
	Session Report
	Extendable / Table 7.5.8.7-1
	Not Applicable

	215
	SRR ID
	Extendable / Clause 8.2.151
	1

	216
	Access Availability Control Information
	Extendable / Table 7.5.2.9-2
	Not applicable

	217
	Requested Access Availability Information
	Extendable / Clause 8.2.152
	1

	218
	Access Availability Report
	Extendable / Table 7.5.8.6-2
	Not applicable

	219
	Access Availability Information
	Extendable / Clause 8.2.153
	1

	220
	Provide ATSSS Control Information
	Extendable / Table 7.5.2.10-1
	Not Applicable

	221
	ATSSS Control Parameters
	Extendable / Table 7.5.3.7-1
	Not Applicable

	222
	MPTCP Control Information
	Extendable / Clause 8.2.154
	1

	223
	ATSSS-LL Control Information
	Extendable / Clause 8.2.155
	1

	224
	PMF Control Information
	Extendable / Clause 8.2.156
	1

	225
	MPTCP Parameters
	Extendable / Table 7.5.3.7-2
	Not Applicable

	226
	ATSSS-LL Parameters
	Extendable / Table 7.5.3.7-3
	Not Applicable

	227
	PMF Parameters
	Extendable / Table 7.5.3.7-4
	Not Applicable

	228
	MPTCP Address Information
	Extendable / Clause 8.2.157
	4

	229
	UE Link-Specific IP Address
	Extendable / Clause 8.2.158
	1

	230
	PMF Address Information
	Extendable / Clause 8.2.159
	1

	231
	ATSSS-LL Information
	Extendable / Clause 8.2.160
	1

	232
	Data Network Access Identifier
	Variable Length / Clause 8.2.161
	Not applicable

	233
	UE IP address Pool Information
	Extendable / Table 7.4.4.1-3
	Not Applicable

	234
	Average Packet Delay
	Extendable / Clause 8.2.162
	4

	235
	Minimum Packet Delay
	Extendable / Clause 8.2.163
	4

	236
	Maximum Packet Delay
	Extendable / Clause 8.2.164
	4

	237
	QoS Report Trigger
	Extendable / Clause 8.2.165
	1

	238
	GTP-U Path QoS Control Information
	Extendable / Table 7.4.4.1.3-1
	Not Applicable

	239
	GTP-U Path QoS Report (PFCP Node Report Request)
	Extendable / Table 7.4.5.1.5-1
	Not Applicable

	240
	QoS Information in GTP-U Path QoS Report
	Extendable / Table 7.4.5.1.6-1
	Not Applicable

	241
	GTP-U Path Interface Type
	Extendable / Clause 8.2.166
	1

	242
	QoS Monitoring per QoS flow Control Information
	Extendable / Table 7.5.2.9-3
	Not applicable

	243
	Requested QoS Monitoring
	Extendable / Clause 8.2.167
	1

	244
	Reporting Frequency
	Extendable / Clause 8.2.168
	1

	245
	Packet Delay Thresholds
	Extendable / Clause 8.2.169
	1

	246
	Minimum Wait Time
	Extendable / Clause 8.2.170
	4

	247
	QoS Monitoring Report
	Extendable / Table 7.5.8.6-3
	Not applicable

	248
	QoS Monitoring Measurement
	Extendable / Clause 8.2.171
	1

	249
	MT-EDT Control Information
	Extendable / Clause 8.2.172
	1

	250
	DL Data Packets Size
	Extendable / Clause 8.2.173
	2

	251
	QER Control Indications
	Extendable / Clause 8.2.174
	1

	252
	Packet Rate Status Report
	Extendable / Table 7.5.7.1-2
	Not applicable

	253
	NF Instance ID
	Fixed / Clause 8.2.175
	16

	254
	Ethernet Context Information
	Extendable / Table 7.5.4.21-1
	Not Applicable

	255
	Redundant Transmission Parameters
	Extendable / Table 7.5.2.2-5, Table 7.5.2.3-4
	Not Applicable

	256
	Updated PDR
	Extendable / Table 7.5.5.5-1
	Not Applicable

	257
	S-NSSAI
	Fixed Length / Clause 8.2.176
	4

	258
	IP version
	Extendable / Clause 8.2.177
	1

	259
	PFCPASReq-Flags
	Extendable / Clause 8.2.178
	1

	260
	Data Status
	Extendable / Clause 8.2.179
	1

	261
	Provide RDS configuration information
	Extendable / Table 7.5.2.11-1
	Not Applicable

	262
	RDS configuration information
	Extendable / Clause 8.2.180
	1

	263
	Query Packet Rate Status IE within PFCP Session Modification Request
	Extendable / Table 7.5.4.22-1
	Not Applicable

	264
	Packet Rate Status Report IE within PFCP Session Modification Response
	Extendable / Table 7.5.5.4-1
	Not Applicable

	265
	MPTCP Applicable Indication
	Extendable / Clause 8.2.181
	1

	266
	Bridge Management Information Container
	Variable Length / Clause 8.2.182
	Not Applicable

	267
	UE IP Address Usage Information
	Extendable / Table 7.4.4.3.1-1
	Not Applicable

	268
	Number of UE IP Addresses
	Extendable / Clause 8.2.183
	1

	269
	Validity Timer
	Extendable / Clause 8.2.184
	2

	270
	Redundant Transmission Forwarding Parameters
	Extendable / Table 7.5.2.3-4
	Not Applicable

	271
	Transport Delay Reporting
	Extendable / Table 7.5.2.2-6
	Not Applicable

	272
	Partial Failure Information 
	Extendable / Table 7.5.3.1-2
	Not Applicable

	273
	Spare
	
	

	274
	Offending IE Information
	Variable Length / Clause 8.2.152
	Not Applicable

	275
	RAT Type
	Extendable / Table 8.2.186
	1

	276
	L2TP Tunnel Information
	Extendable / Table 7.5.2.1-2
	Not Applicable

	277
	L2TP Session Information
	Extendable / Table 7.5.2.1-3
	Not Applicable

	278
	L2TP User Authentication IE
	Extendable / Clause 8.2.187
	1

	279
	Created L2TP Session
	Extendable / Table 7.5.3.1-3
	Not Applicable 

	280
	LNS Address
	Extendable / Clause 8.2.188
	1

	281
	Tunnel Preference
	Fixed Length / Clause 8.2.189
	3

	282
	Calling Number
	Variable Length / Clause 8.2.190
	Not Applicable

	283
	Called Number
	Variable Length / Clause 8.2.191
	Not Applicable

	284
	L2TP Session Indications
	Extendable / Clause 8.2.192
	1

	285
	DNS Server Address
	Extendable / Clause 8.2.193
	1

	286
	NBNS Server Address
	Extendable / Clause 8.2.194
	1

	287
	Maximum Receive Unit
	Fixed Length / Clause 8.2.195
	2

	288
	Thresholds
	Extendable / Clause 8.2.196
	1

	289
	Steering Mode Indicator
	Extendable / Clause 8.2.197
	1

	290
	PFCP Session Change Info
	Extendable / Table 7.4.7.1-2
	Not Applicable

	291
	Group ID
	Variable Length / Clause 8.2.198
	Not Applicable

	292
	CP IP Address
	Variable / Clause 8.2.199
	Not Applicable

	293
	IP Address and Port number Replacement
	Extendable / Clause 8.2.200
	1

	294
	DNS Query Filter
	Extendable / Clause 8.2.201
	2

	295
	Direct Reporting Information
	Extendable / Table 7.5.2.9-4
	Not applicable

	296
	Event Notification URI
	Variable Length / Clause 8.2.202
	Not Applicable

	297
	Notification Correlation ID
	Variable Length / Clause 8.2.203
	Not Applicable

	298
	Reporting Flags
	Extendable / Clause 8.2.204
	Not Applicable

	299
	Predefined Rules Name
	Variable Length / Clause 8.205
	Not Applicable

	300
	MBS Session N4mb Control Information
	Extendable / Table 7.5.2.1-4
	Not Applicable

	301
	MBS Multicast Parameters
	Extendable / Table 7.5.2.3-5
	Not Applicable

	302
	Add MBS Unicast Parameters
	Extendable / Table 7.5.2.3-6
	Not Applicable

	303
	MBS Session N4mb Information
	Extendable / Table 7.5.3.1-4
	Not Applicable

	304
	Remove MBS Unicast Parameters
	Extendable / Table 7.5.4.3-4
	Not Applicable

	305
	MBS Session Identifier
	Extendable Length / Clause 8.2.206
	1

	306
	Multicast Transport Information
	Extendable Length / Clause 8.2.207
	5

	307
	MBSN4mbReq-Flags
	Extendable Length / Clause 8.2.208
	1

	308
	Local Ingress Tunnel
	Extendable / Clause 8.2.209
	1

	309
	MBS Unicast Parameters ID
	Extendable / Clause 8.2.210
	2

	310
	MBS Session N4 Control Information
	Extendable / Table 7.5.2.1-5
	Not Applicable

	311
	MBS Session N4 Information
	Extendable / Table 7.5.3.1-5
	Not Applicable

	312
	MBSN4Resp-Flags
	Extendable / Clause 8.2.211
	1

	313
	Tunnel Password
	Variable Length / Clause 8.2.212
	Not Applicable

	314
	Area Session ID
	Fixed Length / Clause 8.2.213
	2

	315
	Peer UP Restart Report
	Extendable / Clause 7.4.5.1.7
	Not Applicable

	316
	DSCP to PPI Control Information
	Extendable / Table 7.5.2.1-6
	Not Applicable

	317
	DSCP to PPI Mapping Information
	Extendable / Clause 8.2.214
	2

	318
	PFCPSDRsp-Flags
	Extendable / Clause 8.2.215
	1

	319
	QER Indications
	Extendable / Clause 8.2.216
	1

	320
	Vendor-Specific Node Report Type
	Extendable / Clause 8.2.217
	1

	321
	Configured Time Domain
	Extendable / Clause 8.2.218
	1

	322
	Metadata
	Variable / Clause 8.2.219
	Not Applicable

	xxx
	Protocol Description
	Extendable / Clause 8.2.xxx
	1

	323 to 32767
	Spare. For future use.

	32768 to 65535
	Reserved for vendor specific IEs



* * * Next Change * * * *
8.2.25	UP Function Features
The UP Function Features IE indicates the features supported by the UP function. It is coded as depicted in Figure 8.2.25-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 43 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to 6
	Supported-Features
	

	
	7 to 8
	Additional Supported-Features 1
	

	
	9 to 10
	Additional Supported-Features 2
	

	
	11 to 12
	Additional Supported-Features 3
	

	
	13 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.25-1: UP Function Features
The UP Function Features IE takes the form of a bitmask where each bit set indicates that the corresponding feature is supported. Spare bits shall be ignored by the receiver. The same bitmask is defined for all PFCP interfaces.
The following table specifies the features defined on PFCP interfaces and the interfaces on which they apply.
Table 8.2.25-1: UP Function Features
	Feature Octet / Bit
	Feature
	Interface
	M/O
	Description

	5/1
	BUCP
	Sxa, N4
	O
(NOTE 2)
	Downlink Data Buffering in CP function is supported by the UP function.

	5/2
	DDND
	Sxa, N4
	O
	The buffering parameter 'Downlink Data Notification Delay' is supported by the UP function. 

	5/3
	DLBD
	Sxa, N4
	O
	The buffering parameter 'DL Buffering Duration' is supported by the UP function. 

	5/4
	TRST
	Sxb, Sxc, N4
	O
	Traffic Steering is supported by the UP function.


	5/5
	FTUP
	Sxa, Sxb, N4
	M
	F-TEID allocation / release in the UP function is supported by the UP function. 

	5/6
	PFDM
	Sxb, Sxc, N4
	O
	The PFD Management procedure is supported by the UP function. 

	5/7
	HEEU
	Sxb, Sxc, N4
	O
	Header Enrichment of Uplink traffic is supported by the UP function.

	5/8
	TREU
	Sxb, Sxc, N4
	O
(NOTE 3)
	Traffic Redirection Enforcement in the UP function is supported by the UP function. 

	6/1
	EMPU
	Sxa, Sxb, N4
	M
	Sending of End Marker packets supported by the UP function.

	6/2
	PDIU
	Sxa, Sxb, Sxc, N4, N4mb
	O
(NOTE 4)
	Support of PDI optimised signalling in UP function (see clause 5.2.1A.2).

	6/3
	UDBC
	Sxb, Sxc, N4
	O
	Support of UL/DL Buffering Control

	6/4
	QUOAC
	Sxb, Sxc, N4
	O
	The UP function supports being provisioned with the Quota Action to apply when reaching quotas. 

	6/5
	TRACE
	Sxa, Sxb, Sxc, N4
	O
	The UP function supports Trace (see clause 5.15). 

	6/6
	FRRT
	Sxb, N4
	O
	The UP function supports Framed Routing (see IETF RFC 2865 [37] and IETF RFC 3162 [38]).

	6/7
	PFDE
	Sxb, N4
	O
	The UP function supports a PFD Contents including a property with multiple values.

	6/8
	EPFAR
	Sxa, Sxb, Sxc, N4
	O
	The UP function supports the Enhanced PFCP Association Release feature (see clause 5.18).

	7/1
	DPDRA
	Sxb, Sxc, N4
	O
	The UP function supports Deferred PDR Activation or Deactivation.

	7/2
	ADPDP
	Sxa, Sxb, Sxc, N4
	O
	The UP function supports the Activation and Deactivation of Pre-defined PDRs (see clause 5.19). 

	7/3
	UEIP
	Sxb, N4
	O
(NOTE 5)
	The UP function supports allocating UE IP addresses or prefixes (see clause 5.21).

	7/4
	SSET
	N4, N4mb
	O
	(MB-)UPF support of PFCP sessions successively controlled by different (MB-)SMFs of a same (MB-)SMF Set (see clause 5.22). 

	7/5
	MNOP
	Sxa, Sxb, Sxc, N4
	O
	The UP function supports measurement of number of packets which is instructed with the flag 'Measurement of Number of Packets' in a URR. See also clause 5.2.2.2.1.

	7/6
	MTE
	N4
	O
	UPF supports multiple instances of Traffic Endpoint IDs in a PDI.

	7/7
	BUNDL
	Sxa, Sxb, Sxc, N4, N4mb
	O
	PFCP messages bundling (see clause 6.5) is supported by the UP function.

	7/8
	GCOM
	N4
	O
	UPF support of 5G VN Group Communication. (See clause 5.23)

	8/1
	MPAS
	N4, N4mb
	O
	(MB-)UPF support for multiple PFCP associations to the (MB-)SMFs in an (MB-)SMF set (see clause 5.22.3).

	8/2
	RTTL
	N4
	O
	UPF supports redundant transmission at transport layer.

	8/3
	VTIME
	Sxb,N4
	O
	UP function support of quota validity time feature.

	8/4
	NORP
	Sxa, Sxb, Sxc, N4
	O
	UP function support of Number of Reports as specified in clause 5.2.2.2.

	8/5
	IPTV
	N4
	O
	UPF support of IPTV service (see clause 5.25)

	8/6
	IP6PL
	N4
	O
	UPF supports:
[bookmark: _PERM_MCCTEMPBM_CRPT05021147___7]-	UE IPv6 address(es) allocation with IPv6 prefix length other than default /64 (including allocating /128 individual IPv6 addresses), as specified in clause 4.6.2.2 of of 3GPP TS 23.316 [57]; and
[bookmark: _PERM_MCCTEMPBM_CRPT05021148___7]-	multiple UE IPv6 addresses allocation using multiple instances of the UE IP Address IE in a same PDI or Traffic Endpoint, or using multiple PDIs or Traffic Endpoints with a different UE IP Address as specified in clause 5.21.1.

	8/7
	TSCU
	N4
	O
	Time Sensitive Communication is supported by the UPF (see clause 5.26).

	8/8
	MPTCP
	N4
	O
	UPF support of MPTCP Proxy functionality (see clause 5.20)

	9/1
	ATSSS-LL
	N4
	O
	UPF support of ATSSS-LLL steering functionality (see clause 5.20)

	9/2
	QFQM
	N4
	O
	UPF support of per QoS flow per UE QoS monitoring (see clause 5.24.4).

	9/3
	GPQM
	N4
	O
	UPF support of per GTP-U Path QoS monitoring (see clause 5.24.5).

	9/4
	MT-EDT
	Sxa
	O
	SGW-U support of reporting the size of DL Data Packets. (see clause 5.2.4.1).

	9/5
	CIOT
	Sxb, N4
	O
	UP function support of CIoT feature, e.g. small data packet rate enforcement. (see 5.4.15)

	9/6
	ETHAR
	N4
	O
	UPF support of Ethernet PDU Session Anchor Relocation (see clause 5.13.6).

	9/7
	DDDS
	N4
	O
	UPF support of reporting the first buffered / first discarded downlink data after buffering / directly dropped downlink data for downlink data delivery status notification.

	9/8
	RDS
	Sxb, N4
	O
	UP function support of Reliable Data Service (see clause 5.29).

	10/1
	RTTWP
	N4
	O
	UPF support of RTT measurements towards the UE Without PMF.

	10/2
	QUASF
	Sxb, Sxc, N4
	O
	The UP function supports being provisioned in a URR with an Exempted Application ID for Quota Action or an Exempted SDF Filter for Quota Action which is to be used when the quota is exhausted. See also clauses 5.2.2.2.1 and 5.2.2.3.1.

	10/3
	NSPOC
	Sxa, Sxb, N4
	O
	UP function supports notifying start of Pause of Charging via user plane.

	10/4
	L2TP
	Sxb, N4
	O
	UP function supports the L2TP feature as described in clause 5.31.

	10/5
	UPBER
	N4
	O
	UP function supports the uplink packets buffering during EAS relocation.

	10/6
	RESPS
	Sxb, N4
	O
	UP function supports Restoration of PFCP Sessions associated with one or more PGW-C/SMF FQ-CSID(s), Group Id(s) or CP IP address(es) (see clause 5.22.4)

	10/7
	IPREP
	N4
	O
	UP function supports IP Address and Port number replacement (see clause 5.33.3).

	10/8
	DNSTS
	N4
	O
	UP function support DNS Traffic Steering based on FQDN in the DNS Query message (see clause 5.33.4)

	11/1
	DRQOS
	N4
	O
	UP function supports Direct Reporting of QoS monitoring events to Local NEF or AF (see clause 5.33.5).

	11/2
	MBSN4
	N4
	O
	UPF supports sending MBS multicast session data to associated PDU sessions using 5GC individual delivery.

	11/3
	PSUPRM
	N4, N4mb
	O
	UP function supports Per Slice UP Resource Management (see clause 5.35).

	11/4
	EPPPI
	N4
	O
	UP function supports Enhanced Provisioning of Paging Policy Indicator feature as specified in clause 5.36.2. 

	11/5
	RATP
	Sxb, N4
	O
	UP function supports Redirection Address Types set to "Port", "IPv4 address and Port", "IPv6 address and Port", or "IPv4 and IPv6 addresses and Port".

	11/6
	UPIDP
	N4
	O
	UP function supports User Plane Inactivity Detection and reporting per PDR feature as specified in clause 5.11.3.

	11/7
	AFSFC
	N4
	O
	UP function supports inserting metadata when Application Function influence on Service Function Chaining is used as specified in clause 5.4.8.

	11/8
	MPQUIC
	N4
	O
	UPF support of MPQUIC Proxy functionality (see clause 5.20).

	12/1
	REDSM
	N4
	O
	UP function supports the Redundant Steering Mode (see clause 5.32.8 of 3GPP TS 23.501 [28] and clause 5.2.7.1)

	12/x
	PDUSM
	N4
	O
	UP function supports PDU Set Marking (see clause 5.x.3).

	NOTE 1:	Features are defined as follows:
	- Feature Octet / Bit: The octet and bit number within the Supported-Features IE, e.g. "5 / 1".
	- Feature: A short name that can be used to refer to the octet / bit and to the feature.
	- Interface: A list of applicable interfaces to the feature.
	- M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O") for a UP function complying with this release of the specification.
A feature defined as mandatory in this release of the specification may not necessarily be defined or mandatory to support in earlier releases (see the respective specifications), therefore a CP function complying with this release of the specification shall be prepared to receive a UP Function Features IE with a mandatory feature bit set to "0".
	- Description: A clear textual description of the feature.
NOTE 2:	Downlink data should be buffered preferably in the UP function. Downlink data may be buffered in the CP function when desired, e.g. for UEs using power saving methods.
NOTE 3:	If the traffic that the UP function can support may be subject to traffic redirection, traffic redirection enforcement in the UP function shall be supported by the UP function.
NOTE 4:	CP and UP functions complying with this release of the specification should support this feature.
NOTE 5:	A UPF that supports the SSET or MPAS feature shall support this feature.



* * * Next Change * * * *
[bookmark: _Toc130904877]8.2.216	QER Indications
The QER Indications IE indicates flags applicable to a QER. It shall be coded as depicted in Figure 8.2.216-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 319 (decimal)
	

	
	3 to 4
	Length = n 
	

	
	5
	Spare
	Spare
	Spare
	Spare
	Spare
	Spare
	SparePDUSM
	IQFISN
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.216-1: QER Indications
The following bits within Octet 5 shall indicate:
-	Bit 1 – IQFISN (Insert DL MBS QFI SN): If this bit is set to "1", then the MB-UPF shall insert the DL MBS QFI Sequence Number in the PDU Session Container of MBS data packets (see 3GPP TS 38.415 [34]).
-	Bit 2 – PDUSM (PDU Set Marking): If this bit is set to "1", then the UPF shall perform PDU Set marking (see clause 5.x.3).
-	Bit 2 3 to 8 – Spare, for future use, shall be set to "0" by the sender and discarded by the receiver.
* * * Next Change * * * *
8.2.x	Protocol Description
The Protocol Description IE indicates the service protocol used by the packets. It shall be coded as depicted in Figure 8.2.x-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = xxx (decimal)
	

	
	3 to 4
	Length = n 
	

	
	5
	Spare
	Spare
	Spare
	Spare
	Spare
	SRTP
	RTP
	H264
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.x-1: Protocol Description
The following bits within Octet 5 shall indicate:
-	Bit 1 – H264: If this bit is set to "1", then this indicates the H.264 protocol.
-	Bit 2 – RTP: If this bit is set to "1", then this indicates the RTP protocol.
-	Bit 3 – SRTP: If this bit is set to "1", then this indicates the SRTP protocol.
-	Bit 4 to 8 – Spare, for future use, shall be set to "0" by the sender and discarded by the receiver.
Editor's note:	The encoding of the Protocol Description IE is FFS. PDU Set Information in RTP/SRTP header, extension header and/or payload is pending SA4 progress on SA4 5G_RTP WI.


* * * End of Changes * * * *

