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* * * First Change * * * *
[bookmark: _Toc122090695][bookmark: _Toc98142557][bookmark: _Toc35971390][bookmark: _Toc510696598]6.y	Npkmf_ResolveRemoteUserId Service API
[bookmark: _Toc122090696][bookmark: _Toc98142558][bookmark: _Toc35971391][bookmark: _Toc510696599]6.y.1	Introduction
[bookmark: _Toc510696600]The Npkmf_ResolveRemoteUserId shall use the Npkmf_ResolveRemoteUserId API.
The API URI of the Npkmf_ResolveRemoteUserId API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [6], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [6].
-	The <apiName> shall be "npkmf-rrui".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.y.3.
[bookmark: _Toc122090697][bookmark: _Toc98142559][bookmark: _Toc35971392]6.y.2	Usage of HTTP
[bookmark: _Toc122090698][bookmark: _Toc98142560][bookmark: _Toc35971393][bookmark: _Toc510696601]6.y.2.1	General
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [8], shall be used as specified in clause 5 of 3GPP TS 29.500 [5].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [5].
The OpenAPI [7] specification of HTTP messages and content bodies for the Npkmf_ResolveRemoteUserId API is contained in Annex A.
[bookmark: _Toc122090699][bookmark: _Toc98142561][bookmark: _Toc35971394]6.y.2.2	HTTP standard headers
[bookmark: _Toc122090700][bookmark: _Toc98142562][bookmark: _Toc35971395][bookmark: _Toc510696603]6.y.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [5] for the usage of HTTP standard headers.
[bookmark: _Toc122090701][bookmark: _Toc98142563][bookmark: _Toc35971396]6.y.2.2.2	Content type
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [9], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [5]. The use of the JSON format shall be signalled by the content type "application/json".
[bookmark: _Hlk525213471][bookmark: _Hlk525213025]"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [10].
[bookmark: _Toc122090702][bookmark: _Toc98142564][bookmark: _Toc35971397]6.y.2.3	HTTP custom headers
[bookmark: _Toc510696606][bookmark: _Toc492974840][bookmark: _Toc492973142][bookmark: _Toc492972922][bookmark: _Toc492967834][bookmark: _Toc492900032][bookmark: _Toc492899753][bookmark: _Toc489605322][bookmark: _Toc122090703][bookmark: _Toc98142565][bookmark: _Toc35971398][bookmark: _Toc510696607]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [5] shall be applicable, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [5] may be supported.
6.y.3	Resources
[bookmark: _Toc122090704][bookmark: _Toc98142566][bookmark: _Toc35971399][bookmark: _Toc510696608]6.y.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.y.3.1-1 describes the resource URI structure of the Npkmf_ResolveRemoteUserId API.


 
Figure 6.y.3.1-1: Resource URI structure of the Npkmf_ResolveRemoteUserId API
Table 6.y.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.y.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Resolve Remote User ID
	/prose-resolution
	get
(POST)
	ResolveRemoteUserId service operation



[bookmark: _Toc122090705][bookmark: _Toc98142567][bookmark: _Toc35971400][bookmark: _Toc510696609]6.y.3.2	Resource: Resolve Remote User ID
[bookmark: _Toc122090706][bookmark: _Toc98142568][bookmark: _Toc35971401][bookmark: _Toc510696610]6.y.3.2.1	Description
This resource represents resolving Remote User ID by the PKMF.
[bookmark: _Toc122090707][bookmark: _Toc98142569][bookmark: _Toc35971402][bookmark: _Toc510696612]6.y.3.2.2	Resource Definition
Resource URI: {apiRoot}/<apiName>/<apiVersion>/prose-resolution
This resource shall support the resource URI variables defined in table 6.y.3.2.2-1.
Table 6.y.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.y.1



[bookmark: _Toc122090708][bookmark: _Toc98142570][bookmark: _Toc35971403]6.y.3.2.3	Resource Standard Methods
There is no standard method supported by the resource.
[bookmark: _Toc122090709][bookmark: _Toc98142573][bookmark: _Toc35971406][bookmark: _Toc510696615]6.y.3.2.4	Resource Custom Operations
[bookmark: _Toc122090710][bookmark: _Toc98142574][bookmark: _Toc35971407][bookmark: _Toc510696616]6.y.3.2.4.1	Overview
[bookmark: _Toc510696617]Table 6.y.3.2.4.1-1: Custom operations
	Operation name
	Custom operaration URI
	Mapped HTTP method
	Description

	get
	{resourceUri}/get
	POST
	ResolveRemoteUserId service operation



[bookmark: _Toc122090711][bookmark: _Toc98142575][bookmark: _Toc35971408]6.y.3.2.4.2	Operation: get
[bookmark: _Toc122090712][bookmark: _Toc98142576][bookmark: _Toc35971409][bookmark: _Toc510696618]6.y.3.2.4.2.1	Description
This custom operation requests to resolve the Remote User ID by the PKMF.
[bookmark: _Toc122090713][bookmark: _Toc98142577][bookmark: _Toc35971410][bookmark: _Toc510696619]6.y.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.y.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.y.3.2.4.2.2-2.
Table 6.y.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ResolveReqData
	M
	1
	Resolve Request Data, including the Remote User ID of the 5G ProSe Remote UE and the HPLMN ID of the 5G ProSe Remote UE if UP-PRUK ID used as Remote User ID is not in NAI format.



Table 6.y.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ResolveRspData
	M
	1
	200 OK
	Resolve Response Data, including the SUPI of the 5G ProSe Remote UE.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	403 Not Found
	The "cause" attribute shall be set to one of the following application error:
- UE_NOT_AUTHORIZED
See table 6.y.7.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute shall be set to one of the following application error:
- UE_NOT_FOUND
See table 6.y.7.3-1 for the description of these errors.

	NOTE1:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.y0.9.1 of 3GPP TS 29.500 [4].



Table 6.y.3.2.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target PKMF (service) instance ID towards which the request is redirected



Table 6.y.3.2.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target PKMF (service) instance ID towards which the request is redirected



[bookmark: _Toc122090714][bookmark: _Toc98142578][bookmark: _Toc35971413][bookmark: _Toc510696622]6.y.4	Custom Operations without associated resources
There is no custom operation without associated resources supported in Npkmf_ResolveRemoteUserId Service.
[bookmark: _Toc122090715][bookmark: _Toc98142584][bookmark: _Toc35971419][bookmark: _Toc510696628]6.y.5	Notifications
There is no notification defined for Npkmf_ResolveRemoteUserId service.
[bookmark: _Toc122090716]6.y.6	Data Model
[bookmark: _Toc122090717][bookmark: _Toc98142592][bookmark: _Toc35971428][bookmark: _Toc510696633]6.y.6.1	General
This clause specifies the application data model supported by the API.
Table 6.y.6.1-1 specifies the data types defined for the Npkmf_ResolveRemoteUserId service based interface protocol.
Table 6.y.6.1-1: Npkmf_ResolveRemoteUserId specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	ResolveReqData
	6.y.6.2.2
	Resolve Request Data, including the Remote User ID of the 5G ProSe Remote UE and the HPLMN ID of the 5G ProSe Remote UE if UP-PRUK ID used as Remote User ID is not in NAI format.
	

	ResolveRspData
	6.y.6.2.3
	Resolve Response Data, including the SUPI of the 5G ProSe Remote UE.
	



Table 6.y.6.1-2 specifies data types re-used by the Npkmf_ResolveRemoteUserId service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npkmf_ResolveRemoteUserId service based interface.
Table 6.y.6.1-2: Npkmf_ResolveRemoteUserId re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Supi
	3GPP TS 29.571 [15]
	Supi
	

	PlmnId
	3GPP TS 29.571 [15]
	PLMN Identity
	

	PrukId
	6.1.6.3
	User Plane Prose Remote User Key ID
	



[bookmark: _Toc122090718][bookmark: _Toc98142593][bookmark: _Toc35971429][bookmark: _Toc510696634]6.y.6.2	Structured data types
[bookmark: _Toc122090719][bookmark: _Toc98142594][bookmark: _Toc35971430][bookmark: _Toc510696635]6.y.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc122090720][bookmark: _Toc98142595][bookmark: _Toc35971431][bookmark: _Toc510696636]6.y.6.2.2	Type: ResolveReqData
Table 6.y.6.2.2-1: Definition of type ResolveReqData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	prukId
	PrukId
	M
	1
	This IE shall indicate the UP-PRUK ID from the 5G ProSe Remote UE.
	

	hPlmnId
	PlmnId
	O
	0..1
	HPLMN ID of the 5G ProSe Remote UE
	



[bookmark: _Toc122090721][bookmark: _Toc98142596][bookmark: _Toc35971432][bookmark: _Toc510696637]6.y.6.2.3	Type: ResolveRspData
Table 6.y.6.2.3-1: Definition of type ResolveRspData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	This IE shall indicate the SUPI. 
	



[bookmark: _Toc122090722][bookmark: _Toc98142597][bookmark: _Toc35971433][bookmark: _Toc510696638]6.y.6.3	Simple data types and enumerations
[bookmark: _Toc122090723][bookmark: _Toc98142598][bookmark: _Toc35971434][bookmark: _Toc510696639]6.y.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc122090724][bookmark: _Toc98142599][bookmark: _Toc35971435][bookmark: _Toc510696640]6.y.6.3.2	Simple data types
The simple data types defined in table 6.y.6.3.2-1 shall be supported.
Table 6.y.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	
	
	



[bookmark: _Toc122090725][bookmark: _Toc98142602][bookmark: _Toc35971438][bookmark: _Toc510696643]6.y.6.4	Data types describing alternative data types or combinations of data types
There is no data type describing alternative data types or combinations of data types in Npkmf_ResolveRemoteUserId Service.
[bookmark: _Toc122090726][bookmark: _Toc98142605][bookmark: _Toc35971441][bookmark: _Toc510696646]6.y.6.5	Binary data
There is no binary data type in Npkmf_ResolveRemoteUserId Service.
[bookmark: _Toc122090727][bookmark: _Toc98142608][bookmark: _Toc35971443][bookmark: _Toc510696647]6.y.7	Error Handling
[bookmark: _Toc122090728][bookmark: _Toc98142609][bookmark: _Toc35971444]6.y.7.1	General
For the Npkmf_ResolveRemoteUserId API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [6]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [5] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [5].
In addition, the requirements in the following clauses are applicable for the Npkmf_ResolveRemoteUserId API.
[bookmark: _Toc122090729][bookmark: _Toc98142610][bookmark: _Toc35971445]6.y.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [5].
[bookmark: _Toc122090730][bookmark: _Toc98142611][bookmark: _Toc35971446]6.y.7.3	Application Errors
The application errors defined for the Npkmf_ResolveRemoteUserId service are listed in Table 6.y.7.3-1.
Table 6.y.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UE_NOT_AUTHORIZED
	403 Forbidden
	The UE is not authorized for the requested service.


	UE_NOT_FOUND
	404 Not Found
	The UE indicated by the related to the UP-PRUK ID is not found in the PKMF.



[bookmark: _Toc35971447][bookmark: _Toc510696648][bookmark: _Toc508287269][bookmark: _Toc508285804][bookmark: _Toc493774060][bookmark: _Toc492973140][bookmark: _Toc492972920][bookmark: _Toc492967832][bookmark: _Toc492900030][bookmark: _Toc492899751]
[bookmark: _Toc122090731][bookmark: _Toc98142612]6.y.8	Feature negotiation
The optional features in table 6.y.8-1 are defined for the Npkmf_ResolveRemoteUserId API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [5].
Table 6.y.8-1: Supported Features
	Feature number
	Feature Name
	Description

	N/A
	
	



[bookmark: _Toc122090732][bookmark: _Toc98142613][bookmark: _Toc35971448][bookmark: _Toc532994477][bookmark: _Hlk525137310][bookmark: _Toc510696649]6.y.9	Security
As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [5], the access to the Npkmf_ResolveRemoteUserId API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Npkmf_ResolveRemoteUserId API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Npkmf_ResolveRemoteUserId service.
[bookmark: _Hlk530142087]The Npkmf_ResolveRemoteUserId API defines a single scope "npkmf-rrui" for OAuth2 authorization (as specified in 3GPP TS 33.501 [11]) for the entire service, and it does not define any additional scopes at resource or operation level.
[bookmark: _Toc122090733][bookmark: _Toc98142614][bookmark: _Toc85878717][bookmark: _Toc56677316][bookmark: _Toc56691839][bookmark: _Toc56699103][bookmark: _Toc75850203]6.y.10	HTTP redirection
[bookmark: tsgNames]An HTTP request may be redirected to a different 5G PKMF service instance, within the same 5G PKMF or a different 5G PKMF of an 5G PKMF set, e.g. when an 5G PKMF service instance is part of an 5G PKMF (service) set or when using indirect communications (see 3GPP TS 29.500 [5]).
An SCP that reselects a different 5G PKMF producer instance will return the NF Instance ID of the new 5G PKMF producer instance in the 3gpp-Sbi-Producer-Id header, as specified in clause 6.10.3.4 of 3GPP TS 29.500 [5].
If an 5G PKMF within an 5G PKMF set redirects a service request to a different 5G PKMF of the set using an 307 Temporary Redirect or 308 Permanent Redirect status code, the identity of the new 5G PKMF towards which the service request is redirected shall be indicated in the 3gpp-Sbi-Target-Nf-Id header of the 307 Temporary Redirect or 308 Permanent Redirect response as specified in clause 6.10.9.1 of 3GPP TS 29.500 [5].

 * * * Next Change * * * *
[bookmark: _Toc130814933][bookmark: _Toc122083107]A.z	Npkmf_ResolveRemoteUserId API
openapi: 3.0.0
info:
  version: '1.0.0'
  title: 'Npkmf_ResolveRemoteUserId'
  description: |
    PKMF Resolve Remote User Id Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.559 V17.2.0; 5G System; 5G ProSe Key Management Services; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.559/

servers:
  - url: '{apiRoot}/npkmf-rrui/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - npkmf-rrui

paths:
  /prose-resolution/get:
    post:
      summary: Request to resolve the Remote User ID
      operationId: ProseResolution
      tags:
        - Resolve Remote User ID
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ResolveReqData'
      responses:
        '200':
          description: Success
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ResolveRspData'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            npkmf-rrui: Access to the Npkmf_ResolveRemoteUserId API

  schemas:
#
#  Structured Data Types
#
    ResolveReqData:
      description: Representation of the Resolve Request Data.
      type: object
      properties:
        prukId:
          $ref: '#/components/schemas/PrukId'
        hPlmnId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
      required:
        - prukId

    ResolveRspData:
      description: Representation of the Resolve Response Data.
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      required:
        - supi

#
#  Simple Data Types
#


#
#  Enumeration Data Types
#

* * * End of Changes * * * *
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