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1. Introduction
This pCR is to introduce the Ndcmf_MRM API definition.
2. Reason for Change
Introduce the Ndcmf_MRM API definition.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.176.

[bookmark: _Hlk61529092]* * * First Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc132822824][bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc132822832]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _MCCTEMPBM_CRPT13930000___5][6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[x]	IETF RFC 6902: " JavaScript Object Notation (JSON) Patch".
[y]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[z]	IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer".
[xx]	IETF RFC 8122: "Comedia over TLS in SDP".

* * * Next Change * * * *
[bookmark: _Toc510696597][bookmark: _Toc35971389][bookmark: _Toc132822843]6	API Definitions
[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc132822844]6.1	Ndcmf_MRM Service API
[bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc132822845]6.1.1	Introduction
This clause specifies the API Name and Version.
[bookmark: _Toc510696600]The Ndcmf_MRM service <Service 1> shall use the <Service 1>Ndcmf_MRM  API.
The API URI of the <Service 1>Ndcmf_MRM API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "<service 1 API name>ndcmf_mrm".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.3.
[bookmark: _Toc35971392][bookmark: _Toc132822846]6.1.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc132822847]6.1.2.1	General
This clause will include a reference to TS 29.500 for the description of the Transport and HTTP/2.0 protocol requirements and for the security requirements.
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the <API Name>Ndcmf_MRM API is contained in Annex A.
[bookmark: _Toc35971394][bookmark: _Toc132822848]6.1.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc35971395][bookmark: _Toc132822849]6.1.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
Add specific information for the API if applicable.
[bookmark: _Toc35971396][bookmark: _Toc132822850]6.1.2.2.2	Content type
This clause will indicate the encoding of HTTP requests/responses and the applicable MIME media type for the related Content-Type header. Adjust the text below if additional payload types are used e.g. for HATEOAS..
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
The use of JSON Patch (IETF RFC 6902 [x]) format in a HTTP request body shall be signaled by the content type "application/json-patch+json".
[bookmark: _Toc35971397][bookmark: _Toc132822851]6.1.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be supported, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [4] may be supported.
Add specific information for the API if applicable.
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc132822852]6.1.3	Resources
[bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc132822853][bookmark: _Toc510696609][bookmark: _Toc35971400]6.1.3.1	Overview
This clause will describe the structure for the Resource URIs and the resources and methods used for the service.
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.1.3.1-1 depicts the resource URIs structure for the <Service1>Ndcmf_MRM API.


Example:


Figure 6.1.3.1-1: Resource URI structure of the Ndcmf_MRM API

Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource purpose/name
	Resource URI (relative path after API URI)
	HTTP method or custom operation
	Description (service operation)

	<Resource name>
	<relative path after API URI>
	GET
	<Operation executed by GET>

	
	
	PUT
	<Operation executed by PUT>

	
	
	PATCH
	<Operation executed by PATCH>

	
	
	POST
	<Operation executed by POST>

	
	
	DELETE
	<Operation executed by DELETE>

	
	
	Custom operation
	<Operation executed by custom operation>



	Resource purpose/name
	Resource URI (relative path after API URI)
	HTTP method or custom operation
	Description (service operation)

	Contexts Collection
	/contexts
	POST
	Creates a new Individual Context resource.

	Individual Context
	/contexts/{contextId}
	PATCH
	Updates an existing Individual Context resource identified by {contextId}

	
	
	DELETE
	Deletes an existing Individual Context resource identified by {contextId}.




[bookmark: _Toc132822854]6.1.3.2	Resource: <resource 1>Contexts Collection
Where <resource 1> is to be replaced by the resource name, e.g. PduSession.
[bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc132822855]6.1.3.2.1	Description
The Contexts Collection resource represents a collection of contexts created by NF service consumers of Ndcmf_MRM service at a given DCMF. The resource is modelled as Collection resource archetype (see clause C.2 of 3GPP TS 29.501 [2]).clause will specify what the resource represents or what it is used for.

[bookmark: _Toc35971402][bookmark: _Toc132822856][bookmark: _Toc510696612][bookmark: _Toc35971403]6.1.3.2.2	Resource Definition
This clause will describe the Resource URI and the supported resource variables. "<apiName>" and "<apiVersion>" are placeholders (not resource URI variables) which are ultimately replaced by their values defined in clause 6.1.1. The "<apiName>" placeholder should hence be replaced by its value (e.g. "nudm-sdm") as defined in clause 6.1.1. However, for the sake of simplicity and in order to avoid to have to update all the occurrences of the API version when the latter is changed, the "<apiVersion>" should be kept in the resource URI when present in the core of the specification.
Resource URI: {apiRoot}/ndcmf_mrm<apiName>/<apiVersion>/xxxcontexts
The <apiVersion> shall be set as described in clause 6.3.1.
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	<name>
	<type>
	<definition>



[bookmark: _Toc132822857]6.1.3.2.3	Resource Standard Methods
The following clauses will specify the standard methods supported by the resource.
It will describe, for each method, the use of the method, the URI query parameters supported by the method, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc510696635][bookmark: _Toc35971430]6.1.3.2.3.1	< method 1 >POST
This clause will specify the meaning of the method applied on the resource.
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the <method 1>POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a<name> or n/a
	<type> or <leave empty>
	<M, C or O>
	0..1 or 1 or 0..N or 1..N or <leave empty>
	<only if applicable>
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the <method 1>POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/aMediaContext
	"M", "C" or "O"M
	"0..1", "1", or "M..N", or <leave empty>1
	<only if applicable>Creates a new Individual Context resource



Table 6.1.3.2.3.1-3: Data structures supported by the <method 1>POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)" or n/aMediaContext
	"M", "C" or "O"M
	"0..1", "1", or "M..N", or <leave empty>1
	<list applicable codes with name from the applicable RFCs>201 Created
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>The creation of an Individual Media Context resource is confirmed and a representation of that resource is returned.

	NOTE:	The manadatory HTTP error status code for the <method 1>POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



Table 6.1.3.2.3.1-4: Headers supported by the <e.g. GET> method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	<header name> 
	<data type>
e.g. string
	"M", "C" or "O"
	"0..1", "1", "1..N",  "1..N", or <leave empty>
	<description>



Table 6.1.3.2.3.1-54: Headers supported by the <e.g. 200>201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
<header name> 
	string
<data type>
e.g. string
	M"M", "C" or "O"
	1
"0..1", "1", "1..N",  "1..N", or <leave empty>
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/ndcmf-mrm/<apiVersion>/contexts/{contextId}.<description>



Table 6.1.3.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	<link name>
e.g. search
	<resource 1>
e.g. Stored Search (Document)
	<method 1>
e.g. GET
	<parameter>
e.g. searchId
	<description of the link>



[bookmark: _Toc510696614][bookmark: _Toc35971405]6.1.3.2.3.2	< method 2 >
And so on if there are more than two methods supported by the resource. Same structure as in clause 6.1.3.2.3.1.
[bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc132822858]6.1.3.2.4	Resource Custom Operations
None in the release of this specification.
The following clauses will specify the custom operations supported by the resource.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696616][bookmark: _Toc35971407]6.1.3.2.4.1	Overview
[bookmark: _Toc510696617]Table 6.1.3.2.4.1-1: Custom operations
	Operation name
	Custom operaration URI
	Mapped HTTP method
	Description

	<custom operation name>
	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	
	



[bookmark: _Toc35971408]6.1.3.2.4.2	Operation: < operation 1 >
This clause will specify the meaning of the operation applied on the resource.
[bookmark: _Toc510696618][bookmark: _Toc35971409]6.1.3.2.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696619][bookmark: _Toc35971410]6.1.3.2.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.3.2.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696620][bookmark: _Toc35971411]6.1.3.2.4.3	Operation: < operation 2 >
And so on if there are more than two operations supported by the resource. Same structure as in clause 6.1.3.2.4.1.
[bookmark: _Toc510696621][bookmark: _Toc35971412][bookmark: _Toc132822859]6.1.3.3	Resource: <resource 2>Individual Context
6.1.3.3.1	Description
The Individual Context resource represents an individual context created by the NF service consumers of Ndcmf_MRM service at a given DCMF. This resource is modelled as the Document resource archetype (see clause C.1 of 3GPP TS 29.501 [2]).
6.1.3.3.2	Resource Definition
Resource URI: {apiRoot}/ndcmf_mrm/<apiVersion>/contexts/{contextId}
The <apiVersion> shall be set as described in clause 6.3.1.
This resource shall support the resource URI variables defined in table 6.1.3.3.2-1.
Table 6.1.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	String
	See clause 6.1.1

	contextId
	String
	Identifies an individual context to the Ndcmf_MRM service.



6.1.3.3.3	Resource Standard Methods
6.1.3.3.3.1	PATCH
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(MediaContextUpdateItem)
	M
	1..N
	Document describes the modification(s) to an Individual Context resource.



Table 6.1.3.3.3.1-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	array(TerminationInfo)
	M
	1..N
	200 OK
	Represents a successful update on termination information. 

	ProblemDetails
	O
	0..1
	403 Forbidden
	Indicates the modification of subscription has failed due to application error.

The "cause" attribute may be used to indicate one of the following application errors:
-	MEDIAID_CONFLICT
-	MEDIA_CONNECTION_CHANGED

	ProblemDetails
	O
	0..1
	404 Not Found
	Indicates the modification of subscription has failed due to application error.

The "cause" attribute may be used to indicate one of the following application errors:
[bookmark: _PERM_MCCTEMPBM_CRPT03410206___2]-	CONTEXT_NOT_FOUND

	NOTE 1:	The manadatory HTTP error status code for the PATCH method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



6.1.3.3.3.2	DELETE
This method shall support the URI query parameters specified in table 6.1.3.3.3.2-1.
Table 6.1.3.3.3.2-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.3-2 and the response data structures and response codes specified in table 6.1.3.3.3.3-3.
Table 6.1.3.3.3.2-2: Data structures supported by the DELETE Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 6.1.3.3.3.2-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No content
	

	Problem Details
	O
	0..1
	404 Not Found
	Indicates the deletion of the context has failed due to application error.

The "cause" attribute may be used to indicate one of the following application errors:
-	CONTEXT_NOT_FOUND

	NOTE 1:	The manadatory HTTP error status code for the DELETE method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.




6.1.3.3.4	Resource Custom Operations
None in the release of specification.

And so on if there are more than two resources supported by the service. Same structure as in clause 6.1.3.2.
[bookmark: _Toc510696622][bookmark: _Toc35971413][bookmark: _Toc132822860]6.1.4	Custom Operations without associated resources
None in this release of specification.
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc132822861]6.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
Table 6.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	<custom operation URI>
	e.g.POST
	<Operation executed by Custom operation>

	
	
	



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc132822862]6.1.4.2	Operation: <operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc132822863]6.1.4.2.1	Description
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc132822864]6.1.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 6.1.4.2.2-1 and 6.1.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696627][bookmark: _Toc35971418][bookmark: _Toc132822865]6.1.4.3	Operation: < operation 2>
And so on if there are more than one custom operations supported by the service. Same structure as in clause 6.1.4.2.
[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc132822866]6.1.5	Notifications
None in this release of specification.
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc132822867]6.1.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
[bookmark: _Toc510696630][bookmark: _Toc510696632]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 6.1.5.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	<notification 1>
e.g. Status Change Notification

	< Callback URI >
e.g. {StatusCallbackUri}
	
e.g POST
	
e.g. Notify Event 

	
	
	
	



[bookmark: _Toc35971421][bookmark: _Toc132822868]6.1.5.2	<notification 1>
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc132822869][bookmark: _Toc510696631]6.1.5.2.1	Description
The Event Notification is used by the NF service producer to report one or several observed Events to a NF service consumer that has subscribed to such Notifications.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc132822870]6.1.5.2.2	Target URI
The Callback URI "{notifUri}" shall be used with the callback URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Callback URI variables
	Name
	Definition

	notifUri
	String formatted as URI with the Callback Uri



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc132822871]6.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425]6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-1.
Table 6.1.5.2.3.1-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1", or "M..N", or <leave empty>
	<only if applicable>



Table 6.1.5.2.3.1-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response codes
	Description

	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N", or <leave empty>
	<list applicable codes with name from the applicable RFCs>
	<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc35971426][bookmark: _Toc132822872]6.1.5.3	<notification 2>
And so on if there are more than one notifications supported by the service. Same structure as in clause 6.1.5.2.
[bookmark: _Toc35971427][bookmark: _Toc132822873]6.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc132822874][bookmark: _Toc510696634][bookmark: _Toc35971429]6.1.6.1	General
This clause specifies the application data model supported by the API.
Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).
Table 6.1.6.1-1 specifies the data types defined for the <Service name, e.g. Nmbsmf_TMGI, or Nmbsmf_MBSSession, etc.>Ndcmf_MRM service based interface protocol.
Table 6.1.6.1-1: <Service name, e.g. Nmbsmf_TMGI>Ndcmf_MRM specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	MediaContext
	6.1.6.2.2
	Represents an individual context resource on DCMF.
	

	TerminationInfo
	6.1.6.2.3
	Represents the termination information.
	

	MediaInfo
	6.1.6.2.4
	Represents the media Information.
	

	Endpoint
	6.1.6.2.5
	Represents the endpoint information of the Mb interface.
	

	DcStream
	6.1.6.2.6
	Represents the SCTP stream information of the DC.
	

	MediaContextUpdateItem
	6.1.6.2.7
	Represents the modifications to an individual context.
	

	MediaType
	6.1.6.3.3
	Enumeration for the media type.
	

	SecuritySetup
	6.1.6.3.4
	Enumeration for the security setup.
	

	MediaProxy
	6.1.6.3.5
	Enumeration for the media configuration proxy.
	



Table 6.1.6.1-2 specifies data types re-used by the <Service name, e.g. Nmbsmf_TMGI, or Nmbsmf_MBSSession, etc.>Ndcmf_MRM service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the <Service name, e.g. Nmbsmf_TMGI, or Nmbsmf_MBSSession, etc.>Ndcmf_MRM service based interface.
Table 6.1.6.1-2: <Service name, e.g. Nmbsmf_TMGI, or Nmbsmf_MBSSession>Ndcmf_MRM re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	ipAddr
	3GPP TS 29.571 [y]
	
	

	Uri
	3GPP TS 29.571 [y]
	
	

	ProblemDetails
	3GPP TS 29.571 [y]
	Problem Details
	



[bookmark: _Toc132822875]6.1.6.2	Structured data types
This clause will specify the structured data types.
[bookmark: _Toc132822876]6.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc132822877]6.1.6.2.2	Type: <TypeName 1>MediaContext
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements.
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 6.1.6.2.2-1: Definition of type <TypeName 1>MediaContext
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	contextId
	string
	C
	0..1
	Identifies a specific context. It is assigned by the DCMF when creating a new context, i.e. Ndcmf_MRM_Create operation.
	

	terminations
	array(TerminationInfo)
	M
	1..N
	Represents the media terminations 
	



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc132822878]6.1.6.2.3	Type: <TypeName 2>TerminationInfo
And so on if there are more types to specify.Table 6.1.6.2.3-1: Definition of type TerminationInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	terminationId
	string
	C
	0..1
	Identifies a specific media termination. 
It is assigned by the DCMF when creating a new termination.
It shall be included in the response of adding a new media termination, i.e., the Ndcmf_MRM_Create operation and in the Ndcmf_MRM_Update operation with adding a new termination.
	

	medias
	array(MediaInfo)
	M
	1..N
	Represent the list of media resources for one or multiple medias on the Mb interface.
	



6.1.6.2.4	Type: MediaInfo
Table 6.1.6.2.4-1: Definition of type MediaInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	mediaId
	string
	M
	1
	Identifies a media stream, e.g. data channel.
	

	mediaResourceType
	MediaResourceType
	M
	1
	Represents the media resource type, e.g. DC, AR.
	

	localMbEndpoint
	Endpoint
	C
	0..1
	Represents the local IP address and port number of the local endpoint of DCMF on the Mb interface. 
It will be allocated by DCMF.
It shall be contained in the response when creating a new media stream, i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination.
(NOTE 1)
	

	remoteMbEndpoint
	Endpoint
	C
	0..1
	Represents the IP address and port number of the remote endpoint on the Mb interface, e.g. remote UE. 
It shall be contained in the request of creating a new media stream, i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination. It can be Null when originating a new media.
(NOTE 1)
	

	mediaProxyConfig
	MediaProxy
	C
	0..1
	Represents the media proxy configuration. 
It shall be contained if the mediaResourceType is set to "DC".
For bootstrap data channel. 
	

	repalceHttpUrl
	Uri
	C
	0..1
	Represents URL for the specific IMS subscriber when requesting the application list (e.g. graphical user interface) via the MDC1 interface. 
It shall be included if the mediaResourceType is set to "DC" and the mediaId represents a bootstrap data channel and streamId is 0 or 100.
	

	remoteMdc1Endpoint
	Endpoint
	C
	0..1
	Represents the remote MDC1 media endpoint information, i.e. the IP address and port number of DCSF.
It shall be included if the mediaResourceType is set to "DC" and the mediaId represents a bootstrap data channel.
	

	remoteMdc2Endpoint
	Endpoint
	C
	0..1
	Represents the remote MDC2 media endpoint address, i.e. the IP address and port number of DC AS.
It shall be included if the mediaResourceType is set to "DC" and the mediaId represents a P2A/A2P application data channel and the mediaProxyConfig is set "HTTP".
	

	mdc2Protocol
	string
	O
	0..1
	Represents the transport layer protocols for MDC2 interface. 
It may be included when mediaProxyConfig is set "HTTP" and remoteMdc2Endpoint is present.
This IE is formatted as the following pattern, for example:
'UDP/DTLS/SCTP'
	

	streams
	array(DcStream)
	C
	1..N
	Represents the data channel mapping and configuration information when originating/terminating data channel media flows on the Mb interface.
It shall be contained if the mediaResourceType is set "DC".
	

	maxMessageSize
	integer
	O
	0..1
	Represents the maximum size of to be expected.
It shall be contained if the mediaResourceType is set "DC".
	

	localSctpPort
	integer
	C
	0..1
	Represents the port for the Data Channel. 
It will be allocated by DCMF.
It shall be contained in the response when creating a new media stream, i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination and the mediaResourceType is set to "DC".
(NOTE 1)
	

	remoteSctpPort
	integer
	C
	0..1
	Represents the port for the Data Channel on the Mb interface. 
It shall be contained in the request when creating a new media stream , i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination and the mediaResourceType is set to "DC".
(NOTE 1)
	

	securitySetup
	SecuritySetup
	C
	0..1
	Represents the security set up of the DTLS association.
It shall be contained if the mediaResourceType is set "DC".
	

	localTlsId
	string
	C
	0..1
	Represents the local TLS ID on DCMF.
It is allocated by DCMF for the media on Mb interface.
It shall be contained in the response when creating a new media stream, i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination, and mediaResourceType is set "DC".
(NOTE 1)
	

	remoteTlsId
	string
	C
	0..1
	Represents the remote TLS ID for the media stream on the Mb interface. 
It shall be contained in the request when creating a new media stream i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination, and mediaResourceType is set "DC".
(NOTE 1)
	

	localFingerprint
	string
	C
	0..1
	Represents the certificate fingerprint for the local DTLS association. 
It is allocated by DCMF for the media on the Mb interface. 
It shall be contained in the response when creating a new media stream i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination, and mediaResourceType is set "DC".
(NOTE 1) (NOTE 2)
	

	remoteFingerprint
	string
	C
	0..1
	Represents the certificate fingerprint for the remote DTLS association on the Mb interface. 
It shall be contained in the request when creating a new media stream i.e. Ndcmf_MRM_Create operation or Ndcmf_MRM_Update operation with adding a new termination or adding a media in an existing termination, and mediaResourceType is set "DC".
(NOTE 1) (NOTE 2)
	

	NOTE 1:	The IE cannot be changed once the media has been established.
NOTE 2:	The fingerprint is formatted as the pattern defined in IETF RFC 8122 [xx]. For example: 
'SHA-1 4A:AD:B9:B1:3F:82:18:3B:54:02:12:DF:3E:5D:49:6B:19:E5:7C:AB'.



6.1.6.2.5	Type: Endpoint
Table 6.1.6.2.5-1: Definition of type Endpoint
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	ip
	ipAddr
	M
	0..1
	Represent the IP address of the endpoint
	

	port
	integer
	M
	0..1
	Represent the UDP port of the endpoint.
	



6.1.6.2.6	Type: DcStream
Table 6.1.6.2.6-1: Definition of type MediaInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	streamId
	integer
	M
	1
	Identifies the SCTP stream.
	

	subprotocol
	string
	O
	0..1
	Represents the subprotocol of the SCTP stream. 
It defaults to "http" if the mediaId represents bootstrap data channel. (NOTE 1)
	

	order
	boolean
	O
	0..1
	Represents the stream is ordered or not, "true" for ordered delivery and "false" for unordered delivery. (NOTE 1)
	

	maxRetry
	integer
	O
	0..1
	Represents the maximal number of the times a message will be retransmitted.
Default value: 0
  (NOTE 1)
	

	maxTime
	integer
	O
	0..1
	Represents the maximal lifetime in milliseconds after which a message will no longer be transmitted or retransmitted.
Default value: 0.
 (NOTE 1)
	

	priority
	integer
	O
	0..1
	Represents the priority of data channel relative to other data channels.
Default value: 256.
(NOTE 1)
	

	NOTE 1:	The IE cannot be changed once the media has been established.



6.1.6.2.7	Type: MediaContextUpdateItem
Table 6.1.6.2.7-1: Definition of type MediaContextUpdateItem
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	op
	string
	M
	1
	This IE indicates the path operation as defined in IETF RFC 6902 [x] to be performed on resource.
This IE shall support the following values:
Enum: "add"
Enum: "replace"
Enum: "remove"
	

	path
	string
	M
	1
	This IE contains a JSON pointer value (as defined in IETF RFC 6901 [z]) that references a location of a resource on which the patch operation shall be performed.

This IE shall contain the JSON pointer to a valid index of the "/contextId" array in the Individual Context, formatted with following pattern:
'\/contexts\/[0-]$|\/terminations/\/[1-9][0-9]*$'

Example:
"/terminations/0" stands for the first member of the array;
"/terminations/10" stands for the 11th member of the array;
"/terminations/-" stands for a new (non-existent) member after the last existing array element. Only allowed with "add" operation.
	

	value
	TerminationInfo
	C
	0..1
	This IE indicates a new Termination information to be added or updated value of an existing termination information to be modified. This IE shall be present if the path operation is "add" and "replace".
	



[bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc132822879]6.1.6.3	Simple data types and enumerations
This clause will define simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc132822880]6.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc132822881]6.1.6.3.2	Simple data types
[bookmark: _Toc510696641][bookmark: _Toc35971436]The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	



[bookmark: _Toc132822882]6.1.6.3.3	Enumeration: <EnumType1>MediaResourceType
The enumeration <EnumType1>MediaResourceType represents <something>media resource type. It shall comply with the provisions defined in table 6.1.6.3.3-1.
Table 6.1.6.3.3-1: Enumeration < EnumType1>MediaFunctionType
	Enumeration value
	Description
	Applicability

	DC
	Represents the media resource type is DC. 
	

	AR
	Represents the media resource type is AR.
	



[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc132822883]6.1.6.3.4	Enumeration: <EnumType2>SecuritySetup
The enumeration SecuritySetup represents the security setup of the DTLS connection. It shall comply with the previsions defined in table 6.1.6.3.4-1.
Table 6.1.6.3.4-1: Enumeration SecuritySetup
	Enumeration value
	Description
	Applicability

	ACTIVE
	Represents the endpoint will initiate an outgoing connection.
	

	PASSIVE
	Represents the endpoint will accept an incoming connection.
	

	ACTPASS
	Represents the endpoint is willing to accept an incoming connection or to initiate an outgoing connection.
	



6.1.6.3.5	Enumeration: MediaProxy
The enumeration MediaProxy represents the media proxy configuration applicable to the media flow. It shall comply with the previsions defined in table 6.1.6.3.5-1.
Table 6.1.6.3.5-1: Enumeration MediaProxy
	Enumeration value
	Description
	Applicability

	HTTP
	Represents the media proxy configuration is HTTP.
	

	UDP
	Represents the media proxy configuration is UDP.
	




And so on if there are more enumerations to define.
[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc132822884]6.1.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc132822885]6.1.6.4.1	Type: <TypeName 1>
The data types describing alternative data types or combinations of data types shall represent an OpenAPI schema object using the "oneOf", "anyOf" or "allOf"  keyword to list alternative or to be combined data types (see the OpenAPI specification [4] and https://swagger.io/docs/specification/data-models/oneof-anyof-allof-not/).
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches , i.e. a list of mutually exclusive alternative data types., as described using the OpenAPI "oneOf" keyword, if the instance matches against one and only one of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of non-exclusive alternative data types, as described using the OpenAPI "anyOf" keyword, if the instance matches against one or more of the alternative data types.
An instance (i.e. a corresponding part of a JSON file to be evaluated against the schema) matches a list of to be combined data types, as described using the OpenAPI "allOf" keyword, if the instance matches against all of the to be combined data types."Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON elements in a JSON object.
"Data type": Data type of the alternative or to be combined data type. If the data type is indicated as "<type>", the alternative or to be combined data type shall be of data type <type>. If the data type is indicated as "array(<type>)", the alternative or to be combined data type shall be an array (see IETF RFC 8259 [3]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the alternative or to be combined data type shall be an object (see IETF RFC 8259 [3]) encoded in the corresponding OpenAPI specification as a map which values are of data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0. For data type "<type>", the cardinality shall be set to "1".
"Description": Describes the meaning and use of the attribute and may contain normative statements.Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.
Applicability: If the type is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [2], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the type can be used with any feature. If no optional features are defined for an API, the applicability column can be omitted for that API.
Table 6.1.6.4.1-1: Definition of type <Type name 1> as a list of <"mutually exclusive alternatives" / "non-exclusive alternatives" / "to be combined data types">
	Data type
	Cardinality
	Description
	Applicability

	"<type>" or "array(<type>)" or "map(<type>)"
	"1" or "M..N"
	<only if applicable>
	



[bookmark: _Toc510696645][bookmark: _Toc35971440][bookmark: _Toc132822886]6.1.6.4.2	Type: <TypeName 2>
And so on if there are more types to specify.
[bookmark: _Toc510696646][bookmark: _Toc35971441][bookmark: _Toc132822887]6.1.6.5	Binary data
This clause will specify what is encoded in binary part, if multipart media type is agreed to be supported by CT4 and is supported by the API. It shall be omitted if not applicable.
[bookmark: _Toc35971442][bookmark: _Toc132822888]6.1.6.5.1	Binary Data Types
[bookmark: _Toc20131002]Table 6.1.6.5.1-1: Binary Data Types
	Name
	Clause defined
	Content type

	< Binary Data 1 >
e.g. N1 SM Message

	< clause >
e.g. 6.1.6.5.2
	<content type>
e.g. vnd.3gpp.5gnas

	
	
	



[bookmark: _Toc132822889]6.1.6.5.2	< Binary Data 1 >
And so on if there are more binary data to specify
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc132822890]6.1.7	Error Handling
This clause will include a reference to the general error handling principles specified in TS 29.501, and further specify any general error handling aspect specific to the API, if any Error handling specific to each method (and resource) is specified in clauses 6.1.3. and 6.1.4.
[bookmark: _Toc35971444][bookmark: _Toc132822891]6.1.7.1	General
For the <API Name>Ndcmf_MRM API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the <API Name>Ndcmf_MRM API.
[bookmark: _Toc35971445][bookmark: _Toc132822892]6.1.7.2	Protocol Errors
No specific procedures for the <API name>Ndcmf_MRM service are specified.
Or add specific information for the API if applicable.
[bookmark: _Toc35971446][bookmark: _Toc132822893]6.1.7.3	Application Errors
The application errors defined for the <API name>Ndcmf_MRM service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	CONTEXT_NOT_FOUND
	404 Not Found
	Indicates that the requested context is not found in the DCMF.

	MEDIAID_CONFLICT
	403 Forbidden
	Indicates that mediaId which identifies the newly added media has existed within the specific termination.

	MEDIA_CONNECTION_CHANGED
	403 Forbidden
	Indicates that the connection information which has been marked that cannot be changed once the media has established is changed in the request. including the remoteMbEndpoint, localMbEndpoint etc.


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc35971447]
[bookmark: _Toc132822894]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the <API name>Ndcmf_MRM API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	


The feature number is a unique integer number within the API designating the feature. The first feature obtains the number 1, and subsequent features obtain the next numbers (2,3 …).
The feature name is unique name within the API used to designate the feature e.g. in "Applicability" columns of various tables within the API definition.
In the Description column, a description of the feature is provided. A possible withdrawal of the feature is also indicated in the description column; the deficits leading to the withdrawal of the feature are then also explained in that column.
[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc132822895]6.1.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the <API Name>Ndcmf_MRM API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the <API Name>Ndcmf_MRM API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the <API Name>Ndcmf_MRM service.
The <API Name>Ndcmf_MRM API defines a single scope "<API name in lower letters. Composed names are separated with a hyphen, e.g. "label1-label2">ndcmf-mrm" for the entire service, and it does not define any additional scopes at resource or operation level.

* * * End of Changes * * * *
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