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* * * * First change * * * *
[bookmark: _Hlk102052065]5.x	Nupf_GetPrivateUEIPaddr Service
5.x.1	Service Description
The Nupf_GetPrivateUEIPaddr Service enables the UPF to provide the UE IP address information of a PDU session, e.g. to provide the (private) UE IP address when being queried with a NATed UE IP Address, to the NF service consumer, e.g. a NEF. 
Table 5.x.1-1 lists the service operations that are supported by the Nupf_GetPrivateUEIPaddr service.
Table 5.x.1-1: Service operations supported by the Nupf_GetPrivateUEIPaddr service
	Service Operations
	Description
	Operation
Semantics
	Example Consumers

	Get
	Retrieve the UE IP address information of a PDU session, to get e.g., UE's private IP address and optionally the associated IP domain.
	Request / Response
	NEF



* * * * Next change * * * *
5.x.2	Service Operations
5.x.2.1	Introduction
See Table 5.x.1-1 for an overview of the service operations supported by the Nupf_GetPrivateUEIPaddr service.

* * * * Next change * * * *
[bookmark: _Toc11338347][bookmark: _Toc27584950][bookmark: _Toc36456892][bookmark: _Toc45027770][bookmark: _Toc45028605][bookmark: _Toc67681359][bookmark: _Toc122086241]5.x.2.2	Get
[bookmark: _Toc11338348][bookmark: _Toc27584951][bookmark: _Toc36456893][bookmark: _Toc45027771][bookmark: _Toc45028606][bookmark: _Toc67681360][bookmark: _Toc122086242]5.x.2.2.1	General
The Get service operation is used in the following procedure:
-	AF specific UE ID retrieval as specified in clause 4.15.10 of 3GPP TS 23.502 [3]
This service operation is consumed by querying the "ue-ip-info" resource. The request is sent to the UPF hosting the IP address in the query.


Figure 5.x.2.2.1-1: Retrieval of UE IP Info for a PDU session
1.	The NF Service Consumer shall send an HTTP GET request to the resource URI of "ue-ip-info". The input filter criteria for the discovery request shall be included in query parameters, e.g. the UE (public) IP address and Port Number, and optionally DNN and S-NSSAI if provided by the AF.  
2a.	On success, "200 OK" shall be returned. The response body shall include a UeIpInfo object which contains relevant attributes matching the query parameters included in the request message.
2b.	On failure, one of the HTTP status code listed in Table 6.x.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.x.3.2.3.1-3, where applicable. 
On redirection, "307 Temporary Redirect" or "308 Permanent Redirect" shall be returned. A RedirectResponse IE may be included in the payload body of POST response.
* * * * Next change * * * *
[bookmark: _Toc21954272][bookmark: _Toc25048052][bookmark: _Toc34143427][bookmark: _Toc34750897][bookmark: _Toc34751658][bookmark: _Toc35941006][bookmark: _Toc43283906][bookmark: _Toc49762901][bookmark: _Toc51925755][bookmark: _Toc51925856][bookmark: _Toc122098747]6.x	Nupf_GetPrivateUEIPaddr Service API
[bookmark: _Toc21954273][bookmark: _Toc25048053][bookmark: _Toc34143428][bookmark: _Toc34750898][bookmark: _Toc34751659][bookmark: _Toc35941007][bookmark: _Toc43283907][bookmark: _Toc49762902][bookmark: _Toc51925756][bookmark: _Toc51925857][bookmark: _Toc122098748]6.x.1	Introduction
The Nupf_GetPrivateUEIPaddr service shall use the Nupf_GetPrivateUEIPaddr API.
The API URI of the Nupf_GetPrivateUEIPaddr Service API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URI used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nupf_gueip".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 5.3.

* * * * Next change * * * *
[bookmark: _Toc98500886][bookmark: _Toc104297805][bookmark: _Toc104300116][bookmark: _Toc122098073]6.x.2	Usage of HTTP
[bookmark: _Toc98500887][bookmark: _Toc104297806][bookmark: _Toc104300117][bookmark: _Toc122098074]6.x.2.1	General
HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nupf_GetPrivateUEIPaddr API is contained in Annex A.
[bookmark: _Toc98500888][bookmark: _Toc104297807][bookmark: _Toc104300118][bookmark: _Toc122098075]6.x.2.2	HTTP standard headers
[bookmark: _Toc98500889][bookmark: _Toc104297808][bookmark: _Toc104300119][bookmark: _Toc122098076]6.x.2.2.1	General
See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
[bookmark: _Toc98500890][bookmark: _Toc104297809][bookmark: _Toc104300120][bookmark: _Toc122098077]6.x.2.2.2	Content type
JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
[bookmark: _Toc98500891][bookmark: _Toc104297810][bookmark: _Toc104300121][bookmark: _Toc122098078]6.x.2.3	HTTP custom headers
The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be supported, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [4] may be supported.

* * * * Next change * * * *
[bookmark: _Toc21954338][bookmark: _Toc25048124][bookmark: _Toc34143489][bookmark: _Toc34750959][bookmark: _Toc34751720][bookmark: _Toc35941068][bookmark: _Toc43283969][bookmark: _Toc49762964][bookmark: _Toc51925818][bookmark: _Toc51925919][bookmark: _Toc122098810]6.x.7	Error Handling
[bookmark: _Toc21954339][bookmark: _Toc25048125][bookmark: _Toc34143490][bookmark: _Toc34750960][bookmark: _Toc34751721][bookmark: _Toc35941069][bookmark: _Toc43283970][bookmark: _Toc49762965][bookmark: _Toc51925819][bookmark: _Toc51925920][bookmark: _Toc122098811]6.x.7.1	General
For the Nupf_GetPrivateUEIPaddr API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nupf_GetPrivateUEIPaddr API.
[bookmark: _Toc21954340][bookmark: _Toc25048126][bookmark: _Toc34143491][bookmark: _Toc34750961][bookmark: _Toc34751722][bookmark: _Toc35941070][bookmark: _Toc43283971][bookmark: _Toc49762966][bookmark: _Toc51925820][bookmark: _Toc51925921][bookmark: _Toc122098812]6.x.7.2	Protocol Errors
No specific procedures for the Nupf_GetPrivateUEIPaddr service are specified.
[bookmark: _Toc21954341][bookmark: _Toc25048127][bookmark: _Toc34143492][bookmark: _Toc34750962][bookmark: _Toc34751723][bookmark: _Toc35941071][bookmark: _Toc43283972][bookmark: _Toc49762967][bookmark: _Toc51925821][bookmark: _Toc51925922][bookmark: _Toc122098813]6.x.7.3	Application Errors
The application errors defined for the Nupf_GetPrivateUEIPaddr service are listed in Table 6.x.7.3-1.
Table 6.x.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	NO_UE_IP_INFO_FOUND
	404
	There is no UE IP address matching the query parameters.



* * * * Next change * * * *
[bookmark: _Toc21954342][bookmark: _Toc25048128][bookmark: _Toc34143493][bookmark: _Toc34750963][bookmark: _Toc34751724][bookmark: _Toc35941072][bookmark: _Toc43283973][bookmark: _Toc49762968][bookmark: _Toc51925822][bookmark: _Toc51925923][bookmark: _Toc122098814]6.x.8	Feature negotiation
The optional features in table 6.x.8-1 are defined for the Nupf_GetPrivateUEIPaddr API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.x.8-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	
	
	
	



* * * * Next change * * * *
[bookmark: _Toc21954343][bookmark: _Toc25048129][bookmark: _Toc34143494][bookmark: _Toc34750964][bookmark: _Toc34751725][bookmark: _Toc35941073][bookmark: _Toc43283974][bookmark: _Toc49762969][bookmark: _Toc51925823][bookmark: _Toc51925924][bookmark: _Toc122098815]6.x.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nupf_GetPrivateUEIPaddr API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nupf_GetPrivateUEIPaddr API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nupf_GetPrivateUEIPaddr service.
The Nupf_GetPrivateUEIPaddr API defines a single scope "nupf_gueip" for the entire service, and it does not define any additional scopes at resource or operation level.
* * * * End of changes * * * *
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