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*** First Change ***
[bookmark: _Toc11338342][bookmark: _Toc27584945][bookmark: _Toc36456887][bookmark: _Toc45027765][bookmark: _Toc45028600][bookmark: _Toc67681354][bookmark: _Toc122082131][bookmark: _Toc122086232][bookmark: _Toc11338338][bookmark: _Toc27584941][bookmark: _Toc36456883][bookmark: _Toc45027761][bookmark: _Toc45028596][bookmark: _Toc67681350][bookmark: _Toc122082127][bookmark: _Toc11338340][bookmark: _Toc27584943][bookmark: _Toc36456885][bookmark: _Toc45027763][bookmark: _Toc45028598][bookmark: _Toc67681352][bookmark: _Toc122082129]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5G PKMF	5G ProSe Key Management Function
5G ProSe	5G Proximity-based Services
ACS	Auto-Configuration Server
AKMA	Authentication and Key Management for Applications
AMF	Access and Mobility Management Function
AUSF	Authentication Server Function
DCCF	Data Collection Coordination Function
DNN	Data Network Name
EES	Edge Enabler Server
FQDN	Fully Qualified Domain Name
FN-RG	Fixed Network RG
GMLC	Gateway Mobile Location Centre
GPSI	Generic Public Subscription Identifier
GUAMI	Globally Unique AMF Identifier
HGMLC	Home GMLC
JSON	Javascript Object Notation
LCS	LoCation Services
LPI	LCS Privacy Indicator
MICO	Mobile Initiated Connection Only
N5GC	Non-5G-Capable
NAI	Network Access Identifier
NAS	Non-Access Stratum
NEF	Network Exposure Function
NIDD	Non-IP Data Delivery
NRF	Network Repository Function
NSSAI	Network Slice Selection Assistance Information
NWDAF	Network Data Analytics Function
PEI	Permanent Equipment Identifier
QFI	QoS Flow Identifier
5G-RG	5G Residential Gateway
RG	Residential Gateway
SBI	Service Based Interface
SMF	Session Management Function
SMSF	Short Message Service Function
SUCI	Subscription Concealed Identifier
SUPI	Subscription Permanent Identifier
UDM	Unified Data Management
UDR	Unified Data Repository
W-AGF	Wireline Access Gateway Function

*** Next Change ***
4.1	Introduction
Within the 5GC, the UDM offers services to the AMF, SMF, SMSF, NEF, GMLC, NWDAF, AUSF, HSS, GBA's BSF, SMS-GMSC, DCCF, and 5GDDNMF, PAnF and 5G PKMF via the Nudm service-based interface (see 3GPP TS 23.501 [2], 3GPP TS 23.502 [3], 3GPP TS 23.288 [35], GPP TS 23.304 [57], 3GPP TS 23.540 [66], and 3GPP TS 33.503[64]).
Figure 4.1-1 provides the reference model (in service-based interface representation and in reference point representation), with focus on the UDM.



Figure 4.1-1: Reference model – UDM
The functionalities supported by the UDM are listed in clause 6.2.7 of 3GPP TS 23.501 [2].

*** Next Change ***
[bookmark: _Toc122086236]5.1	Introduction
The UDM offeres the following services via the Nudm interface:
-	Nudm_SubscriberDataManagement Service
-	Nudm_UEContextManagement Service
-	Nudm_UEAuthentication Service
-	Nudm_EventExposure Service
-	Nudm_ParameterProvision Service
-	Nudm_NIDDAuthorization Service
-	Nudm_MT Service
-	Nudm_ServiceSpecificAuthorization Service
-	Nudm_ReportSMDeliveryStatus Service
-	Nudm_UEIdentifier Service
Table 5.1-1 summarizes the corresponding APIs defined for this specification.
Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nudm_SubscriberDataManagement
	6.1
	UDM Subscriber Data Management Service
	TS29503_Nudm_SDM.yaml
	nudm-sdm
	A.2

	Nudm_UEContextManagement
	6.2
	UDM Context Management Service
	TS29503_Nudm_UECM.yaml
	nudm-uecm
	A.3

	Nudm_UEAuthentication
	6.3
	UDM UE Authentication Service
	TS29503_Nudm_UEAU.yaml
	nudm-ueau
	A.4

	Nudm_EventExposure
	6.4
	UDM Event Exposure Service
	TS29503_Nudm_EE.yaml
	nudm-ee
	A.5

	Nudm_ParameterProvision
	6.5
	UDM Parameter Provision Service
	TS29503_Nudm_PP.yaml
	nudm-pp
	A.6

	Nudm_NIDDAuthorization
	6.6
	UDM NIDD Authorization Service
	TS29503_Nudm_NIDDAU.yaml
	nudm-niddau
	A.7

	Nudm_MT
	6.7
	UDM MT Service
	TS29503_Nudm_MT.yaml
	nudm-mt
	A.8

	Nudm_ServiceSpecificAuthorization
	6.8
	UDM Service Specific Authorization Service
	TS29503_Nudm_SSAU.yaml
	nudm-ssau
	A.9

	Nudm_ReportSMDeliveryStatus
	6.9
	UDM Report SM-Delivery Status Service
	TS29503_Nudm_RSDS.yaml
	nudm-rsds
	A.10

	Nudm_UEIdentifier
	6.x
	UDM UE Identifier Service
	TS29503_Nudm_UEID.yaml
	nudm-ueid
	A.x



All scenarios shown in the following clauses assume that the UDM is stateful and stores information in local memory. However, the UDM may be stateless and stores information externally in the UDR. If so, the stateless UDM makes use of Nudr services as specified in 3GPP TS 29.504 [9] and 3GPP TS 29.505 [10] to retrieve required data from the UDR and store them locally before processing an incoming request. Processing the incoming request may then include updating data in the UDR or subscribing to data change notifications at the UDR by consuming the appropriate Nudr services. After processing the incoming request, the UDM may delete the locally stored data. When data stored in UDR is then shared among the different UDM instances of the same group, as identified by UDM Group ID (see 3GPP TS 23.501 [2], clause 6.2.6), bulk subscriptions, as described in clause 4.15.3.2.4 of 3GPP TS 23.502 [3], are not applicable, i.e. an NF consumer (e.g. NEF) only subscribes towards one of the UDM instances within the group. See Annex B.
*** Next Change ***
[bookmark: _Toc122082342][bookmark: _Toc25073944][bookmark: _Toc34063127][bookmark: _Toc43120104][bookmark: _Toc49768159][bookmark: _Toc56434332][bookmark: _Toc114760600]5.x	Nudm_UEIdentifier Service
[bookmark: _Toc122082343]5.x.1	Service Description
See 3GPP TS 33.503 [64].
[bookmark: _Toc122082344]5.x.2	Service Operations
[bookmark: _Toc122082345]5.x.2.1	Introduction
For the Nudm_UEIdentifier service the following service operations are defined:
-	Deconceal
The N Nudm_UEIdentifier Service is used by Consumer NF (i.e. the 5G PKMF) to de-conceal the SUCI of the 5G ProSe Remote UE to the SUPI.
[bookmark: _Toc122082346]5.x.2.2	Deconceal
Figure 5.x.2.2-1 shows a scenario where the NF service consumer (i.e., the 5G PKMF) sends a request to the UDM to de-conceal the SUCI of the 5G ProSe Remote UE to the SUPI (see also 3GPP TS 33.503 [64]).


 
Figure 5.x.2.2-1: Deconceal SUCI to SUPI
1.	The NF service consumer sends a POST request to the resource representing the deconceal custom operation. The request body shall contain the SUCI to be de-concealed.
2a.	On success, "200 OK" shall be returned. The response body shall contain the SUPI de-concealed from the input SUCI.
2b.	On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned.

*** Next Change ***
[bookmark: _Toc122083066]6.x	Nudm_UEIdentifier Service API
[bookmark: _Toc122083067]6.x.1	API URI
The Nudm_UEIdentifier service shall use the Nudm_UEID API.
The API URI of the Nudm_UEID API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nudm-ueid".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.8.3.
[bookmark: _Toc122083068]6.x.2	Usage of HTTP
[bookmark: _Toc122083069]6.x.2.1	General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
HTTP messages and bodies for the Nudm_UEIdentifier service shall comply with the OpenAPI [14] specification contained in Annex A.x.
[bookmark: _Toc122083070]6.x.2.2	HTTP standard headers
[bookmark: _Toc122083071]6.x.2.2.1	General
The usage of HTTP standard headers shall be supported as specified in clause 5.2.2 of 3GPP TS 29.500 [4].
[bookmark: _Toc122083072]6.x.2.2.2	Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".
The Problem Details JSON Object (IETF RFC 7807 [16] signalled by the content type "application/problem+json"
[bookmark: _Toc122083073]6.x.2.3	HTTP custom headers
[bookmark: _Toc122083074]6.x.2.3.1	General
The usage of HTTP custom headers shall be supported as specified in clause 5.2.3 of 3GPP TS 29.500 [4].
[bookmark: _Toc122083075]6.x.3	Resources
[bookmark: _Toc122083076]6.x.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.x.3.1-1 depicts the resource URIs structure for the Nudm_UEID API.


Figure 6.x.3.1-1: Resource URI structure of the nudm-ueid API
Table 6.x.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.x.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	
	
	
	



There is no resource defined for the Nudm_UEIdentifier Service.
[bookmark: _Toc122083082]6.x.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc6488447][bookmark: _Toc27585353][bookmark: _Toc36457349][bookmark: _Toc45028261][bookmark: _Toc45029096][bookmark: _Toc67681858][bookmark: _Toc122082675]6.x.4.1	Overview
Table 6.x.4.1-1: Custom operations without associated resources
	Operation Name
	Custom operation URI
	Mapped HTTP method
	Description

	Deconceal
	/deconceal
	POST
	Deconceal SUCI to SUPI



[bookmark: _Toc510696624][bookmark: _Toc6488448][bookmark: _Toc27585354][bookmark: _Toc36457350][bookmark: _Toc45028262][bookmark: _Toc45029097][bookmark: _Toc67681859][bookmark: _Toc122082676]6.x.4.2	Operation: Deconceal
[bookmark: _Toc510696625][bookmark: _Toc6488449][bookmark: _Toc27585355][bookmark: _Toc36457351][bookmark: _Toc45028263][bookmark: _Toc45029098][bookmark: _Toc67681860][bookmark: _Toc122082677]6.x.4.2.1	Description
This custom operation is used by the NF service consumer (i.e. 5G PKMF) to deconceal the SUCI of the 5G ProSe Remote UE to the SUPI.
[bookmark: _Toc510696626][bookmark: _Toc6488450][bookmark: _Toc27585356][bookmark: _Toc36457352][bookmark: _Toc45028264][bookmark: _Toc45029099][bookmark: _Toc67681861][bookmark: _Toc122082678]6.x.4.2.2	Operation Definition
This operation shall support the data structures and response codes specified in tables 6.x.4.2.2-1 and 6.x.4.2.2-2.
Table 6.x.4.2.2-1: Data structures supported by the Request Body
	Data type
	P
	Cardinality
	Description

	DeconcealReqData
	M
	1
	Deconceal request data, including the SUCI of the UE to be deconcealed.



Table 6.x.4.2.2-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	DeconcealRspData
	M
	1
	200 OK
	Upon success, the response data contain the SUPI of the UE that deconealed from the input SUCI.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	501 Not implemented
	The "cause" attribute may be used to indicate one of the following application errors:
- UNSUPPORTED_PROTECTION_SCHEME



[bookmark: _Toc122083083]6.x.5	Notifications
In this release of this specification, no notifications are defined for the Nudm_UEIdentifier Service.
[bookmark: _Toc122083084]6.x.6	Data Model
[bookmark: _Toc122083085]6.x.6.1	General
This clause specifies the application data model supported by the API.
Table 6.x.6.1-1 specifies the structured data types defined for the Nudm_UEID service API. For simple data types defined for the Nudm_UEID service API see table 6.x.6.3.2-1.
Table 6.x.6.1-1: Nudm_UEID specific Data Types
	Data type
	Clause defined
	Description

	DeconcealReqData
	6.x.6.2.2
	Deconceal Request Data

	DeconcealRspData
	6.x.6.2.3
	Deconceal Response Data



Table 6.x.6.1-2 specifies data types re-used by the Nudm_UEID service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_UEID service API.
Table 6.x.6.1-2: Nudm_UEID re-used Data Types
	Data type
	Reference
	Comments

	Suci
	3GPP TS 29.509 [24]
	Subscription Concealed Identifier

	Supi
	3GPP TS 29.571 [7]
	Subscription Permanent Identifier



[bookmark: _Toc122083086]6.x.6.2	Structured data types
[bookmark: _Toc122083087]6.x.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc122083088]6.x.6.2.2	Type: DeconcealReqData
Table 6.x.6.2.2-1: Definition of type DeconcealReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	suci
	Suci
	M
	1
	This IE shall contain the SUCI to be deconcealed




6.x.6.2.3	Type: DeconcealRspData
Table 6.x.6.2.2-1: Definition of type DeconcealRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	supi
	Supi
	M
	1
	This IE shall contain the SUPI that is deconcealed from the input SUCI.




[bookmark: _Toc122083089]6.x.6.3	Simple data types and enumerations
[bookmark: _Toc122083090]6.x.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc122083091]6.x.7	Error Handling
[bookmark: _Toc122083092]6.x.7.1	General
HTTP error handling shall be supported as specified in clause 5.2.4 of 3GPP TS 29.500 [4].
[bookmark: _Toc122083093]6.x.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [4].
[bookmark: _Toc122083094]6.x.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_UEIdentifier service. The following application errors listed in Table 6.8.7.3-1 are specific for the Nudm_UEIdentifier service.
Table 6.x.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	INVALID_HN_PUBLIC_KEY_IDENTIFIER
	403 Forbidden
	Invalid HN public key identifier received

	INVALID_SCHEME_OUTPUT
	403 Forbidden
	SUCI cannot be decrypted with received data

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UNSUPPORTED_PROTECTION_SCHEME
	501 Not implemented
	The received protection scheme is not supported by HPLMN



[bookmark: _Toc122083095]6.x.8	Feature Negotiation
The optional features in table 6.x.8-1 are defined for the Nudm_UEID API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.x.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



[bookmark: _Toc122083096]6.x.9	Security
As indicated in 3GPP TS 33.501 [6] and 3GPP TS 29.500 [4], the access to the Nudm_UEID API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [18]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [19]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nudm_UEID API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nudm_UEID service.
The Nudm_UEID API defines a single scope "nudm-ueid" for OAuth2 authorization (as specified in 3GPP TS 33.501 [6]) for the entire API, and it does not define any additional scopes at resource or operation level.

*** Next Change ***
[bookmark: _Toc101344213][bookmark: _Toc122083107]A.x	Nudm_UEIdentifier API
openapi: 3.0.0
info:
  version: '1.0.0'
  title: 'Nudm_UEIdentifier'
  description: |
    UDM UE Identifier Service.  
    © 2023, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.503 Unified Data Management Services, version 17.10.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:
  - url: '{apiRoot}/nudm-ueid/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nudm-ueid
  - {}

paths:
  /deconceal:
    post:
      summary: Deconceal the SUCI to the SUPI
      operationId: Deconceal
      tags:
        - Deconceal
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/DeconcealReqData'
        required: true
      responses:
        '200':
          description: Successful response
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DeconcealRspData'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error


components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudm-ueid: Access to the nudm-ueid API


  schemas:

# COMPLEX TYPES:

    DeconcealReqData:
      description: Deconceal Request Data
      type: object
      required:
        - suci
      properties:
        suci:
          $ref: 'TS29509_Nausf_UEAuthentication.yaml#/components/schemas/Suci'

    DeconcealRspData:
      description: Deconceal Response Data
      type: object
      required:
        - supi
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

# SIMPLE TYPES:


# ENUMS:

*** End of Changes ***
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