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	Reason for change:
	CT4 has received an LS from GSMA (C4-225023) reporting potential vulnerabilities in the 5GS due to the lack of definition of additional resource/operation-level scope in 5GC APIs (many APIs define a service-level scope only, while possibly supporting service operations with different functionalities and intended consumers).

The Namf_Communication API defines different service operations intended for different consumers: 
· For inter-AMF mobility (consumers: peer AMF)
· UEContextCreate, RegistrationStatusUpdate, CreateUEContext, ReleaseUEContext, RelocateUEContext, CancelRelocateUEContext
· For transfer of UE related N1/N2 payload to/from the UE/AN (consumers: peer AMF, LMF, PCF, SMF, SMSF) 
· N1MessageNotify, N2InfoNotify, N1N2MessageSubscribe, N1N2MessageUnSubscribe, N1N2MessageTransfer
· For transfer of non-UE related N2 payload to/from AN (consumers: LMF, CBCF, PWS-IWF)
· NonUeN2MessageTransfer, NonUeN2InfoSubscribe, NonUeN2InfoUnSubscribe, NonUeN2InfoNotify 
· For 5GS to EPS mobility
· EBIAssignment (consumers: SMF)
· To subscribe to AMF status (consumers: SMF, PCF, NEF, SMSF, UDM)
· AMFStatusChangeSubscribe, AMFStatusChangeUnSubscribe, AMFStatusChangeNotify

UDM and NEF may be from a different PLMN than the serving AMF. Peer AMF for inter-AMF mobility may be from same or different PLMN. Other consumers are from serving PLMN. 

The Namf_Communication API defines only one service-level scope so far. This means that when using OAuth2 based authorization tokens, any consumer of the API (possibly from a different PLMN) gets access rights to any of its service operations, e.g. a compromised or misbehaving CBCF could start requesting to send N1/N2 payloads to UE with a “valid” token granted by the OAuth2 server (NRF), i.e. operators cannot restrict the access to the above service operations to specific NF service consumers. 


	
	

	Summary of change:
	It is proposed to define 4 resource/operation-level scopes in the Namf_Communication API to enable the option for operators to only allow access to service operations:
· for Inter-AMF mobility to AMFs from same or different PLMNs
· for transfer of UE related N1/N2 payload to/from the UE/AN to specific NFs
· for transfer of non-UE related N2 payload to/from AN to specific NFs
· for 5GS to EPS mobility to SMFs


	
	

	Consequences if not approved:
	The API definition does not allow an operator using OAuth2 based authorization to restrict the access to the following service operations to specific NF consumers:
· for Inter-AMF mobility to AMFs from same or different PLMNs
· for transfer of UE related N1/N2 payload to/from the UE/AN to specific NFs
· for transfer of non-UE related N2 payload to/from AN to specific NFs
· for 5GS to EPS mobility to SMFs


	
	

	Clauses affected:
	6.1.9, A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces new backward compatible features to the OpenAPI definition of the Namf_Communication API.
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* * * First Change * * * *
[bookmark: _Toc25156447][bookmark: _Toc34124751][bookmark: _Toc43207877][bookmark: _Toc49857350][bookmark: _Toc56677190][bookmark: _Toc56691713][bookmark: _Toc56698977][bookmark: _Toc89035227][bookmark: _Toc89065025][bookmark: _Toc89180324][bookmark: _Toc97072003][bookmark: _Toc120051408][bookmark: _Toc122025771][bookmark: _Toc98501373][bookmark: _Toc106634664][bookmark: _Toc114825443][bookmark: _Toc122089474]6.1.9	Security
As indicated in 3GPP TS 33.501 [27], the access to the Namf_Communication API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [28]), using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [29]) plays the role of the authorization server.

If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Namf_Communication API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [29], clause 5.4.2.2.

NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Namf_Communication service.
The Namf_Communication API defines the following scopes for OAuth2 authorization as specified in 3GPP TS 33.501 [27]; it defines a single scope consisting on the name of the service (i.e., "namf-comm"), and it does not define any additional scopes at resource or operation level.
Table 6.1.9-X: OAuth2 scopes defined in Namf_Communications API
	Scope
	Description

	"namf-comm"
	Access to the Namf_Communications API.

	"namf-comm:ue-contexts:mobility"
	[bookmark: _Hlk125952642]Access to service operations applying to UE context resources for inter-AMF mobility, i.e., UEContextTransfer, RegistrationStatusUpdate, CreateUEContext, ReleaseUEContext, RelocateUEContext and CancelRelocateUEContext.

	"namf-comm:ue-contexts:assign-ebi"
	Access to service operations applying to UE context resources for EBI assignment, i.e., EBIAssignment.

	"namf-comm:n1-n2-messages"
	Access to service operations applying to the n1-n2-messages resource, i.e., N1N2MessageSubscribe, N1N2MessageUnSubscribe, N1N2MessageTransfer, N1MessageNotify, and N2InfoNotify.

	"namf-comm:non-ue-n2-messages"
	Access to service operations applying to the non-ue-n2-messages resource, i.e., NonUeN2MessageTransfer, NonUeN2InfoSubscribe, NonUeN2InfoUnSubscribe, and NonUeN2InfoNotify.



* * * Next Change * * * *

[bookmark: _Toc25156615][bookmark: _Toc34124920][bookmark: _Toc43208056][bookmark: _Toc49857523][bookmark: _Toc56677369][bookmark: _Toc56691892][bookmark: _Toc56699156][bookmark: _Toc89035525][bookmark: _Toc89065324][bookmark: _Toc89180625][bookmark: _Toc97072320][bookmark: _Toc120051736][bookmark: _Toc122026109][bookmark: _Hlk97070575]A.2	Namf_Communication API
openapi: 3.0.0

info:
  version: 1.3.0-alpha.1
  title: Namf_Communication
  description: |
    AMF Communication Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
paths:
  /ue-contexts/{ueContextId}:
    put:
      summary: Namf_Communication CreateUEContext service Operation
      tags:
        - Individual ueContext (Document)
      operationId: CreateUEContext
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:mobility
      parameters:
[...]
  /ue-contexts/{ueContextId}/release:
    post:
      summary: Namf_Communication ReleaseUEContext service Operation
      tags:
        - Individual ueContext (Document)
      operationId: ReleaseUEContext
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:mobility
      parameters:
[…]
  /ue-contexts/{ueContextId}/assign-ebi:
    post:
      summary: Namf_Communication EBI Assignment service Operation
      tags:
        - Individual ueContext (Document)
      operationId: EBIAssignment
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:assign-ebi
      parameters:
[…]
  /ue-contexts/{ueContextId}/transfer:
    post:
      summary: Namf_Communication UEContextTransfer service Operation
      tags:
        - Individual ueContext (Document)
      operationId: UEContextTransfer
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:mobility
      parameters:
[…]
  /ue-contexts/{ueContextId}/transfer-update:
    post:
      summary: Namf_Communication RegistrationStatusUpdate service Operation
      tags:
        - Individual ueContext (Document)
      operationId: RegistrationStatusUpdate
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:mobility
      parameters:
[…]
      operationId: RelocateUEContext
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:mobility
      parameters:
[…]
  /ue-contexts/{ueContextId}/cancel-relocate:
    post:
      summary: Namf_Communication CancelRelocateUEContext service Operation
      tags:
        - Individual ueContext (Document)
      operationId: CancelRelocateUEContext
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:ue-contexts:mobility
      parameters:
[…]
  /ue-contexts/{ueContextId}/n1-n2-messages:
    post:
      summary: Namf_Communication N1N2 Message Transfer (UE Specific) service Operation
      tags:
        - n1N2Message collection (Collection)
      operationId: N1N2MessageTransfer
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:n1-n2-messages
      parameters:
[…]
  /ue-contexts/{ueContextId}/n1-n2-messages/subscriptions:
    post:
      summary: Namf_Communication N1N2 Message Subscribe (UE Specific) service Operation
      tags:
        - N1N2 Subscriptions Collection for Individual UE Contexts (Collection)
      operationId: N1N2MessageSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:n1-n2-messages
      parameters:
[…]
  /ue-contexts/{ueContextId}/n1-n2-messages/subscriptions/{subscriptionId}:
    delete:
      summary: Namf_Communication N1N2 Message UnSubscribe (UE Specific) service Operation
      tags:
        - N1N2 Individual Subscription (Document)
      operationId: N1N2MessageUnSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:n1-n2-messages
      parameters:
[…]
  /non-ue-n2-messages/transfer:
    post:
      summary: Namf_Communication Non UE N2 Message Transfer service Operation
      tags:
        - Non UE N2Messages collection (Collection)
      operationId: NonUeN2MessageTransfer
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:non-ue-n2-messages
      requestBody:
[…]
  /non-ue-n2-messages/subscriptions:
    post:
      summary: Namf_Communication Non UE N2 Info Subscribe service Operation
      tags:
        - Non UE N2Messages Subscriptions collection (Collection)
      operationId: NonUeN2InfoSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:non-ue-n2-messages
      requestBody:
[…]
  /non-ue-n2-messages/subscriptions/{n2NotifySubscriptionId}:
    delete:
      summary: Namf_Communication Non UE N2 Info UnSubscribe service Operation
      tags:
        - Non UE N2 Message Notification Individual Subscription (Document)
      operationId: NonUeN2InfoUnSubscribe
      security:
        - {}
        - oAuth2ClientCredentials:
          - namf-comm
        - oAuth2ClientCredentials:
          - namf-comm
          - namf-comm:non-ue-n2-messages
      parameters:
[…]
[bookmark: _Hlk125952394]components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            namf-comm: Access to the Namf_Communication API
            namf-comm:ue-contexts:mobility >
              Access to service operations applying to UE context resources, i.e.,
              UEContextTransfer, RegistrationStatusUpdate, CreateUEContext, ReleaseUEContext,
              RelocateUEContext, and CancelRelocateUEContext.
            namf-comm:ue-contexts:assign-ebi >
              Access to service operations applying to UE context resources for EBI assignment,
              i.e., EBIAssignment.
            namf-comm:n1-n2-messages >
              Access to service operations applying to n1-n2-messages resources, i.e.,
              N1N2MessageSubscribe, N1N2MessageUnSubscribe, N1N2MessageTransfer, N1MessageNotify and
              N2InfoNotify
            namf-comm:non-ue-n2-messages >
              Access to service operations applying to the non-ue-n2-messages resources, i.e.,
              NonUeN2MessageTransfer, NonUeN2InfoSubscribe, NonUeN2InfoUnSubscribe, and
              NonUeN2InfoNotify
  schemas:

* * * End of Changes * * * *

