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* * * First Change * * * *
4.x	Scopes definition for OAuth2.0 access token    
As indicated in 3GPP TS 33.501 [22] and in clause 6.7.3 of 3GPP TS 29.500 [2], the access to an 5GC API may be authorized by means of the OAuth 2.0 protocol (see IETF RFC 6749 [23]), based on local configuration. OAuth 2.0 supports the concept of scope values to signal which actual access rights an access token represents. 
Each 5GC API shall define a service-level scope set to the service name of the NF Service. This scope grants generic access to the given API, for those operations on resources that do not require a specific authorization. In addition, a 5GC API may define additional resource/operation-level scopes, that uniquely represents the type of operation (e.g. create/modify/read), the resource and the service; a resource/operation-level scope and the service-level scope, together, grant access to the operations on resources that require a specific authorization.
The need for defining additional resource/operation-level scopes in a 5GC API depends on the API functionalities and service operations and on the expected NF service consumers, and thus is up to the API responsible Working Group to decide. The following points may be considered when assessing the need for additional scopes:
-	It should be carefully assessed during the design of the 5GC API whether different access rights to the functionalities provided by the API may be needed for different NF service consumers, e.g. considering example NF service consumers of the different service operations supported by the API.
-	A 5GC API defined with a service-level scope only, i.e. without additional resource/operation-level scopes, grants access permissions to all its service operations to all NF service consumers allowed to access the service. It should be ensured that designing the API in this way does not cause any vulnerability to the 5GS, e.g. by granting inappropriate read access to sensitive data to undue NF service consumers or by granting inappropriate write (or delete) access to undue NF service consumers.     
-	Additional scopes should be defined when it is needed to enable restricting the access to certain resource/operations of the 5GC API to specific NF service consumers. This may be the case e.g. when an API supports multiple service operations that may be invoked by different NF service consumers (possibly with different NF types or belonging to different S-NSSAIs, PLMNs or SNPNs), or when it is needed to differentiate access rights for read vs. create/modify/write operations.
-	The definition of additional scopes comes with some implementation and network operation complexity. Care should be taken not to increase unreasonably the number of scopes defined in a 5GC API. 
-	Each additional resource/operation-level scope shall be defined with a clear description (in the main body and in the OpenAPI file of the Technical Specification defining the API) of the access right the additional scope corresponds to. The naming of the resource/operation-level scopes should follow the conventions defined in clause 5.3.16 for ease of understanding and consistency across all 5GC APIs. 

* * * Next Change * * * *
[bookmark: _Toc19702523][bookmark: _Toc27751684][bookmark: _Toc35971770][bookmark: _Toc35976019][bookmark: _Toc44849476][bookmark: _Toc51853118][bookmark: _Toc51859791][bookmark: _Toc120011575]5.3.16	Security
As indicated in 3GPP TS 33.501 [22] and 3GPP TS 29.500 [2], the access to an 5GC API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [n323]), based on local configuration. 5GC APIs thus need to support the OAuth2 protocol.
To reflect this, the OpenAPI specification file of an API shall contain:
-	a top-level "security" field, that applies to the overall API unless overridden by a resource/operation-level "security" field, listing as alternatives:
i)	"{}" to indicate that usage of security is optional; and
ii)	the name of the security scheme for oAuth2, including in the array of scopes the name of the API as the only scope; and optionally
-	a resource/operation-level "security" field, that applies to a specific operation on a specific resource, and overrides the top-level "security" field, listing as alternatives:
i)	"{}" to indicate that usage of security is optional; and
ii)	the name of the security scheme for oAuth2, including in the array of scopes the name of the API as the only scope, and
iii)	the name of the security scheme for oAuth2, including in the array of scopes the name of the API and the name of one scope to be used to invoke the specific resource/operation, and optionally
iv)	the name of the security scheme for oAuth2, including in the array of scopes the name of the API and the names of two scopes to be used to invoke the specific resource/operation, and
NOTE:	the option iv) can be used e.g. to define one scope for a set of specific resources, and a second scope for a specific operation within the set.
-	a "securitySchemes" field in the "components" clause defining a security schema for oAuth2 as follows:
i)	to be of type "oauth2"; and
ii)	with a "flows" field containing a "clientCredentials" field that contains:
1)	a "tokenUrl" field pointing to the Access Token Request service provided by the NRF (see 3GPP TS 29.510 [18]); and
2)	a "scopes" field defining all the different scopes applicable to this API, which includes the name of the corresponding API (using the format used within URIs of that API) to be used as the scope required to get access to the overall API, and also including those resource/operation-level scopes to be used as scopes required to invoke a specific operation on a specific resource.
[bookmark: _PERM_MCCTEMPBM_CRPT81200066___3]The naming of the resource/operation-level scopes should consist of the concatenation of the service name, a string or sequence of strings representing a resource name or set of resource names or custom operation, and optionally a string indicating the type of access (e.g. read/modify/create), separated by the ":" (colon) character.
Such last string component of the resource/operation-level scope, that represents the type of access for a resource, should comply with the following principles:
-	"read": for GET operations for any resource archetype,
-	"create": for POST or PUT operations that result in a creation of new resources from a collection or store resource,
-	"modify": for PUT, PATCH or DELETE operations that result on an update or deletion of a document resource,
-	"invoke": for POST operations that result in the invocation of a custom operation
-	"write": for any operation that results in creation, modification or deletion of resource representations.
Example 1:
security:
  - {}
  - oAuth2ClientCredentials:
    - nnrf-nfm

paths:
  /nf-instances:
    get:
      security:
        - {}
        - oAuth2ClientCredentials:
          - nnrf-nfm
        - oAuth2ClientCredentials:
          - nnrf-nfm
          - nnrf-nfm:nf-instances:read
      parameters:
      (...)
      responses:
      (...)

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nnrf-nfm: Access to the Nnrf_NFManagement API
            nnrf-nfm:nf-instances:read: Read access to the NF Instances (Collection) resource

Example 2:
security:
  - {}
  - oAuth2ClientCredentials:
    - nudr-dr

paths:
  /exposure-data/{ueId}/access-and-mobility-data:
    get:
      security:
        - {}
        - oAuth2ClientCredentials:
          - nudr-dr
        - oAuth2ClientCredentials:
          - nudr-dr
          - nudr-dr:exposure-data
        - oAuth2ClientCredentials:
          - nudr-dr
          - nudr-dr:exposure-data
          - nudr-dr:exposure-data:read
      parameters:
      (...)
      responses:
      (...)

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nudr-dr: Access to the Nudr_DataRepository API
            nudr-dr:exposure-data: Access to the ExposureData data set 
            nudr-dr:exposure-data:read: Access to read ExposureData

* * * End of Changes * * * *

