エラー! 指定したスタイルは使われていません。
25
エラー! 指定したスタイルは使われていません。

3GPP TSG-CT WG4 Meeting #114	C4-230442
Athens, Greece, 27th Feb – 03rd Mar 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	29.573
	CR
	0134
	rev
	-
	Current version:
	18.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	N32-f Error reporting sent due to policies by intermediaries when using PRINS

	
	

	Source to WG:
	NTT DOCOMO

	Source to TSG:
	CT4

	
	

	Work item code:
	SBIProtoc16
	
	Date:	Comment by John MEREDITH: Format yyyy-MM-dd.
	2023-02-17

	
	
	
	
	

	Category:
	A
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	According to incoming LS in C4-230038, when using PRINS, intermediary entities also need to be informed of protocol errors as well as be able to inform the SEPPs of protocol errors, e.g. missing IEs or wrong public keys being used.  

However, the intermediary entities might not know that their modifications were not accepted by the receiving SEPP due to policy mismatch or other reasons, because error reporting these protocol errors only takes place on N32c, i.e. not visible to the intermediaries. 

Therefore, the N32-f error reporting procedure should also take place over N32-f itself. This way the errors become visible to the intermediaries, allowing them to remediate the problems. Together with the companion CR allowing intermediaries to originate requests, this allows the intermediary to inform the SEPPs of errors as also requested by GSMA's LS.

It also requires some additional causes to be defined to meet the requirement as described in the LS.

	
	

	Summary of change:
	Add the condition that N32-f Error Reporting can be sent due to the policy of intermediary entities.
New cause are added where existing cause values are not sufficient to meet the requirement. 

	
	

	Consequences if not approved:
	The spec does not meet the requirement for the intermediary entities when using PRINS and PRINS is therefore unusable for intermediaries.

	
	

	Clauses affected:
	5.2.5, 6.1.4.2.2, 6.1.5.3.7

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	The CR does not introduce any OpenAPI changes to the specification.

	
	

	This CR's revision history:
	



Page 1



First Change
[bookmark: _Toc24986313][bookmark: _Toc34205741][bookmark: _Toc39061925][bookmark: _Toc43277167][bookmark: _Toc49847497][bookmark: _Toc56419472][bookmark: _Toc112683278][bookmark: _Toc122097514]5.2.5	N32-f Error Reporting Procedure
When a SEPP is not able to process a message it received over the N32-f interface due to errors, the error information is conveyed to the sending SEPP by using the N32-f error reporting procedure over the N32-c interface. The SEPP that is initiating the N32-f error reporting procedure shall use the HTTP method POST on the URI: {apiRoot}/n32c-handshake/v1/n32f-error. 
If the N32-f error to be reported is of relevance to the intermediaries according to the intermediaries' policy, the initiating SEPP shall send the error reporting over N32-f making use of the JOSE Protected Message Forwarding Procedure as described in clause 5.3 instead of sending the message directly over N32-c. Therefore, the contents of the N32-f Error Reporting will be visible to the intermediaries. N32-f errors that indicate that the SEPP is not able to process a message shall in addition be sent via an HTTP/2 connection between the SEPPs without protected message forwarding. 
For these errors that need to be reported over HTTP/2 connection between the SEPPs, as well as for errors that are not of relevance to the intermediaries, If if a HTTP/2 connection does not exist towards the receiving SEPP, a HTTP/2 connection shall be created before initiating this procedure. The procedure is shown below in Figure 5.2.5-1.



Figure 5.2.5-1: N32f Error Reporting Procedure
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the N32-f error information that is to be reported.
2a.	On success, the responding SEPP, shall:
[bookmark: _PERM_MCCTEMPBM_CRPT51080021___2]-	log that the N32-f request / response message identified by the "n32fMessageId" is not processed by the receiving SEPP;
[bookmark: _PERM_MCCTEMPBM_CRPT51080022___2]The responding SEPP shall return the status code "204 No Content".
2b.	On failure, the responding SEPP shall return an appropriate 4xx/5xx status code together with the "ProblemDetails" JSON body.
[bookmark: _Toc24986314][bookmark: _Toc34205742][bookmark: _Toc39061926][bookmark: _Toc43277168][bookmark: _Toc49847498][bookmark: _Toc56419473][bookmark: _Toc112683279][bookmark: _Toc122097515]NOTE:	For errors that are received both via JOSE Protected Message Forwarding Procedure as well as via N32-c, error handling needs to be idempotent.
[bookmark: _Toc24986397][bookmark: _Toc34205825][bookmark: _Toc39062009][bookmark: _Toc43277251][bookmark: _Toc49847581][bookmark: _Toc56419558][bookmark: _Toc112683367][bookmark: _Toc122097603]Next Change
[bookmark: _Toc56419561][bookmark: _Toc112683370][bookmark: _Toc122097606][bookmark: _Toc24986342][bookmark: _Toc34205770][bookmark: _Toc39061954][bookmark: _Toc43277196][bookmark: _Toc49847526][bookmark: _Toc56419502][bookmark: _Toc112683308][bookmark: _Toc122097544]6.1.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.1.4.2.2-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	SecNegotiateReqData
	M
	1
	The IE shall contain the security capabilities of the initiating SEPP.



Table 6.1.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecNegotiateRspData
	M
	1
	200 OK
	This represents the successful processing of the requested security capabilities. The responding SEPP shall provide the security capabilities that it has selected, in the response.

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- REQUESTED_PURPOSE_NOT_ALLOWED

When the receiving SEPP fails to negotiate the security capability, the "cause" attribute shall be set to "NEGOTIATION_NOT_ALLOWED".

When the receiving SEPP fails due to contractual reasons, the "cause" attribute shall be set to "CONTRACT_DENIED".


	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Next Change
[bookmark: _Toc24986377][bookmark: _Toc34205805][bookmark: _Toc39061989][bookmark: _Toc43277231][bookmark: _Toc49847561][bookmark: _Toc56419537][bookmark: _Toc112683344][bookmark: _Toc122097580]6.1.5.3.7	Enumeration: N32fErrorType
Table 6.1.5.3.7-1: Enumeration N32fErrorType
	Enumeration value
	Description

	"INTEGRITY_CHECK_FAILED"
	The integrity check verification on the received N32-f message failed.

	"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"
	The integrity check verification on the modifications block of the received N32-f message failed.

	"MODIFICATIONS_INSTRUCTIONS_FAILED"
	Failed to apply the JSON patch instructions in the modifications block of the received N32-f message, e.g. the references to encBlockIndex is inserted or relocated by IPX (see clause 5.9.3.2 of 3GPP TS 33.501 [6]).

	"DECIPHERING_FAILED"
	The deciphering of the encrypted block of the received N32-f message failed.

	"MESSAGE_RECONSTRUCTION_FAILED"
	The reconstruction of the original HTTP/2 message from the received N32-f message failed.

	"CONTEXT_NOT_FOUND"
	The n32fContextId is unknown in the receiving SEPP. (NOTE)

	"INTEGRITY_KEY_EXPIRED"
	The integrity keys in the receiving SEPP have expired.

	"ENCRYPTION_KEY_EXPIRED"
	The encryption keys in the receiving SEPP have expired.

	"POLICY_MISMATCH"
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	EXPECTED_IE_MISSING
	An expected IE is missing

	ENCRYPTED_EXPECTED_IE_IN_CLEAR
	An IE is encrypted while it was expected to be available in the clear

	CLEAR_EXPECTED_IE_ENCRYPTED
	An IE is not encrypted while its availability in the clear is not required.

	CONTRACT_DENIED
	The message was not delivered due to contractual reasons

	NOTE:	This enumeration value "CONTEXT_NOT_FOUND" is deprecated and shall not be used by N32-f error reporting procedure over the N32-c interface.
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