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* * * First Change * * * *

[bookmark: _Toc85462079][bookmark: _Toc88667340][bookmark: _Toc122090563]5.2.3.4.1	General
Each DNS rule shall be provisioned with the list of actions to apply to all DNS messages matching the DNS rule.
The SMF may request the EASDF to apply one or more of the following actions:
1)	REPORT DNS message content to the SMF.
	The SMF may further request the EASDF to send a report only once to the SMF, i.e. only when a first DNS message matches any MDT of the DNS rule. If so, the EASDF shall skip this action (i.e. report to SMF) for any subsequent DNS message matching the DNS rule.
	The SMF may further request the EASDF to reset the reporting-once indication, in which case the EASDF shall send (only) one more report at the next DNS message that matches the DNS rule.
2)	BUFFER DNS message.
3)	FORWARD DNS message.
The SMF may further request the EASDF to set the destination IP address of the DNS Query message to a specific DNS Server address. The DNS Server address may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID. If no DNS Server address is provided by the SMF, the EASDF shall forward the DNS message to a locally pre-configured DNS server/resolver.
The SMF may request the EASDF to build an EDNS Client Subnet (ECS) option to be included in the DNS Query message as defined in IETF RFC 7871 [18], or to be used for replacing the ECS option if an ECS option is received in the DNS Query message from the UE. The information for the EASDF to build the ECS option may either be included in the DNS rule or in a Baseline DNS Action Information Template (BD AIT); in the latter case, the DNS rule shall refer to the corresponding BD AIT ID.
When forwarding a DNS Query message, if the SMF did not request the EASDF to build an ECS option, the EASDF shall remove the ECS option received from the UE in the DNS Query, if any.
When forwarding a DNS Response message to the UE, based on configuration, the EASDF shall either remove any received ECS option or, if an ECS option was received in the DNS Query from the UE, replace it with the latter ECS option.
4)	DISCARD DNS message.
5)	RESPOND directly to the DNS request.
The EASDF shall not forward the DNS Query to the DNS server, instead it shall bulid a DNS response based on EAS IP address provided by the SMF directly.
The SMF may change the list of actions associated to a DNS rule (other than a One-Time DNS rule), e.g. to replace the actions to REPORT and BUFFER DNS Query messages to the SMF by the action to FORWARD the DNS messages. In such a case, any earlier buffered DNS message (matching the DNS rule) and any further incoming DNS message shall be processed according to the new instructions received from the SMF, e.g. they shall all be forwarded. The SMF may alternatively request the EASDF to apply certain actions to a specific DNS message by creating a One-Time DNS rule as defined in clause 5.2.3.2.4.

* * * Next Change * * * *

[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc85462127][bookmark: _Toc88667388][bookmark: _Toc122090606]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Neasdf_DNSContext service based interface protocol.
Table 6.1.6.1-1: Neasdf_DNSContext specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	DnsContextCreateData
	6.1.6.2.2
	Data in DNS Context Create request 
	

	DnsContextCreatedData
	6.1.6.2.3
	Data in DNS Context Create response 
	

	DnsRule
	6.1.6.2.4
	DNS handling rule
	

	DnsQueryMdt
	6.1.6.2.5
	DNS Query Message Detection Template
	

	DnsRspMdt
	6.1.6.2.6
	DNS Response Message Detection Template
	

	Ipv4AddressRange
	6.1.6.2.7
	IPv4 addresses range
	

	Ipv6PrefixRange
	6.1.6.2.8
	IPv6 addresses range
	

	Action
	6.1.6.2.9
	Action to apply to DNS messages matching a message detection template
	

	DnsContextNotification
	6.1.6.2.10
	DNS context notification
	

	ForwardingParameters
	6.1.6.2.11
	Forwarding instructions 
	

	EcsOption
	6.1.6.2.12
	ECS Option information
	

	DnsContextEventReport
	6.1.6.2.13
	DNS context Event report
	

	DnsQueryReport
	6.1.6.2.14
	DNS Query Event Report 
	

	DnsRspReport
	6.1.6.2.15
	DNS Response Event Report 
	

	EcsOptionInfo
	6.1.6.2.16
	ECS option information
	

	DnsServerAddressInfo
	6.1.6.2.17
	DNS Server address information
	

	BaselineDnsMdtId
	6.1.6.2.18
	Baseline DNS Message Detection Template Identifier
	

	BaselineDnsAitId
	6.1.6.2.19
	Baseline DNS Action Information Template Identifier
	

	BaselineDnsQueryMdtInfo
	6.1.6.2.20
	Baseline DNS Query MDT ID and 
optionally associated information
	

	BaselineDnsRspMdtInfo
	6.1.6.2.21
	Baseline DNS Response MDT ID and 
optionally associated information
	

	EasIpAddr
	6.1.6.2.x
	EAS IP address
	

	ApplyAction
	6.1.6.3.3
	Action to apply to the DNS packet
	



Table 6.1.6.1-2 specifies data types re-used by the Neasdf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Neasdf_DNSContext service based interface.
Table 6.1.6.1-2: Neasdf_DNSContext re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	IPv4Addr
	3GPP TS 29.571 [16]
	IPv4 address
	

	IPv6Prefix
	3GPP TS 29.571 [16]
	IPv6 prefix
	

	Dnn
	3GPP TS 29.571 [16]
	DNN
	

	Uri
	3GPP TS 29.571 [16]
	URI
	

	Uint32
	3GPP TS 29.571 [16]
	Unsigned 32-bit integer
	

	IpAddr
	3GPP TS 29.571 [16]
	IP address
	

	IPv6Addr
	3GPP TS 29.571 [16]
	IPv6 address
	

	SupportedFeatures
	3GPP TS 29.571 [16]
	Supported features
	

	DateTime
	3GPP TS 29.571 [16]
	Date and time
	

	PatchResult
	3GPP TS 29.571 [16]
	
	

	FqdnPatternMatchingRule
	3GPP TS 29.571 [16]
	FQDN Pattern Matching Rule
	

	Fqdn
	3GPP TS 29.571 [16]
	
	

	Snssai
	3GPP TS 29.571 [16]
	
	



* * * Next Change * * * *

[bookmark: _Toc85462137][bookmark: _Toc88667398][bookmark: _Toc122090616]6.1.6.2.9	Type: Action
Table 6.1.6.2.9-1: Definition of type Action
	Attribute name
	Data type
	P
	Cardinality
	Description

	applyAction
	ApplyAction
	M
	1
	Action to apply to the DNS message

	forwardingParameters
	ForwardingParameters
	O
	0..1
	This IE may be present if applyAction IE is set to " FORWARD".
When present, it shall contain forward instructions to apply to the DNS message before forwarding it.

	[bookmark: _PERM_MCCTEMPBM_CRPT96340008___7][bookmark: _PERM_MCCTEMPBM_CRPT70890002___7]reportingOnceInd
	boolean
	O
	0..1
	Reporting-once Indication
This IE may be present if the applyAction is set to "REPORT".
When present, it shall be set as follows:
- true: only one report shall be sent to the SMF, i.e. one report shall only be sent when a first DNS message matches any Message Detection Template of the DNS rule.
- false (default): a report shall be sent to the SMF for any DNS message matching any Message Detection Template of the DNS rule.

	[bookmark: _PERM_MCCTEMPBM_CRPT96340009___7][bookmark: _PERM_MCCTEMPBM_CRPT70890003___7]resetReportingOnceInd
	boolean
	O
	0..1
	Reset the Reporting-once Indication
This IE may be present in a request modifying a DNS rule, if the applyAction is set to "REPORT" and the reportingOnceInd is set to "true".

When present, it shall be set as follows:
- true: reset the Reporting-once Indication, i.e. send (only) one more report to the SMF when a next first DNS message matches any Message Detection Template of the DNS rule.
- false (default): do not reset the Reporting-once Indication

	easIpAddr
	EasIpAddr
	O
	0..1
	This IE may be present if applyAction IE is set to "RESPOND".
When present, it shall contain the EAS IP address to bulid the DNS response message.



* * * Next Change * * * *

[bookmark: _Toc85462143][bookmark: _Toc88667404][bookmark: _Toc122090622]6.1.6.2.x	Type: EasIpAddr
Table 6.1.6.2.x-1: Definition of type EasIpAddr
	Attribute name
	Data type
	P
	Cardinality
	Description

	easIpv4Address
	IPv4Addr
	O
	0..1
	EAS IPv4 address

	easIpv6Address
	IPv6Addr
	O
	0..1
	EAS IPv6 address



* * * Next Change * * * *

[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc85462147][bookmark: _Toc88667412][bookmark: _Toc122090632]6.1.6.3.3	Enumeration: ApplyAction
The enumeration ApplyAction represents an action to apply to the DNS packet. It shall comply with the provisions defined in table 6.1.6.3.3-1.
Table 6.1.6.3.3-1: Enumeration ApplyAction
	Enumeration value
	Description
	Applicability

	"BUFFER"
	Buffer the DNS Query or Response message
	

	"REPORT"
	Report the DNS Query or Response message content to the SMF
	

	"FORWARD"
	Forward the DNS Query or Response message, after applying the instructions indicated in the forwarding parameters if any
	

	"DISCARD"
	Discard DNS messages
	

	"RESPOND"
	Respond directly to the DNS request
	



* * * Next Change * * * *

[bookmark: _Toc85462205][bookmark: _Toc88667466][bookmark: _Toc122090675]A.2	Neasdf_DNSContext API
openapi: 3.0.0

info:
  version: '1.1.0-alpha.1'
  title: 'Neasdf_DNSContext'
  description: |
    EASDF DNS Context Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
[…]
    Action:
      description: Action to apply to DNS messages matching a message detection template
      type: object
      properties:
        applyAction:
          $ref: '#/components/schemas/ApplyAction'
        fwdParas:
          $ref: '#/components/schemas/ForwardingParameters'
        reportingOnceInd:
          type: boolean
          default: false
        resetReportingOnceInd:
          type: boolean
          default: false
        easIpAddr:
          $ref: '#/components/schemas/EasIpAddr'
      required:
        - applyAction

    DnsContextNotification:
      description: Data within DNS Context Notify
      type: object
      properties:
        eventreportList:
          type: array
          items:
            $ref: '#/components/schemas/DnsContextEventReport'
          minItems: 1

    ForwardingParameters:
      description: Forwarding instructions
      type: object
      properties:
        ecsOptionInfo:
          $ref: '#/components/schemas/EcsOptionInfo'
        dnsServerAddressInfo:
          $ref: '#/components/schemas/DnsServerAddressInfo'

    EcsOptionInfo:
      description: ECS Option Information
      type: object
      properties:
        ecsOption:
          $ref: '#/components/schemas/EcsOption'
        baseDnsAitId:
          $ref: '#/components/schemas/BaselineDnsAitId'
      anyOf:
        - required: [ ecsOption ]
        - required: [ baseDnsAitId ]

    DnsServerAddressInfo:
      description: DNS Server Address Information
      type: object
      properties:
        dnsServerAddressList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
          minItems: 1
        baseDnsAitId:
          $ref: '#/components/schemas/BaselineDnsAitId'
      anyOf:
        - required: [ dnsServerAddressList ]
        - required: [ baseDnsAitId ]

    BaselineDnsMdtId:
      description: Baseline DNS Message Detection Template Identifier
      type: object
      properties:
        baseDnsPatternUri:
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        mdtId:
          type: string
      required:
        - baseDnsPatternUri
        - mdtId

    BaselineDnsAitId:
      description: Baseline DNS Action Information Template Identifier
      type: object
      properties:
        baseDnsPatternUri:
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        aitId:
          type: string
      required:
        - baseDnsPatternUri
        - aitId

    EcsOption:
      description: ECS Option Information
      type: object
      properties:
        sourcePrefixLength:
          type: integer
          minimum: 0
          maximum: 128
        scopePrefixLength:
          type: integer
          minimum: 0
          maximum: 128
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
      required:
        - sourcePrefixLength
        - ipAddr

    DnsContextEventReport:
      description: DNS context event report
      type: object
      properties:
        timestamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        dnsRuleId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uint32'
        dnsQueryReport:
          $ref: '#/components/schemas/DnsQueryReport'
        dnsRspReport:
          $ref: '#/components/schemas/DnsRspReport'
        dnsMsgId:
          type: string


    DnsQueryReport:
      description: DNS Query Event Report
      type: object
      properties:
        fqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'

    DnsRspReport:
      description: DNS Response Event Report
      type: object
      properties:
        fqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        easIpv4Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
          minItems: 1
        easIpv6Addresses:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
          minItems: 1
        ecsOption:
          $ref: '#/components/schemas/EcsOption'

    BaselineDnsQueryMdtInfo:
      description: Baseline DNS Query MDT Information
      type: object
      properties:
        sourceIpv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        sourceIpv6Prefix:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
        baseDnsMdtList:
          type: array
          items:
            $ref: '#/components/schemas/BaselineDnsMdtId'
          minItems: 1
      required:
        - baseDnsMdtList

    BaselineDnsRspMdtInfo:
      description: Baseline DNS Response MDT Information
      type: object
      properties:
        baseDnsMdtList:
          type: array
          items:
            $ref: '#/components/schemas/BaselineDnsMdtId'
          minItems: 1
      required:
        - baseDnsMdtList

    EasIpAddr:
      description: EAS IP address
      type: object
      properties:
        easIpv4Address:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        easIpv6Address:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'

#
# SIMPLE DATA TYPES
#



#
# ENUMERATIONS
#

    ApplyAction:
      anyOf:
      - type: string
        enum:
          - BUFFER
          - REPORT
          - FORWARD
          - DISCARD
          - RESPOND
      - type: string
        description: >
          This string provides forward-compatibility with future
          extensions to the enumeration but is not used to encode
          content defined in the present version of this API.
      description: >
        Action to apply to the DNS packet
[…]
* * * End of Changes * * * *

