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* * * First Change * * * *
[bookmark: _Toc122088372][bookmark: _Toc119699191][bookmark: _Toc56497882][bookmark: _Toc49847753][bookmark: _Toc43463141][bookmark: _Toc42953824][bookmark: _Toc35971371][bookmark: _Toc510696579][bookmark: _Toc122088410][bookmark: _Toc119699229][bookmark: _Toc56497915][bookmark: _Toc49847786][bookmark: _Toc43463174][bookmark: _Toc42953857][bookmark: _Toc35971403][bookmark: _Toc120269597]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT24020000___5][6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	IETF RFC 4648: "The Base16, Base32 and Base64 Data Encodings".
[15]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[16]	3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[17]	3GPP TS 29.536: "5G System; Network Slice Admission Control Services; Stage 3".
[18]	3GPP TS 29.509: "5G System; Authentication Server Services; Stage 3".
[xx]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".

* * * Next Change * * * *
6.1.3.2.3	Resource Standard Methods
[bookmark: _Toc35971404][bookmark: _Toc510696613][bookmark: _Toc56497916][bookmark: _Toc49847787][bookmark: _Toc43463175][bookmark: _Toc42953858]6.1.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthInfo
	M
	1
	Contains the GPSI, S-NSSAI, and EAP ID Response from the UE, etc.



Table 6.1.3.2.3.1-3: Data structures supported by the  POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SliceAuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF for the requested slice-specific authentication and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start slice-specific authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE or the slice is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- SLICE_AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP/SEPP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	URI
	M
	1
	URI of created resource for the slice authentication context.
The URI structure is defined in clause 6.1.3.3.1.



[bookmark: _Toc49847788][bookmark: _Toc43463176][bookmark: _Toc42953859][bookmark: _Toc35971406][bookmark: _Toc510696615]Table 6.1.3.2.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



Table 6.1.3.2.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



[bookmark: _Toc122088411][bookmark: _Toc119699230][bookmark: _Toc56497917]6.1.3.2.4	Resource Custom Operations
There is no Resource Custom Operations in the current version of this API.
[bookmark: _Toc35971412][bookmark: _Toc510696621][bookmark: _Toc122088412][bookmark: _Toc119699231][bookmark: _Toc56497918][bookmark: _Toc49847789][bookmark: _Toc43463177][bookmark: _Toc42953860]6.1.3.3	Resource: slice-authentication (Document)
[bookmark: _Toc122088413][bookmark: _Toc119699232][bookmark: _Toc56497919][bookmark: _Toc49847790][bookmark: _Toc43463178][bookmark: _Toc42953861][bookmark: _Toc34310333][bookmark: _Toc25270678][bookmark: _Toc35971413][bookmark: _Toc510696622]6.1.3.3.1	Description
The sub-resource "slice-authentication" is generated by the NSSAAF. This subresource should not persist after the slice-specific authentication and authorization process finishes.
[bookmark: _Toc122088414][bookmark: _Toc119699233][bookmark: _Toc56497920][bookmark: _Toc49847791][bookmark: _Toc43463179][bookmark: _Toc42953862]6.1.3.3.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-nssaa/<apiVersion>/slice-authentications/{authCtxId}
This resource shall support the resource URI variables defined in table 6.1.3.3.2-1.
Table 6.1.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1

	apiVersion
	string
	See clause 6.1.1

	authCtxId
	string
	The slice authentication context ID, which is of data type SliceAuthCtxId defined in clause 6.1.6.3.2.



[bookmark: _Toc122088415][bookmark: _Toc119699234][bookmark: _Toc56497921][bookmark: _Toc49847792][bookmark: _Toc43463180][bookmark: _Toc42953863]6.1.3.3.3	Resource Standard Methods
[bookmark: _Toc56497922][bookmark: _Toc49847793][bookmark: _Toc43463181][bookmark: _Toc42953864]6.1.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthConfirmationData
	M
	1
	Contains the EAP message generated by the UE and provided to the AMF.



Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SliceAuthConfirmationResponse
	M
	1
	200 OK
	This case indicates that the NSSAAF has performed the slice-specific authentication. The response body shall contain the result of the slice-specific authentication and authorization.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a slice-specific authentication failure because of input parameter error. This indicates that the NSSAAF was not able to process the slice-specific authentication.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE or the slice is not allowed to be authenticated.
The "cause" attribute may be used to indicate one of the following application errors:
- SLICE_AUTH_REJECTED

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the UE or UE related context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response when time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIMED_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP/SEPP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.3.3.1-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.1.3.3.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



Table 6.1.3.3.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



[bookmark: _Toc122088416][bookmark: _Toc119699235][bookmark: _Toc56497923][bookmark: _Toc49847794][bookmark: _Toc43463182][bookmark: _Toc42953865]6.1.3.3.4	Resource Custom Operations
There is no Resource Custom Operations in the current version of this API.
[bookmark: _Toc122088417][bookmark: _Toc119699236][bookmark: _Toc56497924][bookmark: _Toc49847795][bookmark: _Toc43463183][bookmark: _Toc42953866]6.1.4	Custom Operations without associated resources
[bookmark: _Toc122088418][bookmark: _Toc119699237][bookmark: _Toc56497925][bookmark: _Toc49847796][bookmark: _Toc43463184][bookmark: _Toc42953867][bookmark: _Toc35971414][bookmark: _Toc510696623]6.1.4.1	Overview
There is no Custom Operation in the current version of this API.
[bookmark: _Toc122088419][bookmark: _Toc119699238][bookmark: _Toc56497926][bookmark: _Toc49847797][bookmark: _Toc43463185][bookmark: _Toc42953868][bookmark: _Toc35971419][bookmark: _Toc510696628]6.1.5	Notifications
[bookmark: _Toc122088420][bookmark: _Toc119699239][bookmark: _Toc56497927][bookmark: _Toc49847798][bookmark: _Toc43463186][bookmark: _Toc42953869][bookmark: _Toc35971420][bookmark: _Toc510696629]6.1.5.1	General
[bookmark: _Toc510696630]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 6.1.5.1-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	Re-authentication Notification
	{reauthNotifUri}
(NF Service Consumer provided callback reference)
	POST
	Re-authentication Notification

	Revocation Notification
	{revocNotifUri}
(NF Service Consumer provided callback reference)
	POST
	Revocation Notification



[bookmark: _Toc35971421][bookmark: _Toc122088421][bookmark: _Toc119699240][bookmark: _Toc56497928][bookmark: _Toc49847799][bookmark: _Toc43463187][bookmark: _Toc42953870]6.1.5.2	Re-authentication Notification
[bookmark: _Toc122088422][bookmark: _Toc119699241][bookmark: _Toc56497929][bookmark: _Toc49847800][bookmark: _Toc43463188][bookmark: _Toc42953871][bookmark: _Toc35971422][bookmark: _Toc532994455][bookmark: _Toc510696631]6.1.5.2.1	Description
[bookmark: _Toc35971423][bookmark: _Toc532994456]The Re-authentication Notification is used by the NSSAAF to trigger the NF Service Consumer (i.e. the AMF) to re-initiate slice-specific authentication and authorization for a given UE.
[bookmark: _Toc122088423][bookmark: _Toc119699242][bookmark: _Toc56497930][bookmark: _Toc49847801][bookmark: _Toc43463189][bookmark: _Toc42953872]6.1.5.2.2	Target URI
The Notification URI "{reauthNotifUri}" shall be used with the resource URI variables defined in table 6.1.5.2.2-1.
Table 6.1.5.2.2-1: Resource URI variables for this resource
	Name
	Definition

	reauthNotifUri
	String formatted as URI which carries the re-authentication notification URI.



[bookmark: _Toc122088424][bookmark: _Toc119699243][bookmark: _Toc56497931][bookmark: _Toc49847802][bookmark: _Toc43463190][bookmark: _Toc42953873]6.1.5.2.3	Standard Methods
[bookmark: _Toc56497932][bookmark: _Toc49847803][bookmark: _Toc43463191][bookmark: _Toc42953874]6.1.5.2.3.1	POST
This method shall support the request data structures specified in table 6.1.5.2.3.1-1 and the response data structures and response codes specified in table 6.1.5.2.3.1-2.
Table 6.1.5.2.3.1-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthReauthNotification
	M
	1
	SliceAuthReauthNotification which carries the re-authentication notification for a given UE.



Table 6.1.5.2.3.1-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful notification of the re-authentication.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The NF service consumer shall generate a Location header field containing a URI pointing to the endpoint of another NF service consumer to which the notification should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The NF service consumer shall generate a Location header field containing a URI pointing to the endpoint of another NF service consumer to which the notification should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP/SEPP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.5.2.3.1-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	A URI pointing to the endpoint of NF service consumer to which the notification should be sent. The Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



Table 6.1.5.2.3.1-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	A URI pointing to the endpoint of NF service consumer to which the notification should be sent. The Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



[bookmark: _Toc35971426][bookmark: _Toc122088425][bookmark: _Toc119699244][bookmark: _Toc56497933][bookmark: _Toc49847804][bookmark: _Toc43463192][bookmark: _Toc42953875]6.1.5.3	Revocation Notification
[bookmark: _Toc122088426][bookmark: _Toc119699245][bookmark: _Toc56497934][bookmark: _Toc49847805][bookmark: _Toc43463193][bookmark: _Toc42953876]6.1.5.3.1	Description
The Revocation Notification is used by the NSSAAF to trigger the NF Service Consumer (i.e. the AMF) to revoke the slice-specific authentication and authorization result for a given UE.
[bookmark: _Toc122088427][bookmark: _Toc119699246][bookmark: _Toc56497935][bookmark: _Toc49847806][bookmark: _Toc43463194][bookmark: _Toc42953877]6.1.5.3.2	Target URI
The Notification URI "{revocNotifUri}" shall be used with the resource URI variables defined in table 6.1.5.3.2-1.
Table 6.1.5.3.2-1: Resource URI variables for this resource
	Name
	Definition

	revocNotifUri
	String formatted as URI which carries the revocation notification URI.



[bookmark: _Toc122088428][bookmark: _Toc119699247][bookmark: _Toc56497936][bookmark: _Toc49847807][bookmark: _Toc43463195][bookmark: _Toc42953878]6.1.5.3.3	Standard Methods
[bookmark: _Toc56497937][bookmark: _Toc49847808][bookmark: _Toc43463196][bookmark: _Toc42953879]6.1.5.3.3.1	POST
This method shall support the request data structures specified in table 6.1.5.3.3.1-1 and the response data structures and response codes specified in table 6.1.5.3.3.1-2.
Table 6.1.5.3.3.1-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SliceAuthRevocNotification
	M
	1
	SliceAuthRevocNotification which carries the revocation notification for a given UE.



Table 6.1.5.3.3.1-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful notification of the revocation.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The NF service consumer shall generate a Location header field containing a URI pointing to the endpoint of another NF service consumer to which the notification should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The NF service consumer shall generate a Location header field containing a URI pointing to the endpoint of another NF service consumer to which the notification should be sent.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP/SEPP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.5.3.3.1-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	A URI pointing to the endpoint of NF service consumer to which the notification should be sent. The Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



Table 6.1.5.3.3.1-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	A URI pointing to the endpoint of NF service consumer to which the notification should be sent. The Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).




* * * Next Change * * * *

[bookmark: _Toc122088461][bookmark: _Toc119699280]6.2.3.2	Resource: authentications (Collection)
[bookmark: _Toc122088462][bookmark: _Toc119699281]6.2.3.2.1	Description
This resource represents a collection of the authentication resources generated by the NSSAAF.
[bookmark: _Toc122088463][bookmark: _Toc119699282]6.2.3.2.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-aiw/<apiVersion>/authentications
This resource shall support the resource URI variables defined in table 6.2.3.2.2-1.
Table 6.2.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.2.1

	apiVersion
	string
	See clause 6.2.1



[bookmark: _Toc122088464][bookmark: _Toc119699283]6.2.3.2.3	Resource Standard Methods
6.2.3.2.3.1	POST
This method shall support the URI query parameters specified in table 6.2.3.2.3.1-1.
Table 6.2.3.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.2.3.1-2 and the response data structures and response codes specified in table 6.2.3.2.3.1-3.
Table 6.2.3.2.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthInfo
	M
	1
	Contains the SUPI, EAP ID Response from the UE, etc.



Table 6.2.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthContext
	M
	1
	201 Created
	This case indicates the corresponding resource has been created by the NSSAAF for the requested authentication and authorization, and further EAP process is required.
The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents the failure to start authentication and authorization because of input parameter error.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the user or user context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response and time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIME_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP/SEPP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.2.3.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.2.3.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	URI
	M
	1
	URI of created resource for the authentication context.
The URI structure is defined in clause 6.2.3.3.1.



Table 6.2.3.2.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



Table 6.2.3.2.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



[bookmark: _Toc122088465][bookmark: _Toc119699284]6.2.3.3	Resource: authentication (Document)
[bookmark: _Toc122088466][bookmark: _Toc119699285]6.2.3.3.1	Description
The sub-resource "authentication" is generated by the NSSAAF. This subresource should not persist after the authentication and authorization process finishes.
[bookmark: _Toc122088467][bookmark: _Toc119699286]6.2.3.3.2	Resource Definition
Resource URI: {apiRoot}/nnssaaf-aiw/<apiVersion>/authentications/{authCtxId}
This resource shall support the resource URI variables defined in table 6.2.3.3.2-1.
Table 6.2.3.3.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.2.1

	apiVersion
	string
	See clause 6.2.1

	authCtxId
	string
	The authentication context ID, which is of data type AuthCtxId defined in clause 6.2.6.3.2.



[bookmark: _Toc122088468][bookmark: _Toc119699287]6.2.3.3.3	Resource Standard Methods
6.2.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.2.3.3.3.1-1.
Table 6.2.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.2.3.3.3.1-2 and the response data structures and response codes specified in table 6.2.3.3.3.1-3.
Table 6.2.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AuthConfirmationData
	M
	1
	Contains the EAP message generated by the UE and provided to the AUSF.



Table 6.2.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AuthConfirmationResponse
	M
	1
	200 OK
	This case indicates that the NSSAAF has performed the authentication. The response body shall contain the result of the authentication and authorization.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if this is a redirection triggered by an SCP to the same target resource via another SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same NSSAAF or NSSAAF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents an authentication failure because of input parameter error. This indicates that the NSSAAF was not able to process the authentication.

	ProblemDetails
	O
	0..1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated.

	ProblemDetails
	O
	0..1
	404 Not Found
	This case represents the UE or UE related context is not found.
The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	504 Gateway Time out
	This case represents network error or remote peer (i.e. AAA-S) error, e.g. not reachable, no response when time out.
The "cause" attribute may be used to indicate one of the following application errors:
- NETWORK_FAILURE
- UPSTREAM_SERVER_ERROR
- TIMED_OUT_REQUEST

	NOTE 1:	The mandatory HTTP error status code for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP/SEPP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.2.3.3.3.1-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.2.3.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 6.2.3.3.3.1-6: Headers supported by the 307 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).



Table 6.2.3.3.3.1-7: Headers supported by the 308 Response Code on this endpoint
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	CM
	0..1
	URI pointing to the resource of another NF service producer to which the request should be sent.
Or the same URI, if a request is redirected to the same target resource via a different SCP/SEPP. In the latter case, the Location header shall not be sent if the SCP/SEPP has received "3gpp-Sbi-Location-Header" and has decided to redirect the request to another SCP/SEPP (see clause 5.2.x in 3GPP TS 29.571 [xx] and clause 6.10.9.1 in 3GPP TS 29.500 [4]).




* * * End of Changes * * * *

