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Introduction

RFC 7540 (HTTP/2) has been obsoleted by RFC 9113 (published in June 2022). TS 29.500 and all TSs defining 5GC APIs currently refer to RFC 7540. This document discusses the main changes of RFC 9113 from RFC 7540 and their potential impacts on 3GPP requirements.  

Discussion

Appendix B of RFC 9113 indicates the changes from RFC 7540: 

Appendix B. Changes from RFC 7540
This revision includes the following substantive changes:
· Use of TLS 1.3 was defined based on [RFC8740], which this document obsoletes.
· The priority scheme defined in RFC 7540 is deprecated. Definitions for the format of the PRIORITY frame and the priority fields in the HEADERS frame have been retained, plus the rules governing when PRIORITY frames can be sent and received, but the semantics of these fields are only described in RFC 7540. The priority signaling scheme from RFC 7540 was not successful. Using the simpler signaling in [HTTP-PRIORITY] is recommended.
· The HTTP/1.1 Upgrade mechanism is deprecated and no longer specified in this document. It was never widely deployed, with plaintext HTTP/2 users choosing to use the prior-knowledge implementation instead.
· Validation for field names and values has been narrowed. The validation that is mandatory for intermediaries is precisely defined, and error reporting for requests has been amended to encourage sending 400-series status codes.
· The ranges of codepoints for settings and frame types that were reserved for Experimental Use are now available for general use.¶
· Connection-specific header fields -- which are prohibited -- are more precisely and comprehensively identified.
· Host and ":authority" are no longer permitted to disagree.
· Rules for sending Dynamic Table Size Update instructions after changes in settings have been clarified in Section 4.3.1.
Editorial changes are also included. In particular, changes to terminology and document structure are in response to updates to core HTTP semantics [HTTP]. Those documents now include some concepts that were first defined in RFC 7540, such as the 421 status code or connection coalescing.
The main change that would affect existing 5GC requirements is the simplification of the priority scheme that was defined in RFC 7540, where the setting of priority in HEADERS and PRIORITY frames is kept in RFC 9113 for backward compatibility but is deprecated. RFC 9113 says:

5.3.1. Background on Priority in RFC 7540
RFC 7540 defined a rich system for signaling priority of requests. However, this system proved to be complex, and it was not uniformly implemented.
The flexible scheme meant that it was possible for clients to express priorities in very different ways, with little consistency in the approaches that were adopted. For servers, implementing generic support for the scheme was complex. Implementation of priorities was uneven in both clients and servers. Many server deployments ignored client signals when prioritizing their handling of requests.
In short, the prioritization signaling in RFC 7540 [RFC7540] was not successful.
5.3.2. Priority Signaling in This Document
This update to HTTP/2 deprecates the priority signaling defined in RFC 7540 [RFC7540]. The bulk of the text related to priority signals is not included in this document. The description of frame fields and some of the mandatory handling is retained to ensure that implementations of this document remain interoperable with implementations that use the priority signaling described in RFC 7540.
A thorough description of the RFC 7540 priority scheme remains in Section 5.3 of [RFC7540].
Signaling priority information is necessary to attain good performance in many cases. Where signaling priority information is important, endpoints are encouraged to use an alternative scheme, such as the scheme described in [HTTP-PRIORITY].
Though the priority signaling from RFC 7540 was not widely adopted, the information it provides can still be useful in the absence of better information. Endpoints that receive priority signals in HEADERS or PRIORITY frames can benefit from applying that information. In particular, implementations that consume these signals would not benefit from discarding these priority signals in the absence of alternatives.
Servers SHOULD use other contextual information in determining priority of requests in the absence of any priority signals. Servers MAY interpret the complete absence of signals as an indication that the client has not implemented the feature. The defaults described in Section 5.3.5 of [RFC7540] are known to have poor performance under most conditions, and their use is unlikely to be deliberate.
Clause 2 of RFC 9218 describes further the motivations for replacing the RFC 7540 Stream Priorities and defines a new Priority HTTP header.

RFC 7540 stream priority (see Section 5.3 of [RFC7540]) is a complex system where clients signal stream dependencies and weights to describe an unbalanced tree. It suffered from limited deployment and interoperability and has been deprecated in a revision of HTTP/2 [HTTP/2]. HTTP/2 retains these protocol elements in order to maintain wire compatibility (see Section 5.3.2 of [HTTP/2]), which means that they might still be used even in the presence of alternative signaling, such as the scheme this document describes. […]

As per clause 6.8 of TS 29.500 on SBI Message Priority Mechanism, 5GC relies on the 3gpp-Sbi-Message-Priority header defined from Rel-15 onwards to signal and prioritize the handling of messages end-to-end.

The SMP mechanism defined in this clause uses the "3gpp-Sbi-Message-Priority" custom HTTP header defined in clause 5.2.3.2.1 to set and carry the message priority between the client and the server.

The client sending a request shall determine its required priority according to 6.8.4. It shall include a "3gpp-Sbi-Message-Priority" header (see clause 5.2.3.2.1) indicating the required priority level in the request and shall prioritise the requests according to the required priority level.

The server should use the "3gpp-Sbi-Message-Priority" header (see clause 5.2.3.2.1) and may use the stream priority information to determine how to handle the request. This includes determining the order in which requests are handled and resources that are applied to the handling of the request.
Servers should use "3gpp-Sbi-Message-Priority" value when making overload throttling decisions.

Clause 6.8.7 also specifies requirements for HTTP/2 proxy behaviour:

A proxy should forward request and response without removing the "3gpp-Sbi-Message-Priority" header or changing its value.

Proxies should use the request priority information (respectively response priority information) according to the "3gpp-Sbi-Message-Priority" value and may use the stream priority Weight value when making overload throttling decisions to a request (respectively a response).

3GPP should stick to the 3gpp-Sbi-Message-Priority header for message prioritization and no new header should be used for the same purpose (cf. Priority HTTP header field in RFC 9218).

Clause 6.8 of TS 29.500 on SBI Message Priority Mechanism also recommends the support and use of the stream priority mechanism defined in RFC 7540. 

The purpose of HTTP/2 stream priority is to allow an endpoint to prioritize streams for transmitting frames when there is limited capacity for sending and to express how it would prefer its peer to allocate resources when managing concurrent streams. Setting the stream priority ensures a priority treatment to a message between the two endpoints of an HTTP/2 connection.

However, according to RFC 9218, “Many RFC 7540 server implementations do not act on HTTP/2 priority signals.”

The stream priority does not seem really used in existing 5GC deployments. Besides, even if HTTP/2 stacks support the setting of the stream priority, they do not necessarily support using the stream priorities for processing resource allocation (e.g. prioritizing the sending of streams' requests or responses to an HTTP connection based on the streams’ priorities). 

With the use of the stream priority deprecated in RFC 9113, HTTP/2 stacks are unlikely to implement or maintain support of stream priority setting and the prioritization of sending of requests/responses to an HTTP connection.

In alignment with RFC 9113, it is proposed to consider deprecating the use of the stream priority in 5GC signalling while still requiring interoperability with implementations complying with earlier releases that would send priority info in HEADER or PRIORITY frames, like specified in RFC 9113.

The other changes of RFC 9113 need also to be checked carefully but they are not expected to cause problems for the possible adoption of RFC 9113 as a replacement of RFC 7540 in 5GC specifications from Rel-18 onwards. It can be noted that:
· the HTTP/1.1 Upgrade mechanism is not used in 5GC; and
· the connection-specific header fields (prohibited) that are identified in clause 8.2.2 of RFC 9113 (i.e. Proxy-Connection, Keep-Alive, Transfer-Encoding, and Upgrade) are not used in 5GC.


Conclusion

All companies are invited to review thoroughly RFC 9113 and its changes from RFC 7540. 

Assuming that it is confirmed that no backward compatibility problem exists with implementations complying with RFC 7540 and no other technical problem arises from the review, 3GPP should consider updating HTTP/2 references from RFC 7540 to RFC 9113 in 5GC specifications from Rel-18 onwards.

For SBI Message Priority Mechanism, it is proposed to consider deprecating the use of the stream priority in 5GC and to rely only on the 3gpp-Sbi-Message-Priority header for end-to-end message prioritization in the 5GC.

If / once it is decided to align 3GPP specifications to use RFC 9113, CT4 should communicate its decision to other WGs defining 5GC APIs and rapporteurs of TSs of 5GC APIs could be tasked to contribute normative CRs to uplift the HTTP/2 reference in their respective TS. 
