Error! No text of specified style in document.
10
Error! No text of specified style in document.

[bookmark: _Toc42763478][bookmark: _Toc49769260][bookmark: _Toc56438069][bookmark: _Toc56438211][bookmark: _Toc56438285][bookmark: _Toc57274155][bookmark: _Toc57274624][bookmark: _Toc66461567][bookmark: _Toc70926359][bookmark: _Toc86043862][bookmark: _Toc120702299][bookmark: _Toc39050167]3GPP TSG-CT WG4 Meeting #114	C4-230117
Athens, Greece, 27th Feb – 03rd Mar 2023


Source:	Nokia, Nokia Shanghai Bell
Title:	Pseudo-CR on Key Issue #2 update
Spec:	3GPP TR 29.831 v0.2.0
Agenda item:	6.1.3
Document for:	Decision

1. Introduction
Discovery responses conveyed between PLMNs may contain sensitive information.
2. Reason for Change
Solutions addressing key issue #2 may also ensure that sensitive information is not exposed to different PLMNs
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 29.831 v0.2.0.

* * * First Change * * * *

5.2	Key Issue #2: Signaling overhead of NF discovery responses between PLMNs
[bookmark: _Toc120702300]5.2.1	Description of the use case
In the NF discovery response, NRF will return the NF profiles matching the search criteria indicated by the query parameters of the discovery request, e.g. all the list of ranges of SUPIs whose profile data is available in the UDM instance, etc.
Take SUPI as an example.
The AMF carries SUPI as one of the main query parameters in the NF discovery request, and initiates NF discovery to the NRF to obtain the information of the UDMs where the SUPI profile is stored. If the query parameters match successfully, the NRF will return the correct UDMs, and will carry all the list of ranges of SUPIs whose profile data is available in the UDM instance. That results in large response messages, even exceeding 2 million octets in some network deployments.
The AMF completely stores the data in the response message in the cache, therefore other SUPIs can be searched locally in the subsequent service discovery procedure, avoiding excessive signaling interaction with the NRF.
However, if the AMF and NRF belong to different PLMNs, the ranges of SUPIs in the cache of AMF might not work. Because there are relatively few users of different SUPI accessing the network from different PLMN. Additionally, the storage costs of saving NF profiles of PLMNs around the world would be high.
In another scenario, when AMF in VPLMN queries SMF in HPLMN, NRF will include all “taiList” and “taiRangeList” served by the H-SMF in the NF discovery response message. However, these TAIs are useless for the AMF in VPLMN or even may be regarded sensitive information not to be disclose to the VPLMN.
Consequently, these large/complete response messages between different PLMNs might cause unnecessary signaling overhead and data storage overhead, and might cause undesired exposure of sensitive data.
It’s recommended considering how to simplify these numerous parameters / remove sensitive data in NF discovery response of roaming scenarios, e.g., plmnList, sNssais, perPlmnSnssaiList, nsiList, supiRanges, gpsiRanges, routingIndicators, externalGroupIdentifiersRanges, internalGroupIdentifiersRanges, suciInfos, taiList, taiRangeList, dnnList, etc.
* * * End of Change * * * *
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