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[bookmark: _Toc327548005][bookmark: _Toc327548205][bookmark: _Toc330993688]1 Background 
Roaming Hubs (RHs) play a pivotal role in mobile communications, as without them, the number of roaming-related procedures to be maintained bilaterally would be unmanageable for the majority of operators. In mobile generations prior to 5G, the security associations established by signalling protocols, if any, terminate at the RH. This has enabled a range of services that would otherwise not be possible to provide efficiently, including troubleshooting during roaming enablement, CDR generation and clearing, and per-subscriber bandwidth management. 
While 5GMRR currently evaluates PRINS as well as a potentially alternative or complementary approach, the group acknowledges that, in 5G, N32 security associations are designed to be end-to-end between the SEPP of the VPLMN and the SEPP of the HPLMN. The lack of feedback mechanisms, however, with which a PRINS middle box, as specified in [3] (see, for example the boxes labelled “cIPX” and “pIPX” in Figure 13.2.1[footnoteRef:2]-1), can signal error conditions, appears to be a barrier for adoption. With this LS, the group seeks to explore the options for removing this barrier. [2:  Also see solution #20 on “RH” in 3GPP TS 33.875] 

Feedback mechanisms are required in order to efficiently isolate and eliminate the reasons behind errors that are likely to arise during testing and production phases of RH-mediated roaming and Roaming Value Added Services (RVAS). Moreover, it is expected that feedback mechanisms may help refining PRINS protection policies, in cases where default policies are not optimal, and to enable per-subscriber bandwidth management.
More precisely, there is a need for PRINS middle boxes to signal the following error conditions to the SEPP (and further PRINS middle boxes).
· An expected IE is missing. This error condition may arise when the PRINS middle box has been tasked with a service that requires the presence of the missing IE, for example because a patch needs to be applied. 
· An IE is encrypted while it was expected to be available in the clear. This error condition may arise when the PRINS middle box has been tasked with a service that requires read access to the IE. 
· An IE is not encrypted while its availability in the clear is not required. This error condition may arise when the PRINS middle box detects that an IE is not encrypted while encryption of the IE would not result in an issue. This error (warning) may be used to optimize the relevant protection policy.
· The N32 connection cannot be setup due to contractual reasons. This error condition can arise, for example, when the roaming with a particular HPLMN has not been activated by the RH. Note that this error occurs at N32-c connection setup.
· The N32 connection cannot be setup due to a connectivity issue. This error condition can arise when some connectivity issue, for example an expired TLS certificate on N32-f, prevents the setup of the TLS connection towards the HPLMN. Note that this error may occur during N32-c or N32-f connection setup.
· The message was not delivered due to contractual reasons. This error condition can arise in the context of the delivery of an N32-f message. For example, while some N32-f messages are delivered during testing, others need to be rejected as the production phase has not yet started. Moreover, the PRINS middle box operator may reject a message because it is not aligned with the contractual purpose, for example an SMS delivery message is received over a connection that is contractually bound to roaming only.
Note that the affected SEPP and other PRINS middle boxes must be able to properly interpret and act on these conditions. Also note that, while some errors are blocking, others may be informational warnings. There is a need for an indication to distinguish between these two cases. 
Sometimes, RHs are tasked with per-subscriber bandwidth management. In the event of exhaustion of a subscriber’s data quota, the RH may need to trigger appropriate signalling, both towards the VPLMN SEPP and the HPLMN SEPP, without undue delay, that results in the disconnection of the subscriber’s PDU session. There is a need to enable such signalling using PRINS.
Moreover, from a security perspective, in certain situations (i.e. when N32-f is using PRINS) it is undesirable to use a single N32 connection to serve dissimilar purposes, such as roaming and SMS delivery, firstly because the ability to selectively block signalling links without the risk of “overblocking” is desirable and, secondly, because key management and governance procedures may differ significantly between purposes. 
Finally, there is a need to consider PRINS middle boxes in terms of certificate and key management automation. 
2 Actions to 3GPP CT4 and SA3
5GMRR kindly asks 3GPP SA3 to consider
· PRINS middle boxes in studies concerning automatic certificate generation, renewal, and distribution, while also taking into account the procedures described in [2] and
· providing support for the secure handling by the SEPPs and PRINS middle boxes of the error condition signalling as well as signalling for the purposes of allowing the RH to signal to the SEPPs the need for the disconnection of the PDU session, as described above, in respective 3GPP specifications.
[bookmark: OLE_LINK7]Also, 5GMRR kindly asks 3GPP CT4 to consider
· providing support for error condition signalling as well as signalling for the purposes of allowing the RH to signal the need for the disconnection of the PDU session to the SEPPs, as described above, in respective 3GPP specifications and
· specifying restrictions on the values that may coexist in the N32Purpose enumeration structure (clause 6.1.5.3.9 of [1]) if PRINS is negotiated. As a minimum, consider SMS_INTERCONNECT to not be allowed to coexist with ROAMING.
Finally, 5GMRR kindly asks 3GPP SA3 and CT4 to consider collaborating with each other as well as other 3GPP groups as they deem necessary for the purposes of providing support for the above functionalities in a secure manner. 
NEXT MEETINGS: 
March 1-2, 2023, London
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