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* * * First Change * * * *
[bookmark: _Toc11338437][bookmark: _Toc27585052][bookmark: _Toc36457005][bookmark: _Toc45027888][bookmark: _Toc45028723][bookmark: _Toc67681478][bookmark: _Toc114764250]5.5.2.4	Notify
[bookmark: _Toc11338438][bookmark: _Toc27585053][bookmark: _Toc36457006][bookmark: _Toc45027889][bookmark: _Toc45028724][bookmark: _Toc67681479][bookmark: _Toc114764251]5.5.2.4.1	General
The following procedures using the Notify service operation are supported:
-	Event Occurrence Notification
-	Monitoring Revocation Notification
-	UDR-initiated Data Restoration Notification

* * * Next Change * * * *
[bookmark: _Toc114764214]5.5.2.4.x	UDR-initiated Data Restoration
Figure 5.5.2.4.x-1 shows a scenario where the UDM notifies the NF Service Consumer (e.g. a NEF) about the need to restore subscription-data due to a potential data-loss event occurred at the UDR. The request contains identities representing those UEs potentially affected by such event.


Figure 5.5.2.4.x-1: UDR-initiated Data Restoration
1.	The UDM (after receiving a notification from UDR about a potential data-loss event) sends a POST request to the dataRestorationCallbackUri; such callback URI may be provided by the NF service consumer during the registration, or dynamically discovered by UDM by querying the NRF for the NF Profile of the NF Service Consumer.
2a.	On success, the NF Service Consumer responds with "204 No Content".
2b.	On failure or redirection, one of the appropriate HTTP status codes listed in Table 6.4.5.x-3 shall be returned. For a 4xx/5xx response, the message body may contain appropriate additional error information.

[bookmark: _Toc11338777][bookmark: _Toc27585481][bookmark: _Toc36457487][bookmark: _Toc45028404][bookmark: _Toc45029239][bookmark: _Toc67682002][bookmark: _Toc114764800]* * * Next Change * * * *
6.4.5	Notifications
[bookmark: _Toc11338778][bookmark: _Toc27585482][bookmark: _Toc36457488][bookmark: _Toc45028405][bookmark: _Toc45029240][bookmark: _Toc67682003][bookmark: _Toc114764801]6.4.5.1	General
This clause will specify the use of notifications and corresponding protocol details if required for the specific service. When notifications are supported by the API, it will include a reference to the general description of notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.
Table 6.4.5.1-1: Notifications overview
	Notification
	Resource URI
	HTTP method or custom operation
	Description
(service operation)

	Event Occurrence Notification 
	{callbackReference}
	POST
	

	Monitoring Revocation Notification
	{secondCallbackRef}
	POST
	

	Data Restoration Notification
	{dataRestorationCallbackUri}
	POST
	



[bookmark: _Toc114764645]* * * Next Change * * * *
6.4.5.x	Data Restoration Notification
The POST method shall be used to inform the NF Service Consumer about a potential data-loss event occurred at the UDR, and the callback URI may be provided during the subscription procedure, or dynamically discovered by UDM by querying NRF for a default notification URI.
Resource URI: {dataRestorationCallbackUri}
Support of URI query parameters is specified in table 6.4.5.x-1.
Table 6.4.5.x-1: URI query parameters supported by the POST method
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Support of request data structures is specified in table 6.4.5.x-2 and of response data structures and response codes is specified in table 6.4.5.x-3.
Table 6.4.5.x-2: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	DataRestorationNotification
	M
	1
	Contains identifiers representing those UEs potentially affected by a data-loss event at the UDR.



Table 6.4.5.x-3: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Upon success, an empty response body shall be returned.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF or NF (service) set.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF or NF (service) set.
If an SCP redirects the message to another SCP then the location header field shall contain the same URI or a different URI pointing to the endpoint of the NF service consumer to which the notification should be sent.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- CONTEXT_NOT_FOUND

	NOTE:	In addition, common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.



Table 6.4.5.x-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the Callback URI of the target NF Service Consumer to which the request is redirected

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



Table 6.4.5.x-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the Callback URI of the target NF Service Consumer to which the request is redirected

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance ID towards which the request is redirected



[bookmark: _Toc67682006][bookmark: _Toc114764804]* * * Next Change * * * *
6.4.6	Data Model
[bookmark: _Toc11338781][bookmark: _Toc27585485][bookmark: _Toc36457491][bookmark: _Toc45028408][bookmark: _Toc45029243][bookmark: _Toc67682007][bookmark: _Toc114764805]6.4.6.1	General
This clause specifies the application data model supported by the API.
Table 6.4.6.1-1 specifies the data types defined for the Nudm_EE service API.
Table 6.4.6.1-1: Nudm_EE specific Data Types
	Data type
	Clause defined
	Description

	EeSubscription
	6.4.6.2.2
	A subscription to Notifications

	MonitoringConfiguration
	6.4.6.2.3
	Monitoring Configuration

	MonitoringReport
	6.4.6.2.4
	Monitoring Report

	Report
	6.4.6.2.5
	Event report

	ReportingOptions
	6.4.6.2.6
	Report options

	ChangeOfSupiPeiAssociationReport
	6.4.6.2.7
	Report for change of SUPI/PEI association

	RoamingStatusReport
	6.4.6.2.8
	Report for roaming status retrieval

	CreatedEeSubscription
	6.4.6.2.9
	Created subscription for event exposure

	LocationReportingConfiguration
	6.4.6.2.10
	Configuration for location reporting

	CnTypeChangeReport
	6.4.6.2.11
	Report for CN type change

	ReachabilityForSmsReport
	6.4.6.2.12
	Report for reachability status for SMS

	DatalinkReportingConfiguration
	6.4.6.2.13
	Reporting configuration for events related to data link

	CmInfoReport
	6.4.6.2.14
	Reporting UE's Connection Management State information per access type

	LossConnectivityCfg
	6.4.6.2.15
	Configuration for loss of connectivity event

	PduSessionStatusCfg
	6.4.6.2.16
	Reporting configuration for events related to PDU session Status

	LossConnectivityReport
	6.4.6.2.17
	Report of "LOSS_OF_CONNECTIVITY" event

	LocationReport
	6.4.6.2.18
	Report of "LOCATION_REPORTING" event

	PdnConnectivityStatReport
	6.4.6.2.19
	Report of "PDN_CONNECTIVITY_STATUS" event

	ReachabilityReport
	6.4.6.2.20
	Reachability report

	ReachabilityForDataConfiguration
	6.4.6.2.21
	Reachability for Data Configuration

	EeMonitoringRevoked
	6.4.6.2.22
	Revoked monitoring events information 

	MonitoringEvent
	6.4.6.2.23
	Monitoring Event

	FailedMonitoringConfiguration
	6.4.6.2.24
	Failed Monitoring Configuration in the EE subscription

	MaxNumOfReports
	6.4.6.3.2
	Maximum number of reports

	ReferenceId
	6.4.6.3.2
	Reference Identity

	EventType
	6.4.6.3.3
	Event type of UDM Event Exposure service

	LocationAccuracy
	6.4.6.3.4
	Location Accuracy definition

	CnType
	6.4.6.3.5
	Core Network Type

	AssociationType
	6.4.6.3.6
	Association type

	EventReportMode
	6.4.6.3.7
	Event report mode

	ReachabilityForSmsConfiguration
	6.4.6.3.8
	Configuration for report of reachablity status for SMS

	PdnConnectivityStatus
	6.4.6.3.9
	PDN Connectivity Status

	ReachabilityForDataReportConfig
	6.4.6.3.10
	Configuration for report of reachability status for data

	RevokedCause
	6.4.6.3.11
	Revocation Cause for the monitoring event

	FailedCause
	6.4.6.3.12
	Failed cause of the failed Monitoring Configuration in the EE subscription



Table 6.4.6.1-2 specifies data types re-used by the Nudm_EE service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nudm_EE service API.
Table 6.4.6.1-2: Nudm_EE re-used Data Types
	Data type
	Reference
	Comments

	Uri
	3GPP TS 29.571 [7]
	Uniform Resource Identifier

	SupportedFeatures
	3GPP TS 29.571 [7]
	see 3GPP TS 29.500 [4] clause 6.6

	DateTime
	3GPP TS 29.571 [7]
	DateTime

	Pei
	3GPP TS 29.571 [7]
	Permanent Equipment Identifier

	PlmnId
	3GPP TS 29.571 [7]
	PLMN ID

	Gpsi
	3GPP TS 29.571 [7]
	Generic Public Subscription Identifier

	AccessType
	3GPP TS 29.571 [7]
	Access Type

	PatchItem
	3GPP TS 29.571 [7]
	Patch item of JSON PATCH

	PatchResult
	3GPP TS 29.571 [7]
	Patch result of JSON PATCH

	DddTrafficDescriptor
	3GPP TS 29.571 [7]
	Traffic description for downlink data delivery

	SamplingRatio
	3GPP TS 29.571 [7]
	Sampling ratio

	DurationSec
	3GPP TS 29.571 [7]
	A duration expressed in seconds

	DlDataDeliveryStatus
	3GPP TS 29.571 [7]
	Downlink data delivery status

	Dnn
	3GPP TS 29.571 [7]
	Data Network Name with Network Identifier only.

	Snssai
	3GPP TS 29.571 [7]
	Single NSSAI

	DiameterIdentity
	3GPP TS 29.571 [7]
	Diameter Identify (FQDN)

	CmInfo
	3GPP TS 29.518 [36]
	Describe the Connection Management state information for an access type

	MtcProviderInformation
	3GPP TS 29.571 [7]
	MTC Provider Information

	NfInstanceId
	3GPP TS 29.571 [7]
	Network Function Instance Identifier

	NotificationFlag
	3GPP TS 29.571 [7]
	Notification flag

	UeReachability
	3GPP TS 29.518 [36]
	Describes the reachability of the UE

	LossOfConnectivityReason
	3GPP TS 29.518 [36]
	Describes the reason of connectivity loss

	UserLocation
	3GPP TS 29.571 [7]
	User Location

	PduSessionId
	3GPP TS 29.571 [7]
	PDU Session Id

	Ipv4Addr
	3GPP TS 29.571 [7]
	IPv4 Address

	Ipv6Addr
	3GPP TS 29.571 [7]
	IPv6 Address

	Ipv6Prefix
	3GPP TS 29.571 [7]
	IPv6 Prefix

	PduSessionType
	3GPP TS 29.571 [7]
	PDU session type.

	ContextInfo
	6.1.6.2.69
	Contains the HTTP Headers received by the NFs

	DataRestorationNotification
	6.2.6.2.25
	Contains identities representing those UEs potentially affected by a data-loss event at the UDR

	IdleStatusIndication
	3GPP TS 29.518 [36]
	Idle Status Indication



[bookmark: _Toc11338784][bookmark: _Toc27585488][bookmark: _Toc36457494][bookmark: _Toc45028411][bookmark: _Toc45029246][bookmark: _Toc67682010][bookmark: _Toc114764808]* * * Next Change * * * *
6.4.6.2.2	Type: EeSubscription
Table 6.4.6.2.2-1: Definition of type EeSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications
	

	monitoringConfigurations
	map(MonitoringConfiguration)
	M
	1..N
	A map (list of key-value pairs where referenceId converted from integer to string serves as key; see clause 6.4.6.3.2) of MonitoringConfigurations;
see clause 6.4.6.2.3
	

	reportingOptions
	ReportingOptions
	O
	0..1
	This IE may be included if the NF service consumer wants to describe how the reports of the event to be generated.
	

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.4.8 
These are the features supported by the NF subscribing at the UDM.
	

	subscriptionId
	string
	C
	0..1
	This attribute shall be present if the EeSubscription is sent in a GET response message on Nudr. It identifies the individual EeSubscription stored in the UDR and may be used by the UDM to delete an EeSubscription.
	

	contextInfo
	ContextInfo
	C
	0..1
	This IE if present may contain e.g. the headers received by the UDM along with the EeSubscription.
Shall be absent on Nudm and may be present on Nudr.
	

	epcAppliedInd
	boolean
	O
	0..1
	This IE indicates whether the subscription applies also to EPC or not.

true: the subscription applies also to EPC.
false or absent: the subscription doesn't apply to EPC.
	

	scefDiamHost
	DiameterIdentity
	C
	0..1
	This IE shall be included if parameter epcAppliedInd is set to true and at least one of the notification to subscription applied to EPC will be reported directly from the MME to the SCEF (e.g. event LOCATION_REPORTING).
When present, it contains the Diameter Identify (FQDN) of the SCEF to which the monitered reports may be sent in EPC.
	

	scefDiamRealm
	DiameterIdentity
	C
	0..1
	This IE shall be included if parameter epcAppliedInd is set to true and at least one of the notification to subscription applied to EPC will be reported directly from the MME to the SCEF (e.g. event LOCATION_REPORTING).

When present, It contains the Diameter realm of the SCEF to which the monitered reports may be sent in EPC.
	

	notifyCorrelationId
	string
	C
	0..1
	This attribute identifies the notification correlation ID shall be present by NF consumer in subscription. The value of this IE shall be unique per subscription for a given NF service consumer.
	

	secondCallbackRef
	Uri
	O
	0..1
	URI provided by the NF service consumer to receive Monitoring Revocation Notification.
	

	gpsi
	Gpsi
	O
	0..1
	This IE if present may contain the GPSI used during the Event Exposure subscribe operation. This information shall be used to identify if a subscription must be cancelled in case this GPSI is no longer associated to the UE.
It shall be absent on Nudm and may be present on Nudr.
	

	excludeGpsiList
	array(Gpsi)
	O
	1..N
	This IE may be present for a group subscription.

When present, this IE shall carry the GPSI of the group member UE(s) that are excluded from the group subscription.
	DGEM

	includeGpsiList
	array(Gpsi)
	O
	1..N
	This IE may be present for a group subscription.

When present, this IE shall carry the GPSI of the group member UE(s) that are added into the group subscription.
	DGEM

	dataRestorationCallbackUri
	Uri
	O
	0..1
	If present, it contains the URI where notifications about UDR-initiated data restoration shall be sent by UDM.
	



* * * Next Change * * * *
[bookmark: _Toc11338881][bookmark: _Toc27585642][bookmark: _Toc36457665][bookmark: _Toc45028584][bookmark: _Toc45029419][bookmark: _Toc67682193][bookmark: _Toc114765061]A.5	Nudm_EE API

(... text not shown for clarity ...)


paths:
  /{ueIdentity}/ee-subscriptions:
    post:
      summary: Subscribe
      operationId: CreateEeSubscription
      tags:
        - Create EE Subscription
      parameters:
        - name: ueIdentity
          in: path
          description: Represents the scope of the UE for which the subscription is applied. Contains the GPSI of the user or the external group ID or any UE.
          required: true
          schema:
            type: string
            pattern: '^(msisdn-[0-9]{5,15}|.+|extid-[^@]+@[^@]+|extgroupid-[^@]+@[^@]+|anyUE)$'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/EeSubscription'
        required: true
      responses:
        '201':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/CreatedEeSubscription'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource, according to the structure: {apiRoot}/nudm-ee/v1/{ueIdentity}/ee-subscriptions/{subscriptionId}'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error
      callbacks:
        eventOccurrenceNotification:
          '{request.body#/callbackReference}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      type: array
                      items:
                        $ref: '#/components/schemas/MonitoringReport'
                      minItems: 1
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
        monitoringRevocationNotification:
          '{request.body#/secondCallbackRef}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/EeMonitoringRevoked'
              responses:
                '204':
                  description: Successful Notification response
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error
        dataRestorationNotification:
          '{request.body#/dataRestorationCallbackUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: 'TS29503_Nudm_UECM.yaml#/components/schemas/DataRestorationNotification'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '409':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/409'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '502':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/502'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  description: Unexpected error


(... text not shown for clarity ...)


    EeSubscription:
      type: object
      required:
        - callbackReference
        - monitoringConfigurations
      properties:
        callbackReference:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        monitoringConfigurations:
          description: A map (list of key-value pairs where ReferenceId serves as key) of MonitoringConfigurations
          type: object
          additionalProperties:
            $ref: '#/components/schemas/MonitoringConfiguration'
          minProperties: 1
        reportingOptions:
          $ref: '#/components/schemas/ReportingOptions'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        subscriptionId:
          type: string
        contextInfo:
          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/ContextInfo'
        epcAppliedInd:
          type: boolean
          default: false
        scefDiamHost:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DiameterIdentity'
        scefDiamRealm:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DiameterIdentity'
        notifyCorrelationId:
          type: string
        secondCallbackRef:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        excludeGpsiList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
          minItems: 1
        includeGpsiList:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
          minItems: 1
        dataRestorationCallbackUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'


(... text not shown for clarity ...)

* * * End of Changes * * * *
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