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[bookmark: _Toc24937686][bookmark: _Toc33962501][bookmark: _Toc42883263][bookmark: _Toc49733131][bookmark: _Toc51871595]* * * Begin of Changes * * * *
[bookmark: _Toc114776312][bookmark: _Toc112771037][bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc67903503][bookmark: _Toc106613871][bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc67682192][bookmark: _Toc106614167]5.2	Npanf_ProseKey Service
[bookmark: _Toc114776313][bookmark: _Toc112771038][bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc67903504]5.2.1	Service Description
The Npanf_ProseKey service enables an NF to request the PAnF to store the ProSe context information for a 5G ProSe Remote UE or to request 5GPRUKCP-PRUK from the PAnF. The following are the key functionalities of this NF service.
-	Store the Prose context information;
-	Retrieve the Prose Key.
[bookmark: _Toc114776314][bookmark: _Toc112771039][bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc67903505]5.2.2	Service Operations
[bookmark: _Toc114776315][bookmark: _Toc112771040][bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc67903506]5.2.2.1	Introduction
The service operations defined for the Npanf_ProseKey service are as follows:
-	Register: It allows a consumer NF to store the Prose Context information;
-	Retrieve: It provides to the NF service consumer of the 5GPRUKCP-PRUK matching input criteria.
[bookmark: _Toc114776316][bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc67903507][bookmark: _Toc112771041]5.2.2.2	Register
[bookmark: _Toc114776317][bookmark: _Toc112771042][bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc67903508]5.2.2.2.1	General
The Register service operation is invoked by a NF Service Consumer to request the PAnF to store the ProSe context information for a 5G ProSe Remote UE.
The Register service operation is used during the following procedure:
-	Connection with 5G ProSe UE-to-Network Relay connection with setup of network Prose security context during PC5 link establishment (see 3GPP TS 33.503 [14], clause 6.3.3.3.2)
Editor's Note: the title of the procedure is unclear in SA3, needs to align with SA3 in the future.
The NF Service Consumer (i.e. AUSF) shall request the PAnF to store the ProSe context information for a 5G ProSe Remote UE as shown in Figure 5.2.2.2.1-1


Figure 5.2.2.2.1-1: Prose Keys registration
1.	The NF service consumer (e.g. AUSF) sends a POST request to the resource representing the Prose Context Info for a 5G ProSe Remote UE.
2a.	On success, the PAnF responds with "204 No Content".
2b.	If the user does not exist, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
[bookmark: _Toc114776318][bookmark: _Toc510696595][bookmark: _Toc35971387][bookmark: _Toc67903511][bookmark: _Toc112771043]5.2.2.3	Retrieve
[bookmark: _Toc114776319][bookmark: _Toc112771044]5.2.2.3.1	General
Figure 5.2.2.3.1-1 shows a scenario where the NF service consumer (e.g. AUSF) sends a request to the PAnF to retrieve the 5GPRUKCP-PRUK. The request contains the 5GPRUKCP-PRUK ID and Relay Service Code.


Figure 5.2.2.3.1-1: Prose Keys retrieval
1.	The NF service consumer (e.g. AUSF) sends a POST request to the resource representing the Prose Key.
2a.	On success, the PAnF responds with "200 OK" with the message body containing the ProseKeyResponse.
2b.	If the user does not exist, or the ProSe Key does not exist in the in the PAnF, HTTP status code "404 Not Found" shall be returned and additional error information should be included in the response body (in the "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

 * * * Next Change * * * *
[bookmark: _Toc114776329][bookmark: _Toc112771054][bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc67903522]6.1.3	Resources
[bookmark: _Toc114776330][bookmark: _Toc112771055][bookmark: _Toc510696608][bookmark: _Toc35971399][bookmark: _Toc67903523][bookmark: _Toc510696609][bookmark: _Toc35971400][bookmark: _Toc67903524]6.1.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.1.3.1-1 depicts the resource URIs structure for the Npanf_ProseKey API.


Figure 6.1.3.1-1: Resource URI structure of the Npanf_ProseKey API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Prose Keys
	/prose-keys/register
	register
(POST)
	Store the Prose Context

	
	/prose-keys/retrieve
	retrieve
(POST)
	Retrieve the 5GPRUKCP-PRUK



[bookmark: _Toc114776331][bookmark: _Toc112771056]6.1.3.2	Resource: Prose Keys
[bookmark: _Toc114776332][bookmark: _Toc112771057][bookmark: _Toc510696610][bookmark: _Toc35971401][bookmark: _Toc67903525]6.1.3.2.1	Description
This resource is used to represent Prose Keys Registration and Retrieval.
[bookmark: _Toc114776333][bookmark: _Toc112771058][bookmark: _Toc35971402][bookmark: _Toc67903526][bookmark: _Toc510696612][bookmark: _Toc35971403][bookmark: _Toc67903527]6.1.3.2.2	Resource Definition
Resource URI: {apiRoot}/npanf-prosekey/<apiVersion>/prose-keys
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1



[bookmark: _Toc114776334][bookmark: _Toc112771059]6.1.3.2.3	Resource Standard Methods
No HTTP method has been defined for the Prose Keys resource.
[bookmark: _Toc114776335][bookmark: _Toc112771060][bookmark: _Toc510696615][bookmark: _Toc35971406][bookmark: _Toc67903528]6.1.3.2.4	Resource Custom Operations
[bookmark: _Toc510696616][bookmark: _Toc35971407]6.1.3.2.4.1	Overview
[bookmark: _Toc510696617]Table 6.1.3.2.4.1-1: Custom operations
	Operation name
	Custom operation URI
	Mapped HTTP method
	Description

	register
	/prose-keys/register
	POST
	Store the Prose Context Info

	retrieve
	/prose-keys/retrieve
	POST
	Retrieve the 5GPRUKCP-PRUK



[bookmark: _Toc35971408]6.1.3.2.4.2	Operation: register
[bookmark: _Toc510696618][bookmark: _Toc35971409]6.1.3.2.4.2.1	Description
The registration custom operation is used by the NF service consumer (AUSF) to store the Prose context info. For details see 3GPP TS 33.503 [14].
[bookmark: _Toc510696619][bookmark: _Toc35971410]6.1.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProseContextInfo
	M
	1
	Contains the SUPI, 5GPRUKCP-PRUK, 5GPRUKCP-PRUK ID, RSC.



Table 6.1.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content 
	Upon success, an empty response body shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND	

	NOTE:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696620][bookmark: _Toc35971411]6.1.3.2.4.3	Operation: retrieve
6.1.3.2.4.3.1	Description
The retrieval custom operation is used by the NF service consumer (AUSF) to retrieve the Prose Key. For details see 3GPP TS 33.503 [14].
6.1.3.2.4.3.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.3.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.3.2-2.
Table 6.1.3.2.4.3.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProseKeyRequest
	M
	1
	Contains the 5GPRUKCP-PRUK ID, RSC.



Table 6.1.3.2.4.3.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ProseKeyResponse
	M
	1
	200 OK
	Upon success, a response body containing the Prose Key shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate one of the following application errors:
- USER_NOT_FOUND
- DATA_NOT_FOUND

	NOTE:	The mandatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



 * * * Next Change * * * *
[bookmark: _Toc114776338][bookmark: _Toc112771063][bookmark: _Toc35971427][bookmark: _Toc67903543][bookmark: _Toc510696632]6.1.6	Data Model
[bookmark: _Toc114776339][bookmark: _Toc112771064][bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc67903545]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Npanf_ProseKey service based interface protocol.
Table 6.1.6.1-1: Npanf_ProseKey specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	ProseContextInfo
	6.1.6.2.2
	ProSe Context Information
	

	ProseKeyRequest
	6.1.6.2.3
	Contains the 5GPRUKCP-PRUK ID, RSC.
	

	ProseKeyResponse
	6.1.6.2.4
	Contains the 5GPRUKCP-PRUK
	

	5GPruk
	6.1.6.3.2
	CP5G Prose Remote User Key
	



Table 6.1.6.1-2 specifies data types re-used by the Npanf_ProseKey service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npanf_ProseKey service based interface.
Table 6.1.6.1-2: Npanf_ProseKey re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	RelayServiceCode
	3GPP TS 29.571 [15]
	Relay Service Code
	

	Supi
	3GPP TS 29.571 [15]
	see 3GPP TS 23.501 [2] clause 5.9.2
	

	5GPrukId
	3GPP TS 29.571 [15]
	CP5G Prose Remote User Key ID
	



[bookmark: _Toc114776340][bookmark: _Toc112771065]6.1.6.2	Structured data types
[bookmark: _Toc114776341][bookmark: _Toc112771066]6.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc114776342][bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547][bookmark: _Toc112771067]6.1.6.2.2	Type: ProseContextInfo
Table 6.1.6.2.2-1: Definition of type ProseContextInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	The SUPI of the UE
	

	5gPrukId
	5GPrukId
	M
	1
	This IE shall indicate the CP5G Prose Remote User Key ID.

	

	5gPruk
	5GPruk
	M
	1
	This IE shall indicate the CP5G Prose Remote User Key
	

	relayServiceCode
	RelayServiceCode
	M
	1
	This IE shall indicate the Relay Service Code from 5G ProSe Remote UE.
	



[bookmark: _Toc114776343][bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548][bookmark: _Toc112771068]6.1.6.2.3	Type: ProseKeyRequest
Table 6.1.6.2.3-1: Definition of type ProseKeyRequest
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	5gPrukId
	5GPrukId
	M
	1
	This IE shall indicate the CP5G Prose Remote User Key ID.

	

	relayServiceCode
	RelayServiceCode
	M
	1
	This IE shall indicate the Relay Service Code from 5G ProSe Remote UE.
	


[bookmark: _Toc112771069]
[bookmark: _Toc114776344]6.1.6.2.4	Type: ProseKeyResponse
Table 6.1.6.2.4-1: Definition of type ProseKeyResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	5gPruk
	5GPruk
	M
	1
	This IE shall indicate the CP5G ProSe Remote User Key
	



[bookmark: _Toc114776345][bookmark: _Toc112771070][bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc67903549]6.1.6.3	Simple data types and enumerations
[bookmark: _Toc114776346][bookmark: _Toc112771071][bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc67903550]6.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc114776347][bookmark: _Toc112771072][bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc67903551]6.1.6.3.2	Simple data types
[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc67903552]The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	5GPruk
	string
	String value carrying the 5GCP- PRUK in hexadecimal presentation.
pattern: "^[A-Fa-f0-9]{64}$"
	




* * * Next Change * * * *
[bookmark: _Toc114776358][bookmark: _Toc112771082]A.2	Npanf_ProseKey API
openapi: 3.0.0

info:
  title: Npanf_ProseKey
  version: 1.0.0
  description: |
    PAnF ProseKey Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.553 V17.0.0; 5G System; 5G ProSe Anchor Services; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.553/

servers:
  - url: '{apiRoot}/npanf-prosekey/<apiVersion>'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - npanf-prosekey

paths:
  /prose-keys/register:
    post:
      summary: Register the Prose Key
      operationId: ProseKeyRegistration
      tags:
        - prosekey registration
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProseContextInfo'
        required: true
      responses:
        '204':
          description: Successful Response
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        default:
          description: Unexpected error

  /prose-keys/retrieve:
    post:
      summary: retrieve the prose key
      operationId: ProseKeyRetrieval
      tags:
        - Prose Key Retrieval
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/ProseKeyRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/ProseKeyResponse'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            npanf-prosekey: Access to the Npanf_ProseKey API

  schemas:
#
#  Structured Data Types
#
    ProseContextInfo:
      description: Prose Context Info.
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        5gPruk:
          $ref: '#/components/schemas/5GPruk'
        5gPrukId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5GPrukId'
        relayServiceCode:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RelayServiceCode'
      required:
        - supi
        - 5gPruk
        - 5gPrukId
        - relayServiceCode

    ProseKeyRequest:
      description: Prose Key Request.
      type: object
      properties:
        5gPrukId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5GPrukId'
        relayServiceCode:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RelayServiceCode'
      required:
        - 5gPrukId
        - relayServiceCode

    ProseKeyResponse:
      description: Prose Key Response.
      type: object
      properties:
        5gPruk:
          $ref: '#/components/schemas/5GPruk'
      required:
        - 5gPruk

#
#  Simple Data Types
#
    5GPruk:
      description: CP5G Prose Remote User Key
      type: string
      pattern: '^[A-Fa-f0-9]{64}$'

#
#  Enumeration Data Types
#


 * * * End of Changes * * * *
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