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1. Introduction
GSMA CVD PoE has sent LS C4-225023 to CT4 and SA3 highlighting potential security vulnerability within 5G Network functions encompassing OAuth2.0. This paper attempts to analyze the highlighted vulnerabilities and suggests next steps.
2. Security Vulnerabilities
The LS lists following vulnerabilities:
	2.1 Finding 1: (Excessive Data Exposure via N27 Interface)
Not restricting the scope details (e.g., between v-NRF and h-NRF) can expose unnecessary network level information. There is potential to abuse the “delete” method. This can lead to  service unavailability (DoS) causing instability to NFs that utilize this data.  
2.2 Finding 2: (AMF Re-Allocation)
namf-comm services expose the handover API’s to the SMF and PCF although the AMF serving the UE is the only entity that should initiate the handover to another AMF.  With current policy, an SMF or PCF may also initiate this handover. 
So, attackers without control of an AMF (but control of an SMF or PCF) can abuse this service request.
2.3 Finding 3: (Subscription Data Management Exposure)
APIs handling subscriber data in nudm-sdm are exposed to the SMF and AMF.
The endpoint POST /{supi}/am-data exposes access and mobility data intended for the internal operation of the AMF. However, the SMF also has access to this endpoint and could retrieve information. Additionally, an attacker-controlled SMF can maliciously delete a subscription, which will cause instability in the AMF or another NF that utilizes nudm-sdm service's subscriptions. A malicious SMF can create a subscription to data it should not access in the nudm-sdm service as well, causing a potential privacy violation.



Additionally, the copy of the CVD-2022-0063 attached to LS suggests following Remedial Steps:
	1. 3GPP should investigate "additional scope" and whether OAuth2.0 procedures can be made stricter and use of “additional scope” are mandated and not left optional.
2. Build predefined/desired communication matrix with set of parameters among NF services/Instances/Interfaces.
3. NF to offer its services to only predefined list of consumers marked during the NRF registration.
4. Prevent consumer NFs from receiving more data than they require.





3. Analysis
3.1 Addressing Remedial Step #1
Currently, whereas some APIs do define Operation/Resource level scopes, majority of APIs in CT3 and CT4 define "Service" level scopes.
See the below examples:
· Nudm_SDM API defines a single scope "nudm-sdm"  even as, according to research paper, a number of different NFs may need to be restricted to specific operations/resources of this API.
· Namf_Communication API defines single scope consisting on the name of the service, even as, according to research paper, different NFs may need to be restricted to specific operations/resources of this API.
· Nudm_UECM API allows to limit "write" permissions as shown below, but may need to be enhanced to limit "read" permissions to specific resources:
	Scope
	Description

	"nudm-uecm"
	Access to the Nudm UE Context Management API

	"nudm-uecm:amf-registration:write"
	Write access (update/modify) to representations of the Amf3GppAccessRegistration and AmfNon3GppAccessRegistration resources.

	"nudm-uecm:smf-registration:write"
	Write access (create/delete/modify) to the representations of a individualSmfRegistration resources.

	"nudm-uecm:smsf-registration:write"
	Write access (create/delete/modify) to representations of the Smsf3GppAccessRegistration and SmsfNon3GppAccessRegistration resources.

	"nudm-uecm:ip-sm-gw-registration:write
	Write access (create/delete/modify) to the representation of the IpSmGwRegistration resource.



Proposal 1: It is proposed to enhance the individual API definitions by defining more granular scopes, especially for APIs that are accessible by multiple NF-Types. This can be done via company contributions in future meetings.
Regarding the suggestion to make use of additional scopes mandatory, in Samsung's view, this can be handled by "recommending" to use/register additional scopes, and not necessarily by bringing protocol changes. That is, the registration of attributes like allowedOperationsPerNfType and allowedOperationsPerNfInstance need not be made mandatory. This will avoid backward incompatibility issues.
Proposal 2: It is proposed to add recommendation into CT4/SA3 specifications specifying that it is (highly) recommended to register/define resource/operation level scopes for each API. This can be done via company contributions in future meetings.
3.2 Addressing Remedial Step #3
Regarding the suggestion to restrict NF to offer its services to only predefined list of consumers marked during the NRF registration, this is already supported via attributes like allowedPlmns, allowedSnpns, allowedNfTypes, allowedNfDomains, allowedNssais, allowedOperationsPerNfType and allowedOperationsPerNfInstance. No action may be required for this.
3.3 Addressing Remedial Step #2 & #4
There are 2 aspects of "NFs receiving more data":
Issue 1: When it comes to OAuth2.0 scopes, the paper highlights that, for example, an SMF could "delete" a resource that it is not supposed to have access to. 
Take example of Nudm_SDM service:
	[bookmark: MCCQCTEMPBM_00000023]Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SdmSubscriptions
(Collection)
	/{ueId}/sdm-subscriptions
	POST
	Create a subscription

	Individual subscription
(Document)
	/{ueId}/sdm-subscriptions/{subscriptionId}
	DELETE
	Delete the subscription identified by {subscriptionId}, i.e. unsubscribe

	
	
	PATCH
	Modify the sdm-subscription identified by {subscriptionId}



While an SMF may be allowed to perform "DELETE" operation due to receiving more scope then needed in access-token, it is highly unlikely it will know the resource identity assigned to other NFs. This is because SMF may not have the knowledge of  "subscriptionId" which is generated randomly and shared only with consumer NF who created the subscription. 
Similar resource structure is used in many APIs and malicious NFs may not be able to perform the said DELETE operation.
On the other hand, following is the example of Nudm_UECM API, where an SMSF registration could be deleted by any other NF which has write access to Nudm_UECM service.
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	Smsf3GppAccessRegistration
(Document)
	/{ueId}/registrations/smsf-3gpp-access
	PUT
	Create or Update the SMSF registration

	
	
	DELETE
	Delete the SMSF registration for 3GPP access

	
	
	GET
	Retrieve the SMSF registration information

	SmsfNon3GppAccessRegistration
(Document)
	/{ueId}/registrations/smsf-non-3gpp-access
	PUT
	Create or Update the SMSF registration for non 3GPP access

	
	
	DELETE
	Delete the SMSF registration for non 3GPP access

	
	
	GET
	Retrieve the SMSF registration information for non 3GPP access



For such cases, as long as NFs register resource/operation level scopes as highlighted in 3.1, we should be fine.
Issue 2: Another issue related to "sharing more data that required" is not necessarily related to OAuth2.0 functionality. Take 2 examples as below:
a) Today, if an NSSAAF wants to know the serving AMF of a UE, it performs Nudm_UECM_Get operation and is presented with UE's entire AMF registration resource representation in UDM, consisting of lot more information that may be of no interest to NSSAAF.
b) If an NF Producer has registered, say, 3 S-NSSAIs in its profile into NRF, and an NF-Consumer belonging to one of these S-NSSAIs performs NFDiscovery, it will also get to know all the other S-NSSAIs that the NF-Producer belongs to.
Many such examples are present in different APIs. The research paper suggests to "Build predefined/desired communication matrix with set of parameters among NF services/Instances/Interfaces" to address this issue. This would potentially require to categorize each parameter in a resource representation with the target NFs that it can be shared with. Especially in case of NRF, it may not be an easy thing to do as NRF shares profiles "on-behalf" of NF-Producers. We may (need-to) study alternate methods to restrict/check the information shared among NFs. 
It is suggested to study the issues associated with supporting this before arriving at a solution. It is possible that Stage-2 needs to be consulted on this. 
 

4. Proposal
[bookmark: _Hlk61529092]Samsung would like to invite suggestions from fellow delegates on the way forward. Samsung is willing to bring-in a study item in next meetings if agreed by the group.

