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A.2	Npkmf_PKMFKeyRequest API
…
servers:
  - url: '{apiRoot}/npkmf-keyerquest/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
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  - {}
  - oAuth2ClientCredentials:
    - npkmf-keyrequest
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[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc98142547][bookmark: _Toc114776398]5.1	Introduction
The table 5.1-1 shows the PKMF Services and PKMF Service Operations:
Table 5.1-1: List of 5G PKMF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Npkmf_PKMFKeyRequest
	ProseKey
	Request/Response
	PKMF

	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Npkmf_PKMFKeyRequest
	ProseKey
	Request/Response
	PKMF



Table 5.1-2 summarizes the corresponding APIs defined for this specification.
Table 5.1-2: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Npkmf_PKMFKeyRequest
	6.1
	PKMF Key Request Service
	TS29559_Npkmf_PKMFKeyRequest.yaml
	npkmf-keyrequest
	A.2

	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Npkmf_PKMFKeyRequest
	6.1
	PKMF Key Request Service
	TS29559_Npkmf_PKMFKeyRequest.yaml
	npkmf-keyrequest
	A.2




* * * Next Change * * * *
[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc98142613][bookmark: _Toc114776443][bookmark: _Hlk525137310][bookmark: _Toc510696649]6.1.9	Security
As indicated in 3GPP TS 33.501 [11] and 3GPP TS 29.500 [5], the access to the Npkmf_PKMFKeyRequest API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [12]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [13]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Npkmf_PKMFKeyRequest API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [13], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Npkmf_PKMFKeyRequest service.
[bookmark: _Hlk530142087]The Npkmf_PKMFKeyRequest API defines a single scope " npkmf-keyrequest " for OAuth2 authorization (as specified in 3GPP TS 33.501 [11]) for the entire service, and it does not define any additional scopes at resource or operation level.

* * * Next Change * * * *
A.2	Npkmf_PKMFKeyRequest API
openapi: 3.0.0

info:
  title: Npkmf_PKMFKeyRequest
  version: 1.0.0
  description: |
    PKMF KeyRequest Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.559 V17.0.0; 5G System; 5G ProSe Key Management Services; Stage 3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.559/

servers:
  - url: '{apiRoot}/npkmf-keyerquestkeyrequest/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - npkmf-keyrequest

* * * End of Changes * * * *

