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* * * First Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc42953824][bookmark: _Toc43463141][bookmark: _Toc49847753][bookmark: _Toc56497882][bookmark: _Toc114775077][bookmark: _Toc82711322][bookmark: _Toc114775100][bookmark: _Toc114775183]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT24020000___5][6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	IETF RFC 4648: "The Base16, Base32 and Base64 Data Encodings".
[15]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[16]	3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[17]	3GPP TS 29.536: "5G System; Network Slice Admission Control Services; Stage 3".
[xx]	3GPP TS 29.509: "5G System; Authentication Server Services; Stage 3".

* * * Next Change * * * *
5.3.2.2.1	General
The Authenticate service operation permits the NF Service Consumer (i.e., the AUSF) to perform authentication and authorization for a given UE towards an AAA Server.
The NF Service Consumer (i.e., the AUSF) shall send a POST request to the resource representing authentication collection (i.e., …/v1/authentications) to request the NSSAAF to create the corresponding resource context and perform primary authentication and authorization.


Figure 5.3.2.2.1-1: AAA Interworking Authentication and Authorization
1.	The NF Service Consumer (AUSF) shall send a POST request (AuthInfo) to the NSSAAF, targeting the resource of authentication collection (i.e., …/v1/authentications), to perform authentication and authorization.
The payload of the body shall contain the authentication information, which may includes:
-	UE ID (i.e. SUPI)
-	EAP-ID Response message
-	EAP-TTLS Inner Method Container
2.	The NSSAAF creates an authentication context for the UE and starts the authentication and authorization procedure. The NSSAAF shall send an authentication request message to the AAA-S. Depending on the result, either step 3a or step 3b is performed. The NSSAAF obtains the AAA-S address from local configuration.
3a.	On success, "201 Created" shall be returned (AuthContext). The "Location" header shall contain the URI of the created resource (e.g., .../v1/ authentications/{authCtxId}). The payload body shall contain the authentication context, which includes the EAP message generated by the AAA-S.
3b.	On failure, one of the HTTP status code listed in Table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.7.3-1.
4.	Once receiving EAP message from the UE, the NF Service Consumer (i.e., the AUSF) shall send a PUT request (AuthConfirmationData) to the NSSAAF, targeting the resource of the authentication context (i.e., …/v1/authentications/{authCtxId}).
The payload body shall carry the authentication confirmation data which includes:
-	UE ID (i.e., SUPI)
-	EAP Message (which is received from the UE)
5.	The NSSAAF shall forward the EAP Message to the AAA-S to confirm the authentication and authorization. Depending on the result, either step 6a or step 6b is performed.
6a.	On success, "200 OK" shall be returned (AuthConfirmationResponse). The payload body shall contain the authentication confirmation response, which includes the EAP message (e.g., EAP success/failure message) generated by the AAA-S.
If the UE is authenticated, the NSSAAF shall set the "authResult" attribute to "EAP_SUCCESS"; the response message shall contain the MSK received from the AAA-S and may contain the address of the SNPN UE onboarding Provisioning Servers (PVS).
If failed to authenticate the UE, the "authResult" attribute shall be set to "EAP_FAILURE".
If subsequent EAP message exchange is needed between the UE and the NSSAAF (AAA-S), the NSSAAF shall not include AuthResult in the response message.
6b.	On failure or redirection, one of the HTTP status codes listed in Table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.7.3-1.
7-9.	If subsequent EAP message exchange is needed between the UE and the NSSAAF to finish the EAP based authentication, steps 7-9 are performed. On failure or redirection, one of the HTTP status codes listed in Table 6.2.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.2.7.3-1.
In above steps, if there is no expected response from the AAA-S in the case of time out, the NSSAAF shall return HTTP status code "504 Gateway Timeout", with the message body containing a ProblemDetails structure with the "cause" attribute set to "TIMED_OUT_REQUEST".

* * * Next Change * * * *
[bookmark: _Toc114775177]6.2.6.1	General
This clause specifies the application data model supported by the API.
Table 6.2.6.1-1 specifies the data types defined for the Nnssaaf service based interface protocol.
Table 6.2.6.1-1: Nnssaaf_AIW specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	AuthInfo
	6.2.6.2.2
	Contains the SUPI, EAP ID Response, etc.
	

	AuthContext
	6.2.6.2.3
	Contains the information of the resource created for authentication and authorization.
	

	AuthConfirmationData
	6.2.6.2.4
	Contains the EAP message from the UE for EAP process.
	

	AuthConfirmationResponse
	6.2.6.2.5
	Contains the authentication and authorization result from the NSSAAF to the UE.
	

	AuthCxtId
	6.2.6.3.2
	Contains the resource ID of authentication context.
	



Table 6.2.6.1-2 specifies data types re-used by the Nnssaaf_AIW service based interface from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nnssaaf_AIW service based interface.
Table 6.2.6.1-2: Nnssaaf re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	ProblemDetails
	3GPP TS 29.571 [10]
	Common Data Type used in response bodies
	

	RedirectResponse
	3GPP TS 29.571 [10]
	Redirect Response
	

	AuthStatus
	3GPP TS 29.571 [10]
	Authentication Status
	

	Supi
	3GPP TS 29.571 [10]
	SUPI of the UE
	

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features
	

	ServerAddressingInfo
	3GPP TS 29.571 [10]
	Addressing information (FQNDs and/or IP addresses) of a server.
	

	EapMessage
	3GPP TS 29.526
	See clause 6.1.6.3.2
	

	Msk
	3GPP TS 29.509 [xx]
	See clause 6.1.6.3.2
	



* * * Next Change * * * *
6.2.6.2.5	Type: AuthConfirmationResponse
Table 6.2.6.2.5-1: Definition of type AuthConfirmationResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	supi
	Supi
	M
	1
	Contains the SUPI of the UE.
	

	eapMessage
	EapMessage
	M
	1
	Contains the EAP success/failure message needs to be sent to the UE.
	

	authResult
	AuthStatus
	O
	0..1
	When present, it shall indicate the result of authentication and authorization.
	

	pvsInfo
	array(ServerAddressingInfo)
	O
	1..N
	When present, it shall contain the FQDN(s) and/or IP address(es) of the SNPN UE onboarding Provisioning Servers.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.2.9 is supported.
	

	msk
	Msk
	C
	0..1
	This IE shall be present if MSK is received from AAA-S after successful authentication, as specified in clause I.2.2.2 OF 3GPP TS 33.501 [8].
	



* * * Next Change * * * *

[bookmark: _Toc114775196]A.3	Nnssaaf_AIW API
(... text not shown for clarity ...)

    AuthConfirmationResponse:
      type: object
      properties:
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        eapMessage:
          $ref: 'TS29526_Nnssaaf_NSSAA.yaml#/components/schemas/EapMessage'
        authResult:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/AuthStatus'
        pvsInfo:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/ServerAddressingInfo'
          minItems: 1
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        msk:
          $ref: 'TS29509_Nausf_UEAuthentication.yaml#/components/schemas/Msk'
      required:
        - supi
        - eapMessage

(... text not shown for clarity ...)

* * * End of Changes * * * *
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