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[bookmark: _Toc24937650][bookmark: _Toc33962465][bookmark: _Toc42883227][bookmark: _Toc49733095][bookmark: _Toc56684952][bookmark: _Toc106618953][bookmark: _Toc24937655][bookmark: _Toc33962470][bookmark: _Toc42883232][bookmark: _Toc49733100][bookmark: _Toc56684957][bookmark: _Toc106618958][bookmark: _Toc89035177][bookmark: _Toc89064975][bookmark: _Toc89180274][bookmark: _Toc97071953][bookmark: _Toc98542242][bookmark: _Toc114509495]* * * First Change * * * *
[bookmark: _Toc114776393][bookmark: _Toc67903506][bookmark: _Toc35971382][bookmark: _Toc510696590][bookmark: _Toc112771040][bookmark: _Toc114776315][bookmark: _Toc24925810][bookmark: _Toc24925988][bookmark: _Toc24926164][bookmark: _Toc33964017][bookmark: _Toc33980773][bookmark: _Toc36462574][bookmark: _Toc36462770][bookmark: _Toc43026009][bookmark: _Toc49763543][bookmark: _Toc56754239][bookmark: _Toc88743006][bookmark: _Toc101253916][bookmark: _Toc101254355][bookmark: _Toc104112067][bookmark: _Toc104192244][bookmark: _Toc104192808][bookmark: _Toc114778696]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
5G PKMF: 5G ProSe Key Management Function (5G PKMF) is the logical function handling network related actions required for the key management and the security material for discovery of a 5G ProSe UE-to-Network Relay by a 5G ProSe Remote UE; and for establishing a secure PC5 communication link between a 5G ProSe Remote UE and 5G ProSe UE-to-Network Relay.
[bookmark: _Hlk96602076]PKMF Key Request: A procedure employed by the 5G PKMF of the 5G ProSe Remote UE to request the discovery security materials to the 5G PKMFs of the potential 5G ProSe UE-to-Network Relays from which the 5G ProSe Remote UE gets the relay services; or employed by the 5G PKMF of the 5G ProSe UE-to-Network Relay to request the security materials (e.g. UP-PRUK key) for PC5 communication with the 5G ProSe Remote UE from the 5G PKMF of the 5G ProSe Remote UE.
* * * Next Change * * * *
[bookmark: _Toc114776395][bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc98142553][bookmark: _Toc114776404]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G PKMF	5G ProSe Key Management Function
5G ProSe	5G Proximity based Services
PRUK	Prose Remote User Key
RPAUID	Restricted ProSe Application User ID
PDUID	ProSe Discovery UE ID
UP-PRUK	User Plane ProSe Remote User Key

* * * Next Change * * * *
5.2.2.2.1	General
The ProseKey service operation is invoked by a NF Service Consumer, i.e. another PKMF in another PLMN, towards the PKMF to retrieve the keying material related to 5G ProSe.
The ProseKey service operation is used during the following procedure:
-	5G ProSe Remote UE attaching to a 5G ProSe UE-to-Network Relay (see 3GPP TS 33.503 [4], clause 6.3.3.2.2)
The NF Service Consumer (i.e. another PKMF in another PLMN) shall retrieve the 5G ProSe related keying material by invoking the "request " custom method on the resource URI of "Prose Keys Collection" resource, see clause 6.1.3.2.4. See also Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1 ProseKey service operation
1.	The NF Service Consumer shall send a HTTP POST request to invoke "request" custom method. The payload of the request shall be an object of "ProseKeyReqData" data type.	The payload shall include the Relay Service Code, the KNRP freshness parameter 1, and either the SUCI of the 5G ProSe Remote UE or the UP-PRUK ID.
2a.	On success, the PKMF shall respond with the status code "200 OK". The payload of the response shall be an object of "ProseKeyRspData" data type. They payload shall include the KNRP, the KNRP freshness parameter 2 and optionally the GPI.
2b.	On failure or redirection, one of the HTTP status codes listed in table 6.1.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.1.3.2.4.2.2-2.
3.	[conditional] If synchronization failed when UE processes the authentication challenge in the GPI and a subsequent Key Request is send for resynchronization, the NF Service Consumer shall send a HTTP POST request to invoke "request" custom method. The payload of the request shall be an object of "ProseKeyReqData" data type. The payload shall include the Relay Service Code, the KNRP freshness parameter 1, the information for resynchronization (RAND and AUTS).
4a.	On success, the PKMF shall respond with the status code "200 OK". The payload of the response shall be an object of "ProseKeyRspData" data type. They payload shall include the KNRP, the KNRP freshness parameter 2 and the GPI.
4b.	On failure or redirection, one of the HTTP status codes listed in table 6.1.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in table 6.1.3.2.4.2.2-2.

* * * Next Change * * * *
[bookmark: _Toc98142592][bookmark: _Toc114776428][bookmark: _Toc24925935][bookmark: _Toc24926113][bookmark: _Toc24926289][bookmark: _Toc33964149][bookmark: _Toc33980916][bookmark: _Toc36462718][bookmark: _Toc36462914][bookmark: _Toc43026185][bookmark: _Toc49763719][bookmark: _Toc56754420][bookmark: _Toc88743220][bookmark: _Toc101254144][bookmark: _Toc101254585][bookmark: _Toc104112297][bookmark: _Toc104192471][bookmark: _Toc104193035][bookmark: _Toc114778930]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Npkmf_PKMFKeyRequest service based interface protocol.
Table 6.1.6.1-1: Npkmf_PKMFKeyRequest specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	ProseKeyReqData
	6.1.6.2.2
	Representation of the input to request the keying material.
	

	ProseKeyRspData
	6.1.6.2.3
	Representation of the successfully requested keying material.
	

	PrukId
	6.1.6.3
	User Plane Prose Remote User Key ID 
	

	Knrp
	6.1.6.3
	Key for NR PC5
	

	KnrpFreshnessParameter1
	6.1.6.3
	KNRP Freshness Parameter 1
	

	KnrpFreshnessParameter2
	6.1.6.3
	KNRP Freshness Parameter 2
	

	Gpi
	6.1.6.3
	GBA Push Information
	



Table 6.1.6.1-2 specifies data types re-used by the Npkmf_PKMFKeyRequest service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Npkmf_PKMFKeyRequest service based interface.
Table 6.1.6.1-2: Npkmf_PKMFKeyRequest re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	RelayServiceCode
	3GPP TS 29.571 [15]
	Relay Service Code
	

	ResynchronizationInfo
	3GPP TS 29.503 [17]
	Resynchronization Information
	

	Suci
	3GPP TS 29.509 [18]
	String contains the SUCI
	



* * * Next Change * * * *
[bookmark: _Toc98142595][bookmark: _Toc114776431]6.1.6.2.2	Type: ProseKeyReqData
Table 6.1.6.2.2-1: Definition of type ProseKeyReqData
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	relayServCode
	RelayServiceCode
	M
	1
	This IE shall indicate the Relay Service Code from the 5G ProSe Remote UE.
	

	knrpFreshness1
	KnrpFreshnessParameter1
	M
	1
	This IE shall carry the KNRP Freshness Parameter 1 in the 5G ProSe Remote UE.
	

	resyncInfo
	ResynchronizationInfo
	C
	0..1
	This IE shall be present in service request for subsequent key request handling synchronization failure.

When present, this IE shall carry information (RAND, AUTS) from the 5G ProSe Remote UE related to the synchronization Failure.
	

	prukId
	PrukId
	C
	0..1
	This IE may be present in service request for initial key request.

When present, this IE shall indicate the UP-PRUK ID from the 5G ProSe Remote UE.
(See NOTE)
	

	suci
	Suci
	C
	0..1
	This IE may be present in service request for initial key request.

When present, this IE shall carry the SUCI of the 5G ProSe Remote UE
(See NOTE).
	

	NOTE:	Either prukId IE or suci IE shall be present in service request for initial key request.



* * * Next Change * * * *
[bookmark: _Toc98142599][bookmark: _Toc114776435]6.1.6.3.2	Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	PrukId
	string

	User Plane Prose Remote User Key ID

String type as defined in OpenAPI Specification [7], carrying the value of the "UP-PRUK ID" parameterIE via PC8 (with "xs:string" type in XML schema) as specified in clause 11.6.2.3 of 3GPP TS 24.554 [16].
	

	Knrp
	string
	Key for NR PC5

String type as defined in OpenAPI Specification [7], carrying the value of the "KNRP" parameterIE via PC8 (with "xs:hexBinary" type in XML schema) as specified in clause 11.6.2.25 of 3GPP TS 24.554 [16].
	

	KnrpFreshnessParameter1
	string
	KNRP Freshness Parameter 1

String type as defined in OpenAPI Specification [7], carrying the value of the "KNRP freshness parameter 1" parameterIE via PC8 (with "xs:hexBinary" type in XML schema) as specified in clause 11.6.2.22 of 3GPP TS 24.554 [16].
	

	KnrpFreshnessParameter2
	string
	KNRP Freshness Parameter 2

String type as defined in OpenAPI Specification [7], carrying the value of the "KNRP freshness parameter 2" parameterIE via PC8 (with "xs:hexBinary" type in XML schema) as specified in clause 11.6.2.26 of 3GPP TS 24.554 [16].
	

	Gpi
	string
	GBA Push Information

String type as defined in OpenAPI Specification [7], carrying the value of the "GPI" parameterIE via PC8 (with "xs:hexBinary" type in XML schema) as specified in clause 11.6.2.16 of 3GPP TS 24.554 [16].
	



* * * Next Change * * * *
[bookmark: _Toc35971446][bookmark: _Toc98142611][bookmark: _Toc114776441]6.1.7.3	Application Errors
The application errors defined for the Npkmf_PKMFKeyRequest service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UE_NOT_AUTHORIZED
	403 Forbidden
	The UE is not authorized for the requested service.


	UE_NOT_FOUND
	404 Not Found
	The UE indicated by the SUCI or related to the UP-PRUK ID is not found in the PKMF.




* * * Next Change * * * *
[bookmark: _Toc98142616][bookmark: _Toc114776447]A.2	Npkmf_PKMFKeyRequest API
openapi: 3.0.0

******************** Text Skipped for Clarity **********************

#
#  Simple Data Types
#
    PrukId:
      description: User Plane Prose Remote User Key ID
      type: string

******************** Text Skipped for Clarity **********************

* * * End of Changes * * * *
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