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1. Introduction
This paper attempts to highlight scenarios where NF-Producers have to register large information as part of allowedOperationsPerNfType and allowedOperationsPerNfInstance attributes in the NFService, and may need to frequently update their profiles into NRF for small changes in the network. The paper then proposes alternate ways to register the authorization policy into NRF. 
2. Illustration of the Problem
CR 29.510 0739 clarified following regarding the use of allowedOperationsPerNfType IE and allowedOperationsPerNfInstance IEs in NFService:
When at least one of these IEs is present, these IEs shall indicate all the NF types or NF instances allowed to access the NF service instance, with all the scopes (service level scope and resource/operation specific scopes) allowed for each NF type or NF instance. Any NF type or NF instance not listed in these IEs is disallowed to access the NF service instance.  

Consider 3 NF-Service Producers p1, p2 and p3 who need to register their NF/NF-Service Profile into NRF. Each of these producers define operation level scopes Op1, Op2 and Op3. 
· NF-Service-Producer p1 allows all NF-Service-Consumers of nfType=A or nfType=B to access its resources unrestricted. No other NF-Service-Consumer of any other nfType is allowed to access it. It simply needs to register, in the NF-Service-Profile:

allowedNfTypes = A,B

· NF-Service-Producer p2 allows all NF-Service-Consumers with nfType=A to access its resources unrestricted. However NF-Service-Consumers with nfType=B are limited to Op1 and Op2. It needs to register, in the NF-Service-Profile:

allowedOperationsPerNfType
· [bookmark: _GoBack]A: {Op1, Op2, Op3} (or service level scope)
· B: {Op1, Op2}


· NF-Service-Producer p3 allows all NF-Service-Consumers with nfType=A to access its resources unrestricted; NF-Service-Consumers with nfType=B are limited to Op1 and Op2. It additionally wants to allow NF-Service-Consumer with NF-Instance-ID=X to Op3 only. It needs to register, in the NF-Service-Profile:

allowedOperationsPerNfInstance
· A1: {Op1, Op2, Op3}
· A2: {Op1, Op2, Op3}
· A3: {Op1, Op2, Op3}
· …
· …
· B1: {Op1, Op2}
· B2: {Op1, Op2}
· B3: {Op1, Op2}
· …
· …
· X:{Op3}

Thus, even though all the NF-Service-Producer p3 wanted was to restrict the NF-Service-Consumer with nfInstanceID=X to Op3, it now needs to register individual scope information about all its consumers. If, for example, there are hundreds of NF-Service-Consumers of nfType=A, then each of them needs to be configured individually, with same scope information.

Additionally, every time a new NF-Instance is added into the network, it may trigger an update by multiple NF-Producers to update their authorization policy into NRF. This is because, the newly added NF-Instance may need to be allowed to access an existing NF-Producers as above.
3. Proposed Solution
The proposed solution is built around a set of rules governing the scopes granted. For example, an NF-Producer can configure, in NRF following rules:
· Priority 1 plmn-id < > nfType < > nfInstance-id < > allow scopes < > 
· Priority 2 plmn-id < > nfType < > allow scopes < > 
· Priority 3 plmn-id < > nfType < > allow
· Priority 4 deny

When a NF-Service-Consumer requests, say, an access-token, from NRF, the NRF matches the properties of the NF-Service-Consumer against these rules in decreasing order of priority (1 being the highest). If a match is found, search stops, and the matching rule is applied to determine the scope to be granted.

With these rules, let's see the information required to be configured in NF-Producers p1, p2 and p3 in the example discussed in Clause 2:

· p1 will need to register
priority 2 nfType {A,B} allow 
priority 100 deny
· p2 will need to register
priority 2 nfType {B} scopes {Op1, Op2} allow
priority 5 nfType {A} allow 
priority 100 deny
· p3 will need to register
priority 2 nfInstance-id {X} scopes {Op3} allow
priority 5 nfType {B} scopes {Op1, Op2} allow
priority 10 nfType {A} allow 
priority 100 deny
Note 1: absence of scopes in a rule indicates service-level scope.
Note 2: rule with no identification of NF-Consumer (e.g. priority 100 rule in example above) indicates the rule applies to all. 
Thus, the amount of information the NF-Service-Producers need to register in the NRF may be reduced significantly in comparison to the amount of information the NF-Service-Producers need to register currently. Similarly, the amount of information NRF needs to process to determine final authorization scope granted to a NF-Service-Consumers reduces significantly. Lastly, the number of updates to/from NRF reduces drastically for small changes in the network.
4. Proposal
[bookmark: _Hlk61529092]It is proposed to agree to the contribution C4-225166 to address above problem.

