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[bookmark: _Toc327548005][bookmark: _Toc327548205][bookmark: _Toc330993688]Background 
Following the LS on Identification of source PLMN-ID in SBA from CT4 (C4-210249) and a Reply-LS on Identification of source PLMN-ID in SBA from SA3 to 5GJA (S3-212392), GSMA NG 5GMRR has discussed the need to uniquely identify the source PLMN-ID in all signalling messages over the N32-f interface, given that the cSEPP serving a PLMN may provide the pSEPP with one or multiple sender PLMN- ID(s). Below are the specific requirements from a business, operational and security perspective.


Business and Operational: 
· Business Intelligence Tools – data collected needs to uniquely identify the specific PLMN-ID for the traffic. Without visibility to the PLMN-ID the need to correlate N32-c to retrieve the PLMN-ID would complicate the BSS tools and create a potential source of errors if translation tables are incorrect provisioned or not updated. 
· [bookmark: _Hlk92916618]Probing Tools/ Reporting systems - The unique PLMN-ID is needed on N32-f interfaces for probing systems to avoid complexity and cost.  In the absence of visibility to the PLMN-ID, the probing systems need to retrieve the PLMN-ID from N32-c and can no longer be stateless, making them more complex and expensive. This case is applicable when the probing tools/ reporting systems is deployed at one of the intermediaries, e.g. IPX provider.
· SLA tracing – full visibility is required by PLMN-ID to track and manage E2E SLAs per contract and inter-operator charging capabilities.  Without the PLMN-ID visibility no such services can be offered by intermediates with PRINS given that the list of PLMN-IDs is negotiated via the N32-c interface and not visible in the signalling messages on the N32-f interface.
Security 
· It is understood that in some cases, the cSEPP cannot be certain which one of the PLMN-IDs to include, if none is explicitly received in an incoming request from NF consumer to the cSEPP. A solution is required on how cSEPP derives the unique appropriate PLMN ID in the request sent to the pSEPP even if the NF consumer has not included the intended source PLMN ID in the request.
· The cSEPP cannot be certain which one of the PLMN-IDs to include and consequently the receiving pSEPP cannot uniquely determine whether the included PLMN-ID is to be trusted as if coming from the NF service consumer which initiated the message. 
· It is understood that in some cases, the pSEPP may detect a mismatch between the PLMN-ID included in N32-f messages and the PLMN-ID(s) from the cSEPP N32-c certificate.  A solution is required on the actions of the SEPPs in order to: 
1. avoid reattempts that could fall into same result or
2. proceed and, in that case to clarify how the pSEPP will choose the content of the headers sent to the NFp.
[bookmark: _Hlk68772826]Actions to 3GPP CT4
GSMA NG 5GMRR kindly requests 3GPP CT4 to: 
· Take the above requirements into account and update the CT4 3GPP specification where the trusted PLMN ID of each corresponding request can be provided clearly, uniquely, and reliably identified over N32-f by the intermediate parties (e.g. IPX, Roaming Hubs) and the receiving SEPP.
· GSMA would like CT4 to inform GSMA with its decision and update as soon as possible.
Actions to 3GPP SA3
GSMA NG 5GMRR kindly requests 3GPP SA3 to take the above feedback into account and consider whether SA3 specifications require updates based on the above feedback. 
Actions to 3GPP SA2
GSMA NG 5GMRR kindly requests 3GPP SA2 to provide any feedback on probing requirements that GSMA NG 5GMRR has.

NEXT MEETINGS: 
· 5GMRR#28: 1st of February 2022
· 5GMRR#29: 22nd of February 2022
· 5GMRR#30: 8th of March 2022
· 5GMRR#31: 22nd of March 2022
· 5GMRR#32: 5th of April 2022
· 5GMRR#33: 19th of April 2022
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