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[bookmark: _Toc106613331][bookmark: _Toc67681457][bookmark: _Toc45028702][bookmark: _Toc45027867][bookmark: _Toc36456984][bookmark: _Toc27585032][bookmark: _Toc11338421]5.4.2.2.1	General
The following procedure using the Get service operation is supported:
-	Authentication Information Retrieval
-	FN-RG Authentication
As part of this Authentication Information Retrieval operation, the UDM authorizes or rejects the subscriber to use the service provided by the registered NF, based on subscription data (e.g. roaming restrictions).
As part of this FN-RG Authentication operation, the UDM decides, based on the stored authentication profile of the SUPI and the authenticated indication that authentication has been completed by the W-AGF, that authentication by the home network is not required for the FN-RG.
[bookmark: _Toc106613332][bookmark: _Toc67681458][bookmark: _Toc45028703][bookmark: _Toc45027868][bookmark: _Toc36456985][bookmark: _Toc27585033][bookmark: _Toc11338422]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name, and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information.
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information.
	The AUSF shall store the authentication data information for subsequent authentication processing. If the AUSF is configured to store Kausf (e.g. based on its support of SoRProtection / UPUProtection service operations / deriving AKMA key after primary authentication), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication. If the UDM decides that the primary authentication by an AAA server in a Credentials Holder is required, the AUSF shall perform the authentication with the AAA Server. In case the UDM receives an anonymous SUCI that contains the realm part, the UDM authorizes the UE based on realm part of SUCI, and send anonymous SUPI and the indicator to indicate to the AUSF to run primary authentication with an external Credentials holder (see 3GPP TS 33.501 [6], clause I.2.2). If the Default Credentials Server (DCS) provides UDM with the information of a Provisioning Server (PVS FQDN or IP address), the UDM provides the PVS info to the AUSF.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, none of the CAG IDs in the CAG cell match any of the CAG IDs in the allowed CAG list, access barring or roaming restrictions, UDM receives an anonymous SUCI that does not contain the realm part, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element). If the cellCagInfo is not received, the UDM shall not assume the UE is accessing from the PLMN and shall not stop the authenthcation if the UE is allowed to access 5GS via CAG cell(s) only.
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *
[bookmark: _Toc106613813][bookmark: _Toc67681911][bookmark: _Toc45029149][bookmark: _Toc45028314][bookmark: _Toc36457399][bookmark: _Toc27585397][bookmark: _Toc11338715]6.3.3	Resources
[bookmark: _Toc106613814][bookmark: _Toc67681912][bookmark: _Toc45029150][bookmark: _Toc45028315][bookmark: _Toc36457400][bookmark: _Toc27585398][bookmark: _Toc11338716]6.3.3.1	Overview
This clause describes the structure for the Resource URIs and the resources and methods used for the service.
Figure 6.3.3.1-1 depicts the resource URIs structure for the Nudm_UEAU API.


Figure 6.3.3.1-1: Resource URI structure of the Nudm_UEAU API
Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.3.3.1-1: Resources and methods overview
	Resource name
(Archetype)
	Resource URI
	HTTP method or custom operation
	Description

	SecurityInformation
(Custom operation)
	/{supiOrSuci}/security-information/generate-auth-data
	generate-auth-data (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. 
If the variable {supiOrSuci} takes the value of an anonymous SUCI, the UDM calculates the corresponding anonymous SUPI.
The UDM calculates a fresh authentication vector based on the received information and the stored security information for the SUPI if 5G-AKA or EAP-AKA' is selected. Otherwise, UDM provides corresponding authentication information.

	SecurityInformationForRg
	/{supiOrSuci}/security-information-rg
	GET
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM decides, based on the received information and the stored authentication profile of the SUPI, that authentication by the home network is not required for the FN-RG.

	AuthEvents
(Collection)
	/{supi}/auth-events
	POST
	Create an Authentication Event

	Individual AuthEvent
(Document)
	/{supi}/auth-events/{authEventId}
	PUT
	Update an Authentication Event

	HssSecurityInformation
(Custom operation)
	/{supi}/hss-security-information/{hssAuthType}/generate-av
	generate-av (POST)
	The UDM generates the authentication vector(s) of the requested type based on stored security information for the SUPI.

	GbaSecurityInformation
(Custom operation)
	/{supi}/gba-security-information/generate-av
	generate-av (POST)
	The UDM generates the authentication vector(s) of the requested type based on stored security information for the SUPI.

	ProSeSecurityInformation
(Custom operation)
	/{supiOrSuci}/prose-security-information/generate-av
	generate-av (POST)
	If the variable {supiOrSuci} takes the value of a SUCI, the UDM calculates the corresponding SUPI. The UDM decides, based on the received information and the stored authentication profile of the SUPI. 



[bookmark: _Toc27585399][bookmark: _Toc11338717][bookmark: _Toc106613815][bookmark: _Toc67681913][bookmark: _Toc45029151][bookmark: _Toc45028316][bookmark: _Toc36457401]6.3.3.2	Resource: SecurityInformation (Custom operation)
[bookmark: _Toc106613816][bookmark: _Toc67681914][bookmark: _Toc45029152][bookmark: _Toc45028317][bookmark: _Toc36457402][bookmark: _Toc27585400][bookmark: _Toc11338718]6.3.3.2.1	Description
This resource represents the information that is needed together with the serving network name and the access type to calculate a fresh authentication vector. See 3GPP TS 33.501 [6].
[bookmark: _Toc106613817][bookmark: _Toc67681915][bookmark: _Toc45029153][bookmark: _Toc45028318][bookmark: _Toc36457403][bookmark: _Toc27585401][bookmark: _Toc11338719]6.3.3.2.2	Resource Definition
Resource URI: {apiRoot}/nudm-ueau/v1/{supiOrSuci}/security-information
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.
Table 6.3.3.2.2-1: Resource URI variables for this resource
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.3.1

	supiOrSuci
	string
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2), or Subscription Concealed Identifier (see 3GPP TS 23.003 [8]).

Pattern: See pattern of type SupiOrSuci in 3GPP TS 29.571 [7]

(See NOTE 1, NOTE 2, NOTE 3).

	NOTE  1:	The format for SUCI, when the corresponding SUPI is NAI-based, contains a realm that may include a "minus" character ("-"), which is also used as field separator. Given that the NAI and its realm shall conform to IETF RFC 7542 [29], the regular expression defined here allows for non-ambiguous matching of the different fields of the SUCI, even when the realm contains the "minus" character.
NOTE  2:	When the SUCI corresponds to a SUPI of type IMSI, and the Null protection scheme is used, the MSIN of the IMSI (which is formatted by the UE and sent over the NAS protocol as Binary Coded Decimal, BCD) shall be formatted in the SUCI as an UTF-8 string containing all decimal digits of the MSIN; see Annex C for SUCI encoding examples.
NOTE 3:	If the anonymous SUCI contain the realm part, the UDM calculates the corresponding anonymous SUPI.




* * * Next Change * * * *
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Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method

	authenticationVector
	AuthenticationVector
	C
	0..1
	contains an authentication vector if 5G AKA or EAP-AKA's is selected

	supi
	Supi
	C
	0..1
	SUPI shall be present if the request contained the SUCI within the request URI
SUPI or anonymous SUPI shall be present if the request contained the anonymous SUCI within the request URI

	akmaInd
	boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: AKMA keys need to be generated for the UE;
-	false (default): AKMA keys are not needed.


	authAaa
	Boolean
	C
	0..1
	When present, this IE shall be set as follows:
-	true: Primary authentication with AAA Server that acts as the EAP server is required, i.e. the AUSF is required to act as EAP proxy towards the AAA Server, or if the UDM receives an anonymous SUCI, the AUSF is indicated to run primary authentication with an external Credentials holder;
-	false (default): Primary authentication with AAA Server that acts as the EAP server is not required, i.e. the AUSF is required to act as EAP server according to the EAP method defined in authType attribute.
See clause 6.3.6.3.3.

	routingId
	string
	C
	0..1
	This IE shall be present if the akmaInd is set to "true".
When present, this IE shall include the Routing Indicator contained in the SUCI (see 3GPP TS 23.003 [8], clause 2.2B).

	pvsInfo
	array(ServerAddressingInfo)
	C
	1..N
	When present, this IE shall contain the remote Provisioning Server(s) information (PVS FQDN or IP address). This is used for the case of SNPN onboarding with DCS hosting AUSF and UDM.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8
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