	
3GPP TSG-CT WG4 Meeting #111-e	C4-224193
E-Meeting, 18th – 26th August 2022


Source:	ZTE
Title:	Discussion on Service Migration during AUSF/UDM Planned Removal
Spec:	
Agenda item:	5.1
Document for:	Discussion / Decision

1. Introduction
Normally, an AUSF/UDM is configured to serve a range of UEs, i.e. represented by an SUPI range. When an AUSF/UDM decides to quit service (e.g. due to AUSF/UDM planned removal), those UEs currently served by that AUSF/UDM are expected to be transferred to new AUSF(s)/UDM(s) without service interruption. 
In 4G network, the HSS Reset mechanism specified in TS29.272 clause 5.2.4 can be used to support the planned HSS removal. However, in 5G network, which mechanism can well support this AUSF/UDM planned removal scenario has not been identified.
In 5G network, selection of AUSF/UDM is done by NF discovery through NRF. In the NF profile of each AUSF/UDM, it is configured an SUPI range indicating which range of UEs can be served by this AUSF/UDM.
The mechanism of NF profile change notification via NRF may be used to support the AUSF/UDM planned removal. However, this mechanism may introduce massive signaling to the NRF in a short period, since it requires the NRF to filter out all NFs that have subscribed the AUSF/UDM profile change and to send the notification to all subscribed NFs. All relevant NFs receiving the notification need to perform NF discovery to the NRF to select new AUSF/UDM, since the new AUSF/UDM may just newly register to the NRF. In addition, it requires all the relevant NFs (e.g. AMF, SMF, etc.) to subscribe the AUSF/UDM profile change from the NRF, otherwise those NFs have not subscribed the AUSF/UDM profile change will not be notified to transfer UEs to another AUSF/UDM.
In release 17, the data restoration notification procedure is introduced to support the UDR data restoration. This mechanism may also be used by the UDM to notify the UDM planned removal, possibly with minor enhancements. However, this mechanism is only applicable to UDM planned removal but not applicable to AUSF planned removal. Also, in current data restoration notification procedure, it is not clear how the UDR informs the UDM about the information of all relevant NFs (e.g. AMF, SMF), as normally UE contexts are stored in the UDR.
In addition, if an AUSF is collocated with an UDM, as per current mechanism (e.g. notification from NRF), the relevant NFs may receive duplicate notification and may trigger duplicate NF discovery to the NRF.

2. Possible Solutions and Enhancements
Possible enhancements to existing solutions can be considered to support the AUSF/UDM planned removal:
- Enhance the NF profile change notification procedure to support AUSF/UDM planned removal
- Enhance the Data Restoration Notification procedure to support AUSF/UDM planned removal

2.1 Enhancements to NF profile change notification via NRF
When an NF (e.g. UDM) sets its state to SUPSPENDED (or UNDISCOVERABLE), the NRF may send NF profile change notification to all relevant NFs who have subscribed notification on that NF profile change.
This method can be applied to AUSF/UDM planned removal scenario. An AUSF/UDM (e.g. AUSF1/UDM1) can set its status in NRF to SUSPENDED (or UNDISCOVERABLE) or may set the served SUPI range to empty when it determines to perform planned removal. The NF (e.g. AMF) receiving NF profile change notification from the NRF may thus decide to reselect another AUSF/UDM from the NRF, and transfer its UEs to new AUSF/UDM.


Figure 1. AUSF/UDM profile change notification
Although this method can support AUSF/UDM planned removal scenario, but may not be efficient or may not always work well:
- It increases the load to the NRF to filter all the subscribed NFs and dispatch the NF profile change notification to all subscribed NFs;
- It requires all relevant NFs to subscribe NF profile change of the AUSF/UDM from the NRF. If one NF did not subscribe the NF profile change of the AUSF/UDM, it will not be informed;
- The notification may be sent to some NFs which have no direct connection to the AUSF/UDM, and thus it will cause unnecessary handling in those NFs;
[bookmark: _GoBack]- The SUSPENDED/UNDISCOVERABLE is not designed for the AUSF/UDM planned removal scenario. Thus it is not clear whether an NF (e.g. AMF) receiving notification from the NRF will correctly perform actions against the AUSF/UDM planned removal, e.g. select a new AUSF/UDM and transfer the impacted UEs to the new AUSF/UDM in a stage by stage manner.
Possible enhancements might be considered:
- If it is possible to define new NF status (e.g. PLANNED_REMOVAL) to indicate the special NF status for planned NF removal;
- If it is possible that the AUSF/UDM indicates candidate AUSF(s)/UDM(s) (sometime it is the backup AUSF/UDM) when sending request to the NRF to update its NF status, so as to instruct the NRF a specific AUSF/UDM is preferred as replacement;
- If it is possible that the NRF provides candidate AUSF/UDM as replacement when sending notification to all the subscribed NFs, so as to avoid subsequent NF discovery from those NFs.
- If it is possible to avoid duplicate notification if the AUSF is combined with the UDM.

2.2 Enhancement to Data Restoration Notification procedure
In release-17, the data restoration notification is introduced to allow UDM to notify context data corruption relates to a list of UEs. Once the UDR detects data loss, it triggers the UDM to send data restoration notification to relevant NFs (e.g. AMF, SMF, SMSF, etc.).


This method allows the UDM to notify all connected NFs of the data loss, and it can also be applied to UDM planned removal scenario. 
However, this method is only applied to UDM and it does not support AUSF planned removal. Meanwhile, it is not clear how does the UDR notifies the UDM which part of the data loss happens.
In an AUSF planned removal, it needs to refresh the AUSF information stored in other NFs (e.g. UDM) otherwise some service (e.g. UPU, AKMA) may not be able to continue as related security context may be stored in the AUSF.
Potential enhancements:
- Extend the UDM service to support UDM planned removal by using data restoration notification;
- Extend the AUSF service to support data restoration notification;
- Enhance the UDR service to support data restoration notification;
- If it is possible that the AUSF/UDM indicates a candidate AUSF/UDM when sending data restoration notification to the relevant NFs (e.g. AMF, SMF), so as to avoid subsequent NF discovery from those NFs;
- If it is possible to avoid duplicate notification if the AUSF is combined with the UDM;

3. Proposal
It is proposed to discuss the above issue and possible enhancements, and determine whether a new study item is needed in release 18.
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