

	
[bookmark: _Hlk102460414]3GPP TSG-CT WG4 Meeting #111-e	C4-224160
E-Meeting, 18th – 26th August 2022								   					 
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.273
	CR
	0532
	rev
	-
	Current version:
	17.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Trust Relationship Indicator over SWx

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	CT4

	
	

	Work item code:
	TEI18
	
	Date:
	2022-06-27

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	The SWx interface does not enable the 3GPP AAA Server to report to the HSS whether the user is accessing the network via a Trusted or Untrusted WLAN access. The same RAT Type "WLAN" is signaled to the HSS in both cases. See TS 29.212:

WLAN (0)
	This value shall be used to indicate that the RAT is WLAN.
…
TRUSTED- N3GA (2)
	This value shall be used to indicate that the RAT is a trusted non-3GPP access, different than Trusted Wireless LAN (IEEE 802.11) access.
NOTE 5:		This value is not used in the present specification.

In some network deployments, the operator asks to restrict Trusted WLAN access (e.g. non-3GPP access via an Enterprise AP and Trusted WLAN Access Gateway) to enterprise users only, i.e. to block such access to residential users. Residential users are allowed untrusted WLAN access (e.g. non-3GPP access via a Home AP and ePDG).

Per existing TS 29.273 procedures, the 3GPP AAA Server determines whether an access is trusted or untrusted and indicates so to the ePDG/TWAG/Non-3GPP access network over SWm/STa/SWa. It is proposed to enable the 3GPP AAA Server to also report this information to the HSS. 


	
	

	Summary of change:
	The 3GPP AAA Server may report the Trust Relationship Indicator to the HSS. The HSS may use this information to check whether the user is allowed to use trusted or untrusted WLAN access.


	
	

	Consequences if not approved:
	The HSS cannot allow/disallow trusted WLAN access for different subscribers (e.g. enterprise vs. residential users). 

	
	

	Clauses affected:
	8.1.2.1.1, 8.1.2.1.2, 8.2.2.1, 8.2.3.0, 10.x (new), 10.y (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




Page 1






* * * First Change * * * *
[bookmark: _Toc20213422][bookmark: _Toc36043903][bookmark: _Toc44872279][bookmark: _Toc106903000][bookmark: _Toc57980494][bookmark: _Toc106904742][bookmark: _Toc19777535][bookmark: _Toc27740832][bookmark: _Toc36054211][bookmark: _Toc44874087][bookmark: _Toc51863065][bookmark: _Toc90317854]8.1.2.1	Authentication Procedure
[bookmark: _Toc20213423][bookmark: _Toc36043904][bookmark: _Toc44872280][bookmark: _Toc106903001]8.1.2.1.1	General
This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server when a new set of authentication information for a given subscriber is to be retrieved from an HSS. This can happen for example, when a new trusted or untrusted non 3GPP/IP access subscriber has accessed the 3GPP AAA Server for authentication or when a new set of authentication information is required for one of the subscribers already registered in the 3GPP AAA server. The procedure shall be invoked by 3GPP AAA Server when it detects that the VPLMN or access network has changed.
Table 8.1.2.1.1/1: Authentication request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See IETF RFC 6733 [58])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	This IE shall contain the identifier that allows the home network to identify the Visited Network. The 3GPP AAA Server shall include this information element when received from signalling across the SWd.


	 Number Authentication Items
	SIP-Number-Auth-Items
	M
	This information element shall indicate the number of authentication vectors requested

	Authentication Data
	SIP-Auth-Data-Item
	M
	See tables 8.1.2.1.1/2 and 8.1.2.1.1/3 for the contents of this information element. The content shown in table 8.1.2.1.1/2 shall be used for a normal authentication request; the content shown in table 8.1.2.1.1/3 shall be used for an authentication request after synchronization failure.

	Routing Information
	Destination-Host
	C
	If the 3GPP AAA Server knows the HSS name, this AVP shall be present.
This information is available if the 3GPP AAA Server already has the HSS name stored. The HSS name shall be obtained from the Origin-Host AVP, which is received from a previous command from the HSS or from the SLF;
otherwise only the Destination-Realm is included so that it is resolved to an HSS address in an SLF-like function. Once resolved the Destination-Host AVP is included with the suitable HSS address and it is stored in the 3GPP AAA Server for further usage.

	Access Network Identity 
	ANID
	C
	This IE shall contain the access network identifier used for key derivation at the HSS. (See 3GPP TS 24. 302 [26] for all possible values).
This IE shall be present if the Authentication Method is EAP-AKA'.

	Access Type
	RAT-Type
	M
	This IE shall contain the radio access technology that is serving the UE. (See 3GPP TS 29.212 [23] for all possible values).
When this IE is not received by the 3GPP AAA Server, neither from the ePDG nor from the non-3GPP access network, it shall take the value VIRTUAL (1).

	Trust Relationship Indicator
	AN-Trusted
	O
	When present, this AVP shall contain the 3GPP AAA Server's decision on handling the non-3GPP access network, i.e. trusted or untrusted. 

	Terminal Information
	Terminal-Information
	O
	This information element shall contain information about the user's mobile equipment. The AVP shall be present only if received from the non-3GPP access network, in authentication and authorization request. The AVP shall be transparently forwarded by the 3GPP AAA server.
(see NOTE 1)

	AAA Failure Indication
	AAA-Failure-Indication
	O
	If present, this information element shall indicate that the 3GPP AAA Server currently registered in the HSS, is unavailable.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	NOTE 1:	The Terminal-Information AVP is not present in this message for a WLAN access.



Table 8.1.2.1.1/2: Authentication Data content - request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	SIP-Authentication-Scheme
	M
	This information element shall indicate the authentication method
It shall contain one of the values EAP-AKA or EAP-AKA'. EAP-AKA is specified in IETF RFC 4187 [44] and EAP-AKA' is specified in IETF RFC 5448 [27].



Table 8.1.2.1.1/3: Authentication Data content - request, synchronization failure
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Method
	SIP-Authentication-Scheme
	M
	This information element shall indicate the authentication method
It shall contain one of the values EAP-AKA or EAP-AKA'.

	Authorization Information
	SIP-Authorization
	M
	This IE shall contain the concatenation of Rand, as sent to the terminal, and auts, as received from the terminal. Rand and auts shall both be binary encoded.



Table 8.1.2.1.1/4: Authentication answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	IMSI
	User-Name (See I IETF RFC 6733 [58])
	M
	This information element shall contain the user IMSI, formatted according to 3GPP TS 23.003 [14], clause 2.2.

	Number Authentication Items
	SIP-Number-Auth-Items
	C
	This AVP shall indicate the number of authentication vectors delivered in the Authentication Data information element.
It shall be present when the result is DIAMETER_SUCCESS.

	Authentication Data
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.
See table 8.1.2.1.1/5 for the contents of this information element.

	3GPP AAA Server Name
	3GPP-AAA- Server-Name
	C
	This AVP shall contain the Diameter address of the 3GPP AAA Server.
This AVP shall be sent when the user has been previously authenticated by another 3GPP AAA Server and therefore there is another 3GPP AAA Server serving the user.

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [58]).
The Experimental-Result AVP shall be used for SWx errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Supported Features
(See 3GPP TS 29.229 [24])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.



Table 8.1.2.1.1/5: Authentication Data content - response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Item Number
	SIP-Item-Number
	C
	This information element shall be present in a SIP-Auth-Data-Item grouped AVP in circumstances where there are multiple occurrences of SIP-Auth-Data-Item AVPs, and the order in which they should be processed is significant.
In this scenario, SIP-Auth-Data-Item AVPs with a low SIP-Item-Number value should be processed before SIP-Auth-Data-Items AVPs with a high SIP-Item-Number value.

	Authentication Method
	SIP-AuthenticationScheme
	M
	This IE shall contain one of the values EAP-AKA or EAP-AKA'.


	Authentication Information
AKA
	SIP-Authenticate
	M
	This IE shall contain, binary encoded, the concatenation of the authentication challenge RAND and the token AUTN. See 3GPP TS 33.203 [16] for further details about RAND and AUTN.


	Authorization Information
AKA
	SIP-Authorization
	M
	This IE shall contain binary encoded, the expected response XRES. See 3GPP TS 33.203 [16] for further details about XRES.


	Confidentiality Key
AKA
	Confidentiality-Key
	M
	This information element shall contain the confidentiality key CK or CK'. It shall be binary encoded.

	Integrity Key
AKA
	Integrity-Key
	M
	This information element shall contain the integrity key IK or IK'. It shall be binary encoded.




* * * Next Change * * * *
[bookmark: _Toc20213424][bookmark: _Toc36043905][bookmark: _Toc44872281][bookmark: _Toc106903002]8.1.2.1.2	Detailed behaviour
The HSS shall, in the following order (if there is an error in any of the steps, the HSS shall stop processing and return the corresponding error code):
1.	Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2.	Check that the user has non-3GPP subscription and that the user is allowed in the EPC. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTON.
3.	If a Visited-Network-Identifier is present, check that the user is allowed to roam in the visited network. If the user is not allowed to roam in the visited network, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED.
4.	Check the access type. If the access type indicates any value that is restricted for the user, then the Experimental-Result-Code shall be set to DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED.
5.	Based on operator's policy, if the Trust Relationship Indicator is present and indicates any value that is restricted for the user, then the Experimental-Result-Code shall be set to DIAMETER_ERROR_TRUSTED_NON_3GPP_ACCESS_NOT_ALLOWED or DIAMETER_ERROR_UNTRUSTED_NON_3GPP_ACCESS_NOT_ALLOWED.    
56.	The HSS shall check if there is an existing 3GPP AAA Server already assisting the user
-	If there is a 3GPP AAA Server already serving the user, the HSS shall compare the 3GPP AAA server name received in the request to the 3GPP AAA Server name stored in the HSS.
-	If they are not identical and the received message contains the AAA-Failure-Indication AVP, the HSS shall remove the old 3GPP AAA Server name previously assigned for this subscriber, and store the name of the new 3GPP AAA Server that sent the request containing the AAA-Failure-Indication AVP, and continue from step 6. The HSS should attempt to notify the old 3GPP AAA Server about the new server assignment, by means of the network initiated de-registration procedure (see clause 8.1.2.2.3) indicating as reason code "NEW_SERVER_ASSIGNED".
-	If they are not identical the HSS shall return the old 3GPP AAA Server to the requester 3GPP AAA Server and return an error by setting the Experimental-Result-Code to DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED.
-	The requester 3GPP AAA Server, upon detection of a 3GPP AAA Server name in the response assumes that the user already has a 3GPP AAA Server assigned, so makes use of Diameter redirect function to indicate the 3GPP AAA Server name where to address the authentication request.
67.	The HSS shall check the request type.
-	If the request indicates there is a synchronization failure, the HSS shall process AUTS as described in 3GPP TS 33.203 [16] and return the requested authentication information. The Result-Code shall be set to DIAMETER_SUCCESS.
-	If the request indicates authentication, the HSS shall generate the authentication vectors for the requested authentication method, EAP-AKA or EAP-AKA', as described in 3GPP TS 33.402 [19]. The HSS shall download Authentication-Data-Item up to a maximum specified in SIP-Number-Auth-Items received in the command Multimedia-Auth-Request. The result code shall be set to DIAMETER_SUCCESS.
-	If there is no 3GPP AAA Server already serving the user, the HSS shall store the received 3GPP AAA Server name.
Exceptions to the cases specified here shall be treated by HSS as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authentication information shall be returned.
Origin-Host AVP shall contain the 3GPP AAA Server identity.

* * * Next Change * * * *
[bookmark: _Toc20213449][bookmark: _Toc36043930][bookmark: _Toc44872306][bookmark: _Toc106903022]8.2.2.1	Authentication Procedure
The Multimedia-Authentication-Request (MAR) command, indicated by the Command-Code field set to 303 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to request security information. This corresponds to clause 8.1.2.1.
Message Format
[bookmark: _PERM_MCCTEMPBM_CRPT92000264___2]< Multimedia-Auth-Request > ::=  < Diameter Header: 303, REQ, PXY, 16777265 >
[bookmark: _PERM_MCCTEMPBM_CRPT92000265___2]< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host ]
{ User-Name }
[ RAT-Type ]
[ AN-Trusted ]
[ ANID ]
[ Visited-Network-Identifier]
[ Terminal-Information ]
{ SIP-Auth-Data-Item }
{ SIP-Number-Auth-Items }
[AAA-Failure-Indication ]
[ OC-Supported-Features ]
*[ Supported-Features ]
…
*[ AVP ]


The Multimedia-Authentication-Answer (MAA) command, indicated by the Command-Code field set to 303 and the 'R' bit cleared in the Command Flags field, is sent by a server in response to the Multimedia-Authentication-Request command. The Result-Code or Experimental-Result AVP may contain one of the values defined in clause 6.2 of 3GPP TS 29.229 [24] in addition to the values defined in IETF RFC 6733 [58].
Message Format
[bookmark: _PERM_MCCTEMPBM_CRPT92000266___2]< Multimedia-Auth-Answer > ::=  < Diameter Header: 303, PXY, 16777265 >
[bookmark: _PERM_MCCTEMPBM_CRPT92000267___2]< Session-Id >
[ DRMP ]
{ Vendor-Specific-Application-Id }
[ Result-Code ]
[ Experimental-Result ]
{ Auth-Session-State }
{ Origin-Host }
{ Origin-Realm }
{ User-Name}
[ SIP-Number-Auth-Items ]
*[ SIP-Auth-Data-Item ]
[ 3GPP-AAA-Server-Name ]
[ OC-Supported-Features ]
[ OC-OLR ] ]
*[ Load ]
*[ Supported-Features ]
…
*[ AVP ]

NOTE:	As the Diameter commands described in this specification have been defined based on the former specification of the Diameter base protocol, the Vendor-Specific-Application-Id AVP is still listed as a required AVP (an AVP indicated as {AVP}) in the command code format specifications defined in this specification to avoid backward compatibility issues, even if the use of this AVP has been deprecated in the new specification of the Diameter base protocol (IETF RFC 6733 [58]).

* * * Next Change * * * *
[bookmark: _Toc20213454][bookmark: _Toc36043935][bookmark: _Toc44872311][bookmark: _Toc106903027]8.2.3.0	General
The following table describes the Diameter AVPs defined for the SWx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted.
For all AVPs which contain bit masks and are of the type Unsigned32, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x00000001 should be used.
Table 8.2.3.0/1: Diameter SWx AVPs
	
	AVP Flag rules

	Attribute Name
	AVP Code
	Clause defined
	Value Type
	Must
	May
	Should not
	Must not

	Non-3GPP-User-Data
	1500
	8.2.3.1
	Grouped
	M,V
	
	
	P

	Non-3GPP-IP-Access
	1501
	8.2.3.3
	Enumerated
	M,V
	
	
	P

	Non-3GPP-IP-Access-APN
	1502
	8.2.3.4
	Enumerated
	M,V
	
	
	P

	ANID
	1504
	5.2.3.7
	UTF8String
	M,V
	
	
	P

	Trace-Info
	1505
	8.2.3.13
	Grouped
	V
	
	
	M,P

	PPR-Flags
	1508
	8.2.3.17
	Unsigned32
	V
	
	
	M,P

	TWAN-Default-APN-Context-Id
	1512
	8.2.3.18
	Unsigned32
	V
	
	
	M,P

	TWAN-Access-Info
	1510
	8.2.3.19
	Grouped
	V
	
	
	M,P

	Access-Authorization-Flags
	1511
	8.2.3.20
	Unsigned32
	V
	
	
	M,P

	WLAN-Identifier
	1509
	5.2.3.18
	Grouped
	V
	
	
	M,P

	Service-Selection
	493
	5.2.3.5
	UTF8String
	M
	
	
	V,P

	AAA-Failure-Indication
	1518
	8.2.3.21
	Unsigned32
	V
	
	
	M,P

	Access-Network-Info
	1524
	5.2.3.24
	Grouped
	V
	
	
	M,P

	3GPP-AAA-Server-Name
	318
	8.2.3.24
	DiameterIdentity
	M, V
	
	
	P

	ERP-Authorization
	1541
	8.2.3.27
	Unsigned32
	V
	
	
	M,P

	AN-Trusted
	1503
	5.2.3.9
	Enumerated
	V
	
	
	M,P

	NOTE 1:	The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V", indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see ETF RFC 6733 [58].
NOTE 2:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.



The following table describes the Diameter AVPs re-used by the SWx interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within SWx. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol (see IETF RFC 6733 [58]), do not need to be supported.
Table 8.2.3.0/2: SWx re-used Diameter AVPs 
	Attribute Name
	Reference
	Comments
	M-bit

	User-Name
	ETF RFC 6733 [58]
	
	

	Session-Timeout
	ETF RFC 6733 [58]
	
	

	Subscription-ID
	IETF RFC 4006 [20]
	
	

	MIP6-Agent-Info
	IETF RFC 5447 [6]
	
	

	MIP6-Feature-Vector
	IETF RFC 5447 [6]
	
	

	Service-Selection
	IETF RFC 5778 [11]
	
	

	3GPP-Charging-Characteristics
	3GPP TS 29.061 [31]
	
	

	RAT-Type
	3GPP TS 29.212 [23]
	
	

	Visited-Network-Identifier
	3GPP TS 29.229 [24]
	
	

	SIP-Number-Auth-Items
	3GPP TS 29.229 [24]
	
	

	SIP-Item-Number
	3GPP TS 29.229 [24]
	
	

	SIP-Auth-Data-Item
	3GPP TS 29.229 [24]
	
	

	SIP-Authentication-Scheme
	3GPP TS 29.229 [24]
	
	

	SIP-Authenticate
	3GPP TS 29.229 [24]
	
	

	SIP-Authorization
	3GPP TS 29.229 [24]
	
	

	Confidentiality-Key
	3GPP TS 29.229 [24]
	
	

	Integrity-Key
	3GPP TS 29.229 [24]
	
	

	Server-Assignment-Type
	3GPP TS 29.229 [24]
	
	

	Deregistration-Reason
	3GPP TS 29.229 [24]
	
	

	Supported-Features
	3GPP TS 29.229 [24]
	
	

	Feature-List-ID
	3GPP TS 29.229 [24]
	
	

	Feature-List
	3GPP TS 29.229 [24]
	
	

	APN-Configuration
	3GPP TS 29.272 [29]
	
	

	Context-Identifier
	3GPP TS 29.272 [29]
	
	

	Terminal-Information
	3GPP TS 29.272 [29]
	
	

	AMBR
	3GPP TS 29.272 [29]
	
	

	APN-OI-Replacement
	3GPP TS 29.272 [29]
	
	

	Trace-Reference
	3GPP TS 29.272 [29]
	
	

	Trace-Data
	3GPP TS 29.272 [29]
	
	

	Active-APN
	3GPP TS 29.272 [29]
	
	

	BSSID
	3GPP TS 32.299 [30]
	
	

	Location-Information
	IETF RFC 5580 [46]
	
	

	Location-Data
	IETF RFC 5580 [46]
	
	

	Operator-Name
	IETF RFC 5580 [46]
	
	

	Local-Time-Zone
	3GPP TS 29.272 [29]
	
	

	OC-Supported-Features
	IETF RFC 7683 [47]
	See clause 8.2.3.22
	Must not set

	OC-OLR
	IETF RFC 7683 [47]
	See clause 8.2.3.23
	Must not set

	DRMP
	IETF RFC 7944 [53]
	See clause 8.2.3.25
	Must not set

	Emergency-Info
	3GPP TS 29.272 [29]
	
	

	Load
	IETF RFC 8583 [54]
	See clause 8.2.3.26
	Must not set

	UE-Usage-Type
	3GPP TS 29.272 [29]
	
	

	Core-Network-Restrictions
	3GPP TS 29.272 [29]
	
	

	NOTE 1:	The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies.
NOTE 2:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.



Only those AVP initially defined in this reference point or AVP with values initially defined in this reference point and for this procedure are described in the following clauses.

* * * Next Change * * * *
[bookmark: _Toc20213569][bookmark: _Toc36044050][bookmark: _Toc44872426][bookmark: _Toc106903142]10	Result-Code and Experimental-Result Values
[bookmark: _Toc20213570][bookmark: _Toc36044051][bookmark: _Toc44872427][bookmark: _Toc106903143]10.1	General
This clause defines result code values that shall be supported by all Diameter implementations that conform to this specification.
[bookmark: _Toc20213571][bookmark: _Toc36044052][bookmark: _Toc44872428][bookmark: _Toc106903144]10.2	Success
Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully completed. The Result-Code AVP values defined in Diameter base protocol (IETF RFC 6733 [58]) shall be applied.
[bookmark: _Toc20213572][bookmark: _Toc36044053][bookmark: _Toc44872429][bookmark: _Toc106903145]10.3	Permanent Failures
[bookmark: _Toc20213573][bookmark: _Toc36044054][bookmark: _Toc44872430][bookmark: _Toc106903146]10.3.1	General
Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in Diameter base protocol (IETF RFC 6733 [58]) shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
[bookmark: _Toc20213574][bookmark: _Toc36044055][bookmark: _Toc44872431][bookmark: _Toc106903147]10.3.2	DIAMETER_ERROR_USER_UNKNOWN (5001)
This result code shall be sent by the HSS to indicate that the user identified by the IMSI is unknown (see 3GPP TS 29.229 [24]).
[bookmark: _Toc20213575][bookmark: _Toc36044056][bookmark: _Toc44872432][bookmark: _Toc106903148]10.3.3	DIAMETER_ERROR_IDENTITY_NOT_REGISTERED (5003)
This result code shall be sent by the HSS to indicate that there is currently no 3GPP AAA Server registered for the user (see 3GPP TS 29.229 [24]).
[bookmark: _Toc20213576][bookmark: _Toc36044057][bookmark: _Toc44872433][bookmark: _Toc106903149]10.3.4	DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004)
This result code shall be sent by the HSS to indicate that the subscriber is not allowed to roam in a certain non-3GPP V-PLMN (see 3GPP TS 29.229 [24]).
[bookmark: _Toc20213577][bookmark: _Toc36044058][bookmark: _Toc44872434][bookmark: _Toc106903150]10.3.5	DIAMETER_ERROR_IDENTITY_ALREADY_REGISTERED (5005)
This result code shall be sent by the HSS to indicate that the node identity trying to be registered by a 3GPP AAA Server is already registered for a specific user (see 3GPP TS 29.229 [24]).
[bookmark: _Toc20213578][bookmark: _Toc36044059][bookmark: _Toc44872435][bookmark: _Toc106903151]10.3.6	DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION (5450)
This result code shall be sent by the HSS to indicate that no non-3GPP subscription is associated with the IMSI.
[bookmark: _Toc20213579][bookmark: _Toc36044060][bookmark: _Toc44872436][bookmark: _Toc106903152]10.3.7	DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION (5451)
This result code shall be sent by the 3GPP AAA Server to indicate that the requested APN is not included in the user's profile, and therefore is not authorized for that user.
[bookmark: _Toc20213580][bookmark: _Toc36044061][bookmark: _Toc44872437][bookmark: _Toc106903153]10.3.8	DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED (5452)
This result code shall be sent by the HSS to indicate the RAT type the UE is using is not allowed for the IMSI.
[bookmark: _Toc20213581][bookmark: _Toc36044062][bookmark: _Toc44872438][bookmark: _Toc106903154]10.3.9	DIAMETER_ERROR_LATE_OVERLAPPING_REQUEST (5453)
This result code shall be sent by the 3GPP AAA Server to indicate that the incoming request collides with an existing session which has a more recent time stamp than the time stamp of the new request.
[bookmark: _Toc20213582][bookmark: _Toc36044063][bookmark: _Toc44872439][bookmark: _Toc106903155]10.3.10	DIAMETER_ERROR_TIMED_OUT_REQUEST (5454)
This result code shall be sent by the 3GPP AAA Server to indicate that the incoming request is known to have already timed out at the originating entity.
[bookmark: _Toc20213583][bookmark: _Toc36044064][bookmark: _Toc44872440][bookmark: _Toc106903156]10.3.11	DIAMETER_ERROR_ILLEGAL_EQUIPMENT (5554)
This result code shall be sent by the 3GPP AAA Server or 3GPP AAA Proxy to indicate that the Mobile Equipment used is not acceptable to the network (e.g. the Mobile Equipment is on the prohibited list of the EIR).
10.3.x DIAMETER_ERROR_TRUSTED_NON_3GPP_ACCESS_NOT_ALLOWED (555x)
This result code shall be sent by the HSS to indicate that trusted non-3GPP access is not authorized for the user.
10.3.y DIAMETER_ERROR_UNTRUSTED_NON_3GPP_ACCESS_NOT_ALLOWED (555y)
This result code shall be sent by the HSS to indicate that untrusted non-3GPP access is not authorized for the user.

* * * End of Changes * * * *
