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- dnAaaAddress/additionalDnAaaAddresses/dnAaaFqdn: The access information for DN-AAA server

Another secondary authentication and authorization method was introduced in 23.256 5.2.3.2 (see step 1 of Figure 5.2.3.2 -1) which is SBI based. In addtition 23.502 5.2.3.3 Table 5.2.3.3.1-1 has defined "API based secondary authentication indication" to indicate secondary authentication method other than DN-AAA based secondary authentication method.
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	Summary of change:
	Extend 29.503 DnnConfiguration data with following information to support SBI based secondary authentication and authorization:
[bookmark: OLE_LINK9][bookmark: _Hlk98870899]- sbiSecondaryAuth: Indicates whether SBI based secondary authentication and authorization shall be used.
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* * * First Change * * * *
[bookmark: _Toc11338587][bookmark: _Toc27585239][bookmark: _Toc36457205][bookmark: _Toc45028099][bookmark: _Toc45028934][bookmark: _Toc67681693][bookmark: _Toc98487555]6.1.6.2.9	Type: DnnConfiguration
Table 6.1.6.2.9-1: Definition of type DnnConfiguration
	[bookmark: _Hlk98879542]Attribute name
	Data type
	P
	Cardinality
	Description

	pduSessionTypes
	PduSessionTypes
	M
	1
	Default/Allowed session types

	sscModes
	SscModes
	M
	1
	Default/Allowed SSC modes

	iwkEpsInd
	IwkEpsInd
	O
	0..1
	Indicates whether interworking with EPS is subscribed:
true: Subscribed;
false: Not subscribed;
If this attribute is absent it means not subscribed.

	5gQosProfile
	SubscribedDefaultQos
	O
	0..1
	5G QoS parameters associated to the session for a data network

	sessionAmbr
	Ambr
	O
	0..1
	The maximum aggregated uplink and downlink bit rates to be shared across all Non-GBR QoS Flows in each PDU Session

	3gppChargingCharacteristics
	3GppChargingCharacteristics
	O
	0..1
	Subscribed charging characteristics data associated to the session for a data network. (NOTE 1)

	staticIpAddress
	array(IpAddress)
	O
	1..2
	Subscribed static IP address(es) of the IPv4 and/or IPv6 type

	upSecurity
	UpSecurity
	O
	0..1
	When present, this IE shall indicate the security policy for integrity protection and encryption for the user plane.

	pduSessionContinuityInd
	PduSessionContinuityInd
	O
	0..1
	When present, this IE shall indicate how to handle a PDU Session when UE the moves to or from NB-IoT.
If this attribute is absent it means that Local policy shall be used.

	niddNefId
	NefId
	C
	0..1
	Indicates the identity of the NEF to be selected for NIDD service for this DNN. It is required if invokeNefSelection attribute is present with value "true".

	niddInfo
	NiddInformation
	O
	0..1
	When present, this IE shall indicate information used for SMF-NEF Connection.
This attribute may be present if "Invoke NEF Selection" indicator is set.

	redundantSessionAllowed
	boolean
	O
	0..1
	Indicates whether redundant PDU Sessions are allowed:
true: Allowed;
false: Not allowed;
If this attribute is absent it means not allowed.

	acsInfo
	AcsInfo
	O
	0..1
	When present, this IE shall include the ACS information for the 5G-RG as defined in BBF TR-069 [42] or in BBF TR-369 [43].

	ipv4FrameRouteList
	array(FrameRouteInfo)
	O
	1..N
	List of Frame Route information of IPv4, see clause 5.6.14 of 3GPP TS 23.501 [2].

	ipv6FrameRouteList
	array(FrameRouteInfo)
	O
	1..N
	List of Frame Route information of IPv6, see clause 5.6.14 of 3GPP TS 23.501 [2].

	atsssAllowed
	boolean
	O
	0..1
	Indicates whether this DNN supports ATSSS, i.e. whether Multi-Access PDU session is allowed to this DNN.
true: Allowed;
false (default): Not allowed;
If this attribute is absent it means this DNN does not allow ATSSS.

	secondaryAuth
	boolean
	O
	0..1
	Indicates whether DN-AAA based secondary authentication and authorization is needed.
true: required.
false: not required.
If absent, it indicates that DN-AAA based secondary authentication is not required by subscription data, but it still may be required by local policies at the SMF.
[bookmark: OLE_LINK8](NOTE 2, NOTE 3)

	sbiSecondaryAuth
	boolean
	O
	0..1
	Indicates whether SBI based secondary authentication and authorization is needed.
true: required.
false or absent: not required.
(NOTE 3)

	dnAaaIpAddressAllocation
	boolean
	O
	0..1
	Indicates whether the SMF is required to request the UE IP address from the DN-AAA server for PDU Session Establishment.
true: required
false: not required
If absent, it indicates that the request by SMF of the UE IP address from the DN-AAA server is not required by subscription data, but it still may be required by local policies at the SMF.

	dnAaaAddress
	IpAddress
	O
	0..1
	The IP address of the DN-AAA server used for secondary authentication and authorization.
(NOTE 2)

	additionalDnAaaAddresses
	array(IpAddress)
	O
	1..N
	Additional IP addresses of the DN-AAA server used for secondary authentication and authorization.
(NOTE 2)

	dnAaaFqdn
	Fqdn
	O
	0..1
	The FQDN of the DN-AAA server used for secondary authentication and authorization.
(NOTE 2)

	iptvAccCtrlInfo
	string
	O
	0..1
	The IPTV access control information used in IPTV access procedure, see clause 7.7.1.1.2 of 3GPP TS 23.316 [37].

	ipv4Index
	IpIndex
	O
	0..1
	Indicates the "IP Index" (i.e. information that identifies an address pool or an external server) to be sent to the SMF for allocation of an IPv4 address to the UE, for this DNN configuration.

	ipv6Index
	IpIndex
	O
	0..1
	Indicates the "IP Index" (i.e. information that identifies an address pool or an external server) to be sent to the SMF for allocation of an IPv6 address to the UE, for this DNN configuration.

	ecsAddrConfigInfo
	EcsAddrConfigInfo
	O
	0..1
	ECS Address Configuration Informatio Parameters. See 3GPP TS 23.502 [3]

	sharedEcsAddrConfigInfoId
	SharedDataId
	O
	0..1
	Identifier of shared data. May be present if ecsAddrConfigInfo is absent.

	easDiscoveryAuthorized
	boolean
	O
	0..1
	Indicates whether the UE is authorized to use 5GC assisted EAS discovery via EASDF.
true: Authorized;
false (default): Not authorized;
See 3GPP TS 23.548 [60]

	onboardingInd
	boolean
	O
	0..1
	Indicates whether the UE is allowed to use this DNN for onboarding. UE subscription allows, or does not allow the UE to access the PLMN as the Onboarding Network using PLMN credentials (see clause 5.30.2.10.4.4 in 3GPP TS 23.501 [2]).
-	false (default): not restricted to onboarding only;
-	true: allowed for onboarding only.

	aerialUeInd
	AerialUeIndication
	O
	0..1
	This IE shall indicate Aerial service for the UE is allowed or not allowed.

	NOTE 1:	When present, this attribute shall take precedence over the "3gppChargingCharacteristics" attribute in the SessionManagementSubscriptionData level.
NOTE 2:	These attributes shall be consistent with the information received on the 5GVnGroupData (see clause 6.5.6.2.7), in the Nudm_PP API. If both FQDN and IP addresses are provided, the IP addresses should be preferred to target the DN-AAA server.
NOTE 3:	Both, secondaryAuth and sbiSecondaryAuth, shall not be present and set to true simultaneously.



* * * Next Change * * * *
[bookmark: _Toc11338878][bookmark: _Toc27585639][bookmark: _Toc36457662][bookmark: _Toc45028581][bookmark: _Toc45029416][bookmark: _Toc67682190][bookmark: _Toc98488163]A.2	Nudm_SDM API
(... text not shown for clarity ...)

[bookmark: _Hlk99051490]    DnnConfiguration:
      type: object
      required:
        - pduSessionTypes
        - sscModes
      properties:
        pduSessionTypes:
          $ref: '#/components/schemas/PduSessionTypes'
        sscModes:
          $ref: '#/components/schemas/SscModes'
        iwkEpsInd:
          $ref: '#/components/schemas/IwkEpsInd'
        5gQosProfile:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SubscribedDefaultQos'
        sessionAmbr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ambr'
        3gppChargingCharacteristics:
          $ref: '#/components/schemas/3GppChargingCharacteristics'
        staticIpAddress:
          type: array
          items:
            $ref: '#/components/schemas/IpAddress'
          minItems: 1
          maxItems: 2
        upSecurity:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UpSecurity'
        pduSessionContinuityInd:
          $ref: '#/components/schemas/PduSessionContinuityInd'
        niddNefId:
          $ref: 'TS29510_Nnrf_NFManagement.yaml#/components/schemas/NefId'
        niddInfo:
          $ref: '#/components/schemas/NiddInformation'
        redundantSessionAllowed:
          type: boolean
        acsInfo:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/AcsInfo'
        ipv4FrameRouteList:
          type: array
          items:
            $ref: '#/components/schemas/FrameRouteInfo'
          minItems: 1
        ipv6FrameRouteList:
          type: array
          items:
            $ref: '#/components/schemas/FrameRouteInfo'
          minItems: 1
        atsssAllowed:
          type: boolean
          default: false
        secondaryAuth:
          type: boolean
        sbiSecondaryAuth:
          type: boolean
          default: false
        dnAaaIpAddressAllocation:
          type: boolean
        dnAaaAddress:
          $ref: '#/components/schemas/IpAddress'
        additionalDnAaaAddresses:
          type: array
          items:
            $ref: '#/components/schemas/IpAddress'
          minItems: 1
        dnAaaFqdn:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Fqdn'
        iptvAccCtrlInfo:
          type: string
        ipv4Index:
          $ref: '#/components/schemas/IpIndex'
        ipv6Index:
          $ref: '#/components/schemas/IpIndex'
        ecsAddrConfigInfo:
          $ref: 'TS29503_Nudm_PP.yaml#/components/schemas/EcsAddrConfigInfo'
        sharedEcsAddrConfigInfo:
           $ref: '#/components/schemas/SharedDataId'
        easDiscoveryAuthorized:
          type: boolean
          default: false
        onboardingInd:
          type: boolean
          default: false
        aerialUeInd:
          $ref: '#/components/schemas/AerialUeIndication'

* * * End of Changes * * * *


