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EAP-AKA' is the EAP method used in this procedure





Figure 5.2.2.2.3-1: EAP-based authentication with EAP-AKA' method
1.	The NF Service Consumer (AMF, NSWOF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}). The AUSF generates a sub-resource "eap-session". There shall be only one sub-resource "eap-session" per UE per Serving Network identified by the supiOrSuci and servingNetworkName in AuthenticationInfo. The AUSF shall provide ana hypermedia link towards this sub-resource in the payload to indicate to the AMF or NSWOF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.
3.	Based on the relation type, the NF Service Consumer (AMF, NSOWF) shall send a POST request including the EAP-Response/AKA' Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF, NSWOF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9] (to be superseded by draft-ietf-emu-rfc5448bis [17]), the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "eap-session".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF, NSWOF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service ConsumserConsumer (AMF, NSWOF).
6a.	If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF, NSWOF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful. If the UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
In SNPN onboarding scenarios, if the UE is authenticated successfully, the AUSF may include in the response the address of an onboarding Provisioning Server (PVS) to the NF Service Consumer (AMF) ; see 3GPP TS 23.501 [2], clause 5.30.2.10.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.

* * * Next Change * * * *
[bookmark: _Toc98493791][bookmark: _Toc51944559][bookmark: _Toc36464827][bookmark: _Toc34310305][bookmark: _Toc25270650]5.3.2.2	Protect
[bookmark: _Toc98493792][bookmark: _Toc51944560][bookmark: _Toc36464828][bookmark: _Toc34310306][bookmark: _Toc25270651]5.3.2.2.1	General
The Protect service operation is used in the following procedures:
-	Procedure for steering of UE in VPLMN during registration (see clause 6.14.2.1 of 3GPP TS 33.501 [8]);
-	Procedure for steering of UE in VPLMN after registration (see clause 6.14.2.2 of 3GPP TS 33.501 [8]).
The NF Service Consumer (e.g. UDM) uses this service operation to request the AUSF to compute the SoR-MAC-IAUSF and the CounterSoR by providing Steering Information. The NF Service Consumer (e.g. UDM) may also request the AUSF to compute the SoR-XMAC-IUE by providing the indication that an acknowledgement is requested from the UE.




Figure 5.3.2.2.1-1: Steering of UE in VPLMN
1.	The NF Service Consumer (e.g. UDM) shall send a POST request to the AUSF that was used to authenticate the UE. The payload of the body shall contain the Steering Information and the acknowledge indication.
2a.	On success, "200 OK" shall be returned. The payload body shall contain the requested security material (e.g. SoR-MAC-IAUSF, CounterSoR, SoR-XMAC-IUE) necessary to protect the Steering of Roaming procedure.
[bookmark: _PERM_MCCTEMPBM_CRPT03890008___3]SoR Header shall be used to form the input as one of multiple paramtersparameters to calculate the SoR-MAC-IAUSF. If SoRHeader attribute is not provided by NF Service Consumer (e.g. UDM) as part of SorInfo, SoR Header shall be constructed by AUSF based on the information received in the request and encoded as specified in clasueclause 9.11.3.51 of 3GPP TS 24.501[20].
2b.	On failure or redirection, one of the HTTP status code listed in table 6.2.3.2.4.2.2-2 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.2.3.2.4.2.2-21. If the CounterSoR associated with the KAUSF of the UE, is about to wrap around, the AUSF shall use the "COUNTER-WRAP" cause.

* * * Next Change * * * *
6.1.3.3.3	Resource Standard Methods
[bookmark: _Toc51944590][bookmark: _Toc36464858][bookmark: _Toc34310336][bookmark: _Toc25270681]6.1.3.3.3.1	PUT
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ConfirmationData
	M
	1
	Contains the "RES*" generated by the UE and provided to the AMF.



Table 6.1.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	ConfirmationDataResponse
	M
	1
	200 OK
	This case indicates that the AUSF has performed the verification of the 5G AKA confirmation. The response body shall contain the result of the authentication and the Kseaf if the authentication is successful.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents a 5G AKA confirmation failure because of input parameter error.  This indicates that the AUSF was not able to confirm the authentication.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents a 5G AKA confirmation failure because of a server internal error.

	NOTE 1:	The mandatory HTTP error status codes for the PUT method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



* * * Next Change * * * *
Table 6.1.3.4.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
Codes
	Description

	EapSession

	M
	1
	200 OK
	During an EAP session, the body response shall contain the EAP packet Response and ana hypermedia link.
At the end of the EAP session, the body response shall contain the EAP packet Success or Failure (see IETF RFC 3748 [18]) and the Kseaf if the authentication is successful

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same AUSF or AUSF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	400 Bad Request
	This case represents an EAP session failure because of input parameter error.  This indicates that the AUSF was not able to continue the EAP session.

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	This case represents an EAP session failure failure because of a server internal error.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4].
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4]




* * * Next Change * * * *
[bookmark: _Toc98493837][bookmark: _Toc51944612][bookmark: _Toc36464880][bookmark: _Toc34310358][bookmark: _Toc25270701]6.1.6.2.3	Type: UEAuthenticationCtx
Table 6.1.6.2.3-1: Definition of type UEAuthenticationCtx
	Attribute name
	Data type
	P
	Cardinality
	Description

	authType
	AuthType
	M
	1
	Indicates the authentication method used for this UE i.e.  "5G-AKA-Confirmation", "EAP-AKA'"; "EAP-TLS" or "EAP-TTLS". See clause 6.1.6.3.3

	_links
	map(LinksValueSchema)
	M
	1..N
	If 5G-AKA has been selected, this IE shall contain a member whose name is set to "5g-aka" and the URI to perform the confirmation.
If an EAP-based method has been selected, this IE shall contain a member whose name is set to "eap-session" and the URI to perform the EAP session.
See NOTE

	5gAuthData
	5gAuthData
	M
	1
	Contains either 5G-AKA or EAP related information.

	servingNetworkName
	ServingNetworkName
	O
	0..1
	Contains the Serving Network Name.

	NOTE: In the current version of this API, only one hypermedia link is provided



* * * Next Change * * * *
[bookmark: _Toc98493857][bookmark: _Toc51944634][bookmark: _Toc36464902][bookmark: _Toc34310380][bookmark: _Toc25270723]6.1.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nausf_UEAauthentication service. The following application errors listed in Table 6.1.7.3-1 are specific for the Nausf_UEAeauthentication service.

* * * End of Changes * * * *
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