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1. Introduction
For the value of the Tunnel Password IE, TS 29.244 refers to RFC 2868. 
Quotes from RFC 2868:

A summary of the Tunnel-Password Attribute format is shown below. The fields are transmitted from left to right.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Type      |    Length     |     Tag       |   Salt
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      Salt (cont)  |   String ...
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

…

   String
      The plaintext String field consists of three logical sub-fields:
      the Data-Length and Password sub-fields (both of which are required),
      and the optional Padding sub-field. 



[bookmark: _Toc98236125]

Quote from TS 29.244, clause 8.2.212	"Tunnel Password":
[bookmark: _GoBack]The Tunnel Password IE type shall be encoded as shown in Figure 8.2.212-1. It contains the value of Tunnel Password (i.e. starting from octet 5 of the Tunnel-Password AVP in clause 3.5 of IETF RFC 2868 [68], i.e. not including the TAG and Salt fields) used for the L2TP tunnel.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 313 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 to (n+4)
	Tunnel Password value
	


Figure 8.2.212-1: Tunnel Password
The Tunnel Password value shall be encoded in UTF8String format.
2. Discussion
There are two issues with the definition of the Tunnel Password IE type in TS 29.244.

-	The starting octet of the RADIUS Tunnel-Type Attribute to copy the value is incorrect in PFCP Tunnel Password IE. Starting octet shall be 6 and not the octet 5. Type and length are included in the PFCP Tunnel Password IE octets 1 to 4. The TAG and Salt fields are already excluded. So the staring octet is 6, where the value of the String is copied.
-	It is unclear if the Padding sub-filed should/can be included or not. There is no usage specified for the Padding sub-filed and therefore it also shall be excluded.
3. Proposal
It is proposed to agree the changes proposed with CR0632-TS29.244 in C4-223098.
