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1. Introduction
The pCR introduces following changes to MBSTF API:
· Delivery/Update of MBS Security Context over Nmb2
· MBSTF notifies MBSF when new MTK(s) is available
· MBSTF notifies MBSF when it needs fresh MSK(s) (e.g. after expiry)
· Ability to disable security on a session when it was enabled earlier (re-uses 29.571 based solution as suggested in C4-223026. If that solution is not agreed, changes similar to C4-223025 will be done during meeting).
2. Proposal
It is proposed to agree the following changes to 3GPP TS 29.581 v0.1.0.

*******
* * * * Start of Changes * * * *
[bookmark: _Toc101345078][bookmark: _Toc101345076][bookmark: _Toc101345077][bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc98500877][bookmark: _Toc101345028]5.2.2.2	Create
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc98500878][bookmark: _Toc101345029]5.2.2.2.1	General
The Create service operation shall be used to create a new MBS Distribution Session within the MBSTF (see clauses 5.2, 4.5.2 of 3GPP TS 26.502 [17]).
The NF Service Consumer (e.g. MBSF) shall create an MBS Distribution session in the MBSTF by using the HTTP POST method as shown in Figure 5.2.2.2.1-1.


Figure 5.2.2.2.1-1: MBS Distribution session creation
1.	The NF Service Consumer shall send a POST request (CreateReqData) targeting the MBS Distribution Sessions collection resource of the MBSTF. The payload body of the POST request shall contain the following information:
-	The baseline parameters for an MBS Distribution Session including Distribution Session Identifier; if security protection is applied, the multicast session security context containing MBS Session Key (MSK), MSK lifetime and the corresponding key ID(s), and;
-	Additional MBS Distribution Session parameters for Object Distribution Method, or;
-	Additional MBS Distribution Session parameters for Packet Distribution Method;
2a.	On success, the MBSTF shall return a "201 Created" response. The "Location" header shall be present and shall contain the URI of the created resource. The payload body of the POST response (CreateRspData) shall contain a representation of the created MBS session.
[bookmark: _PERM_MCCTEMPBM_CRPT81600006___3]If MBSTF received MBS Session Key (MSK) and the corresponding key IDs in Create request, the response may include the multicast session security context containing MBS Session Key (MSK), MBS Traffic Key (MTK) and the corresponding key IDs, 
2b.	On failure, one of the HTTP status code listed in Table 6.1.3.2.3.1-3 shall be returned. The message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.1.3.2.3.1-3.
2c.	On redirection, "307 Temporary Redirect" or "308 Permanent Redirect" shall be returned. A RedirectResponse IE shall be included in the payload body of POST response.
* * * * Next Change * * * *
[bookmark: _Toc101345030]5.2.2.3	Update
[bookmark: _Toc101345031]5.2.2.3.1	General
The Update service operation shall be used to update an existing MBS Distribution Session within the MBSTF (see clauses 5.2, 4.5.2 of 3GPP TS 26.502 [17]).
The NF Service Consumer (e.g. MBSF) shall update an MBS Distribution session in the MBSTF by using the HTTP PATCH method as shown in Figure 5.2.2.3.1-1.



Figure 5.2.2.3.1-1: MBS Distribution session update
1.	The NF Service Consumer shall send a PATCH request (PatchData) to update the MBS distribution session. The request may include an updated multicast session security context containing MBS Session Key (MSK), MSK lifetime and the corresponding key IDs if MBSF generated a new MSK. Alternatively, the request may include disableSecurity flag to indicate if security protection is no longer applicable for the session.
2a.	On success, the MBSTF shall return "204 No Content"; 
2b.	On success, the MBSTF shall return "200 OK" containing new resource representation of MBS distribution session, if MBSTF received an updated multicast session security context, and/or if the MBSTF generated a new MBS Traffic Key (MTK); 
2b2c.	On failure, one of the HTTP status code listed in Table 6.1.3.3.3.1-3 shall be returned. The message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application errors listed in Table 6.1.3.3.3.1-3.
2c2d.	On redirection, "307 Temporary Redirect" or "308 Permanent Redirect" shall be returned. A RedirectResponse IE shall be included in the payload body of PATCH response.
* * * * Next Change * * * *
[bookmark: _Toc85877006][bookmark: _Toc88681458][bookmark: _Toc89678145][bookmark: _Toc97302754]5.3.2.8	StatusNotify
[bookmark: _Toc85877007][bookmark: _Toc88681459][bookmark: _Toc89678146][bookmark: _Toc97302755]5.3.2.8.1	General
The StatusNotify service operation shall be used by the MBSTF to notify a subscribed NF Service Consumer (e.g. MBSF) about the events related to an MBS distribution session.
The MBSTF shall notify the NF Service Consumer (e.g. MBSF) by using the HTTP POST method to the callback URI received earlier in the subscription as shown in Figure 5.3.2.8.1-1.


Figure 5.3.2.8.1-1: MBTSMF notifications
1.	The MBSTF shall send a POST request (StatusNotifyReqData) to the callback URI ({notifUri}) of the subscribed NF Service Consumer. The payload body of the POST request shall contain:
-	Notification Correlation ID, if this information was provided during subscription;
-	the list of MBS distribution session events to be reported.;
-	When reporting a MTK_UPDATE event:
-	an updated multicast session security context if the MBSTF generated a new MBS Traffic Key (MTK);
-	When reporting a MSK_REQUEST event:
-	optionally, an updated multicast session security context containing list of MSK IDs to be refreshed;
2a.	On success, the MB-SMF shall return a "204 No Content" response.
2b.	On failure, one of the HTTP status code listed in the data structures supported by the POST Response Body (see Table 6.1.5.2.3.1-2) shall be returned. The message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in the same Table 6.1.5.2.3.1-2).
2c.	On redirection, "307 Temporary Redirect" or "308 Permanent Redirect" shall be returned. A RedirectResponse IE shall be included in the payload body of POST response.
* * * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc98500914][bookmark: _Toc101345071][bookmark: _Toc81558619][bookmark: _Toc85877072][bookmark: _Toc88681524][bookmark: _Toc89678211][bookmark: _Toc97302821]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nmbstf_MBSDistributionSession service based interface protocol.

Table 6.1.6.1-1: Nmbstf_MBSDistributionSession specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	CreateReqData
	6.1.6.2.2
	Data within the Create Request
	

	CreateRspData
	6.1.6.1.3
	Data within the Create Response
	

	DistSession
	6.1.6.2.4
	Data specific to distribution session
	

	ObjDistributionData
	6.1.6.2.5
	Data specific to Object Distribution Method
	

	PktDistributionData
	6.1.6.2.6
	Data specific to Packet Distribution Method
	

	StatusSubscribeReqData
	6.1.6.2.7
	Data within Subscription creation request
	

	StatusSubscribeRspData
	6.1.6.2.8
	Data within Subscription creation response
	

	StatusNotifyReqData
	6.1.6.2.9
	Data within Notification request
	

	DistSessionSubscription
	6.1.6.2.10
	Data specific to subscription request
	

	DistSessionEventReportList
	6.1.6.2.11
	MBS distribution session event report list
	

	DistSessionEventReport
	6.1.6.2.12
	MBS distribution session event report
	

	DistSessionState
	6.1.6.3.3
	MBS distribution session state
	

	ObjDistributionOperatingMode
	6.1.6.3.4
	Operating Mode for Object distribution method
	

	ObjAcquisitionMethod
	6.1.6.3.5
	Object acquisition method
	

	PktDistributionOperatingMode
	6.1.6.3.6
	Operating Mode for Packet distribution method
	

	DistSessionEventType
	6.1.6.3.7
	MBS distribution session event type
	



Table 6.1.6.1-2 specifies data types re-used by the Nmbstf_MBSDistributionSession service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nmbstf_MBSDistributionSession service based interface.
Table 6.1.6.1-2: Nmbstf_MBSDistributionSession re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	TunnelAddress
	3GPP TS 29.571 [16]
	Tunnel Address (UDP/IP)
	

	Tmgi
	3GPP TS 29.571 [16]
	TMGI
	

	5Qi
	3GPP TS 29.571 [16]
	5QI
	

	BitRate
	3GPP TS 29.571 [16]
	Bit Rate
	

	PacketDelBudget
	3GPP TS 29.571 [16]
	Maximum Delay
	

	Uri
	3GPP TS 29.571 [16]
	Uniform resource identifier
	

	DateTime
	3GPP TS 29.571 [16]
	Data and Time
	

	NfInstanceId
	3GPP TS 29.571 [16]
	NF Instance Identifier
	

	MbsSecurityContext
	3GPP TS 29.571 [16]
	MBS Security Context
	



* * * * Next Change * * * *
6.1.3.3.3	Resource Standard Methods
6.1.3.3.3.1	PATCH
This method updates an individual MBS distribution session resource in the MBSTF.
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.
Table 6.1.3.3.3.1-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and response codes specified in table 6.1.3.3.3.1-3.
Table 6.1.3.3.3.1-2: Data structures supported by the PATCH Request Body on this resource
	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1
	List of changes to be made to the MBS session resource, according to the JSON PATCH format specified in IETF RFC 6902 [16].



Table 6.1.3.3.3.1-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	Successful response

	DistSession
	M
	1
	200 OK
	Upon success, a response body containing the updated representation of Distribution Session shall be returned

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same MBSTF or MBSTF (service) set.
(NOTE 2) 

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same MBSTF or MBSTF (service) set.
(NOTE 2)

	NOTE 1:	The mandatory HTTP error status code for the PATCH method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Table 6.1.3.3.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	String
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same MBSTF or MBSTF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	String
	O
	0..1
	Identifier of the target MBSTF (service) instance ID towards which the request is redirected



Table 6.1.3.3.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same MBSTF or MBSTF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target MBSTF (service) instance ID towards which the request is redirected



* * * * Next Change * * * *
6.1.6.2.4	Type: DistSession
Table 6.1.6.2.4-1: Definition of type DistSession
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	distSessionId
	string
	M
	1
	An identifier for this MBS Distribution Session that is unique within the scope of the MBS User Service (see clause 4.5.3 of 3GPP TS 26.502)
	

	distSessionState
	DistSessionState
	M
	1
	The current state of the MBS Distribution Session (see clause 4.6.1 of 3GPP TS 26.502)
	

	mbUpfTunAddr
	TunnelAddress
	C
	0..1
	The tunnel endpoint address of the MB‑UPF that supports this MBS Distribution Session at reference point Nmb9
FFS: 26.502 marks it mandatory, whereas it should be conditional (not needed if MB-UPF performs join towards MBSTF)?
	

	mbUpfTrafficFlowInfo
	FFS
	C
	1
	Details of the traffic flow to be used by the MBSTF for this MBS Distribution Session, including the multicast group destination address and port number

FFS: Should be SSM & port number?
	

	tmgi
	Tmgi
	O
	0..1
	The Temporary Mobile Group Identity (TMGI) of the MBS Session supporting the parent MBS Distribution Session
	

	5qi
	5Qi
	M
	1
	A 5G QoS Identifier (5QI) to be applied to the traffic flow for this MBS Distribution Session
	

	mbr
	BitRate
	M
	1
	The maximum bit rate for this MBS Distribution Session
	

	maxDelay
	PacketDelBudget
	O
	0..1
	The maximum end-to-end distribution delay that is tolerated for this MBS Distribution Session by the MBS Application Provider
	

	objDistributionData
	ObjDistributionData
	C
	0..1
	Additional MBS Distribution Session parameters for Object Distribution Method [NOTE 1]
	

	pktDistributionData
	PktDistributionData
	C
	0..1
	Additional MBS Distribution Session parameters for Packet Distribution Method [NOTE 1]
	

	fecInformation
	FFS
	O
	0..1
	FFS: Is this a URI?
	

	mbsSecurityContext
	MbsSecurityContext
	O
	0..1
	This IE may be present if security protection is applied to the MBS Session. 

When present, it shall contain: 
· the security context containing MBS Service Key (MSK), MSK lifetime and the corresponding key IDs in request from MBSF.
· [bookmark: _GoBack]the security context containing MBS Service Key (MSK), MBS Traffic Key (MTK) and the corresponding key IDs in response or notification from MBSTF.
	

	NOTE 1:	Either the objDistributionData IE or the pktDistributionData IE shall be present in a request/response.



Editor's Note:	Whether attributes in the distSession should be defined as write-only or read-only is FFS.
* * * * Next Change * * * *
[bookmark: _Toc101345084]6.1.6.2.12	Type: DistSessionEventReport
Table 6.1.6.2.12-1: Definition of type DistSessionEventReport
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eventType
	DistSessionEventType
	M
	1
	MBS distribution session event type
	

	timeStamp
	DateTime
	C
	0..1
	This IE shall contain the time at which the event is generated. This IE should be present, if available.
	

	mbsSecurityContext
	MbsSecurityContext
	C
	0..1
	This IE shall be present if the eventType IE indicates "MTK_UPDATE" or "MSK_REQUEST".
	



* * * * Next Change * * * *
[bookmark: _Toc101345092]6.1.6.3.7	Enumeration: DistSessionEventType
The enumeration DistSessionEventType defines the status of the MBS distribution session that NF consumer wants to subscribe to. It shall comply with the values defined in table 6.1.6.3.7-1.
Table 6.1.6.3.7-1: Enumeration DistSessionEventType
	Enumeration value
	Description
	Applicability

	"DATA_INGEST_FAILURE"
	MBSTF failed to ingest data from AF/AS
	

	"SESSION_TERMINATED"
	Session released in MBSTF
	

	"DELIVERY_STARTED_VIA_NMB9"
	Delivery started towards MB-UPF
	

	"MTK_UPDATE"
	Subscription to be notified about the updated Security Context information if the MBSTF generated a new MBS Traffic Key (MTK)
	

	"MSK_REQUEST"
	Subscription to be notified about request for new MSK due to, e.g., key lifetime expiry.
	



Editor's Note:	Whether additional event enumerations need to be defined is FFS.
* * * * Next Change * * * *
[bookmark: _Toc98500939][bookmark: _Toc101345103]A.2	Nmbstf_MBSDistributionSession API
openapi: 3.0.0

info:
  title: Nmbstf-distsession
  version: 1.0.0-alpha.1
  description: |
    MBSTF Distribution Session Service.
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.581, MBSDistribution Service, version 0.1.0.
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.581/

servers:
  - url: '{apiRoot}/nmbstf-distsession/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - nmbstf-distsession
…
…
[skipped for clarity]
  /dist-sessions/{distSessionRef}:
    patch:
      summary:  Updates an individual MBS distribution session resource in the MBSTF.
      tags:
        - Individual MBS distribution session
      operationId: Update
      parameters:
        - name: distSessionRef
          in: path
          required: true
          description: Unique ID of the MBS distribution session
          schema:
            type: string
      requestBody:
        description: Data within the Update Request
        required: true
        content:
          application/json-patch+json:
            schema:
              type: array
              items:
                $ref: 'TS29571_CommonData.yaml#/components/schemas/PatchItem'
              minItems: 1
      responses:
        '204':
          description: >
            Successful modification of the MBS distribution session without content in the response.
        '200':
          description: >
            Successful response containing the updated representation of Distribution Session.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/DistSession'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '502':
          $ref: 'TS29571_CommonData.yaml#/components/responses/502'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
…
…
[skipped for clarity]
    DistSession:
      description: Mbs Distribution Session Information
      type: object
      properties:
        distSessionId:
          type: string
        distSessionState:
          $ref: '#/components/schemas/DistSessionState'
        mbUpfTunAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/TunnelAddress'
        mbUpfTrafficFlowInfo:
          type: string
        tmgi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Tmgi'
        5qi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/5Qi'
        mbr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/BitRate'
        maxDelay:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PacketDelBudget'
        objDistributionData:
          $ref: '#/components/schemas/ObjDistributionData'
        pktDistributionData:
          $ref: '#/components/schemas/PktDistributionData'
        fecInformation:
          type: string
        mbsSecurityContext:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MbsSecurityContext'
      required:
        - distSessionId
        - distSessionState
        - 5qi
        - mbr
      oneOf:
        - required: [ objDistributionData ]
        - required: [ pktDistributionData ]
…
…
[skipped for clarity]
    DistSessionEventReport:
      description: Data related to a specific event
      type: object
      properties:
        eventType:
          $ref: '#/components/schemas/DistSessionEventType'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        mbsSecurityContext:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MbsSecurityContext'
      required:
        - eventType
…
…
[skipped for clarity]
    DistSessionEventType:
      description: Status Event Type
      anyOf:
      - type: string
        enum:
          - DATA_INGEST_FAILURE
          - SESSION_TERMINATED
          - DELIVERY_STARTED_VIA_NMB9
          - MTK_UPDATE
          - MSK_REQUEST
      - type: string
…
…
[skipped for clarity]
* * * * End of Changes * * * *
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