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1. Introduction
<Introduction part (optional)>
2. Reason for Change
In TS 29.559 v0.1.0, there is Editor's Note on Error Handling:
Editor's Notes:	Error Handling of the service operation is FFS.
The contribution proposes the error handling of the request operation. 
Besides the common application errors, the following application error scenarios are considered:
· If the UE identified by the SUCI is not known or the PRUK ID is not known for the PKMF of the Remote UE, the PKMF will return 404 response code with UE_NOT_FOUND application error;
· If the UE is not authorized to the service indicated by the Relay Service Code, the PKMF will respond with 403 status code with UE_NOT_AUTHORIZED application error.

NOTE: OpenAPI already supports 403 and 404 status code with problem details. No update on OpenAPI needed.

3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree to Error Handling of Request Custom Operation.



















* * * First Change * * * *
[bookmark: _Toc510696619][bookmark: _Toc35971410][bookmark: _Toc98142577][bookmark: _Toc100670222]6.1.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ProseKeyReqData
	M
	1
	Representation of the input to request the keying material.



Table 6.1.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ProseKeyRspData
	M
	1
	200 OK
	Representation of the successfully requested keying material.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
(NOTE 2)

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI, or the same URI if a request is redirected to the same target resource via a different SCP. In the former case, the URI shall be an alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
(NOTE 2)

	ProblemDetails
	O
	0..1
	403 Not Found
	The "cause" attribute shall be set to one of the following application error:
- UE_NOT_AUTHORIZED
See table 6.1.7.3-1 for the description of these errors.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute shall be set to one of the following application error:
- UE_NOT_FOUND
See table 6.1.7.3-1 for the description of these errors.

	NOTE1:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [5] also apply.
NOTE 2:	RedirectResponse may be inserted by an SCP, see clause 6.10.9.1 of 3GPP TS 29.500 [4].



Editor's Notes:	Error Handling of the service operation is FFS.
Table 6.1.3.2.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target PKMF (service) instance ID towards which the request is redirected



Table 6.1.3.2.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located on an alternative service instance within the same PKMF or PKMF (service) set.
Or the same URI, if a request is redirected to the same target resource via a different SCP.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target PKMF (service) instance ID towards which the request is redirected



* * * Next Change * * * *
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc98142608][bookmark: _Toc100670236]6.1.7	Error Handling
[bookmark: _Toc35971444][bookmark: _Toc98142609][bookmark: _Toc100670237]6.1.7.1	General
For the Npkmf_PKMFKeyRequest API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [6]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [5] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [5].
In addition, the requirements in the following clauses are applicable for the Npkmf_PKMFKeyRequest API.
[bookmark: _Toc35971445][bookmark: _Toc98142610][bookmark: _Toc100670238]6.1.7.2	Protocol Errors
Protocol errors handling shall be supported as specified in clause 5.2.7 of 3GPP TS 29.500 [5].
[bookmark: _Toc35971446][bookmark: _Toc98142611][bookmark: _Toc100670239]6.1.7.3	Application Errors
The application errors defined for the Npkmf_PKMFKeyRequest service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	UE_NOT_AUTHORIZED
	403 Forbidden
	The UE is not authorized for the requested service.


	UE_NOT_FOUND
	404 Not Found
	The UE indicated by the SUCI or related to the PRUK ID is not found in the PKMF.




* * * Next Change * * * *
[bookmark: _Toc98142612][bookmark: _Toc100670240]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the Npkmf_PKMFKeyRequest API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [5].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	N/A
	
	



* * * End of Changes * * * *
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