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* * * * First Change * * * *
[bookmark: _Toc25270791][bookmark: _Toc34310448][bookmark: _Toc36464970][bookmark: _Toc51944702][bookmark: _Toc98493921]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the data types defined for the Nausf-UPUProtection service based interface protocol.
Table 6.3.6.1-1: Nausf specific Data Types
	Data type
	Clause defined
	Description

	UpuInfo
	6.3.6.2.2
	Contains the UE parameters update Information

	UpuSecurityInfo
	6.3.6.2.3
	Contains the material generated for securing of UPU. It contains at least the UPU-MAC-IAUSF and CounterUPU.

	UpuData
	6.3.6.2.4
	Contains UE parameters update data set (e.g., the updated Routing ID Data or the Default configured NSSAI).

	UpuMac
	6.3.6.3.2
	MAC value for protecting UPU procedure (UPU-MAC-IAUSF and UPU-MAC-IUE)

	CounterUpu
	6.3.6.3.2
	CounterUPU

	UpuAckInd
	6.3.6.3.2
	Contains the indication of whether the acknowledgement from UE is needed

	UpuHeader
	6.3.6.3.2
	Contains the "UPU Header" IE as specified in clause 9.11.3.53A of 3GPP TS 24.501 [20] (octet 4),

	UpuTransparentInfo
	6.3.6.3.2
	Contains UPU information encoded as transparent container.



Table 6.3.6.1-2 specifies data types re-used by the Nausf-UPUProtection service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nausf service based interface.
Table 6.3.6.1-2: Nausf re-used Data Types
	Data type
	Reference
	Comments

	Snssai
	3GPP TS 29.571 [10]
	Default configured NSSAI

	SecuredPacket
	6.2.6.3.2
	Secured Packet

	RoutingId
	3GPP TS 29.544 [22]
	Routing ID

	SupportedFeatures
	3GPP TS 29.571 [10]
	Supported Features



* * * * Next Change * * * *
[bookmark: _Toc25270794][bookmark: _Toc34310451][bookmark: _Toc36464973][bookmark: _Toc51944705][bookmark: _Toc98493924]6.3.6.2.2	Type: UpuInfo
Table 6.3.6.2.2-1: Definition of type UpuInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	upuDataList
	array(UpuData)
	M
	1..N
	This information defines the UE Parameters Update (UPU). A secured packed with the Routing indicator update data and/or the Default configured NSSAI update data are included. See clause 6.3.6.2.4.

This attribute shall be ignored by AUSF when upuTransparentInfo is present.
	

	upuHeader
	UpuHeader
	O
	0..1
	This attribute contains UPU Header encoded as defined in clause 6.3.6.3.2.
	

	upuAckInd
	UpuAckInd
	M
	1
	Contains the indication of whether the acknowledgement from UE is needed.
	

	supportedFeatures
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 6.3.9 is supported.
	

	upuTransparentInfo
	UpuTransparentInfo
	O
	0..1
	This attribute contains UPU information encoded as defined in clause 6.3.6.3.2, and may be present if AUSF supports receiving UPU Information encoded as transparent container.
	upuTransparentSupport



* * * * Next Change * * * *
[bookmark: _Toc25270799][bookmark: _Toc34310456][bookmark: _Toc36464978][bookmark: _Toc51944710][bookmark: _Toc98493929]6.3.6.3.2	Simple data types
Table 6.3.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	UpuMac
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	CounterUpu
	string
	pattern: "^[A-Fa-f0-9]{4}$"

	UpuAckInd
	boolean
	true indicates that the UPU-XMAC-IUE shall be computed and returned in the response

	UpuHeader
	string
	It contains the "UPU Header" IE as specified in clause 9.11.3.53A of 3GPP TS 24.501 [20] (octet 4), encoded as 2 hexadecimal characters.
pattern: "^[A-Fa-f0-9]{2}$"

	UpuTransparentInfo
	Bytes
	String with format "byte" as defined in OpenAPI Specification [25], i.e. base64-encoded characters, encoding the "UPU transparent container" IE as specified in clause 9.11.3.53A of 3GPP TS 24.501 [20] (starting from octet 23).



* * * * Next Change * * * *
[bookmark: _Toc98493936]6.3.9	Feature Negotiation
The optional features in table 6.3.9-1 are defined for the Nausf_UPUProtection API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.3.9-1: Supported Features
	Feature number
	Feature Name
	M/O
	Description

	1
	ES3XX
	M
	Extended Support of HTTP 307/308 redirection

An NF Service Consumer (e.g. UDM) that supports this feature shall support handling of HTTP 307/308 redirection for any service operation of the UPUProtection service. An NF Service Consumer that does not support this feature does only support HTTP redirection as specified for 3GPP Release 15.


	x
	upuTransparentSupport
	O
	This flag is used by AUSF to register (in NRF) its support of receiving UPU Transparent Information instead of individual IEs from UDM



* * * * Next Change * * * *
[bookmark: _Toc25270810][bookmark: _Toc34310467][bookmark: _Toc36464989][bookmark: _Toc51944721][bookmark: _Toc98493942]A.4	Nausf_UPUProtection API
openapi: 3.0.0
info:
  version: 1.2.0-alpha.3
  title: Nausf_UPUProtection Service
  description: |
    AUSF UPU Protection Service
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.509 V17.5.0; 5G System; Authentication Server Services
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.509'

servers:
  - url: '{apiRoot}/nausf-upuprotection/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
      - nausf-upuprotection
…
…
[skipped for clarity]
#
# COMPLEX TYPES:
#

    UpuInfo:
      description: Contains the UE parameters update Information.
      type: object
      properties:
        upuDataList:
          type: array
          items:
            $ref: '#/components/schemas/UpuData'
          minItems: 1
        upuHeader:
          $ref: '#/components/schemas/UpuHeader'
        upuAckInd:
          $ref: '#/components/schemas/UpuAckInd'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        upuTransparentInfo:
          $ref: '#/components/schemas/UpuTransparentInfo'
      required:
        - upuDataList
        - upuAckInd
…
…
[skipped for clarity]
#
# SIMPLE TYPES:
#

    UpuMac:
      description: MAC value for protecting UPU procedure (UPU-MAC-IAUSF and UPU-MAC-IUE).
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    CounterUpu:
      description: CounterUPU.
      type: string
      pattern: '^[A-Fa-f0-9]{4}$'

    UpuAckInd:
      description: Contains the indication of whether the acknowledgement from UE is needed.
      type: boolean

    UpuHeader:
      description: Contains the "UPU Header" IE as specified in clause 9.11.3.53A of 3GPP TS 24.501  (octet 4), encoded as 2 hexadecimal characters.
      type: string
      pattern: '^[A-Fa-f0-9]{2}$'

    UpuTransparentInfo:
      $ref: 'TS29571_CommonData.yaml#/components/schemas/Bytes'
…
…
[skipped for clarity]

* * * * End of Changes * * * *
