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	Reason for change:
	 This CR adds support of MBS Security Context (MSK/MTK).

CT4 CR# C4-222328 was agreed in CT4# 109-e. This revision further adds following changes on top of that CR:

MBSF needs to be able to inform MB-SMF, SMF, MBSTF (and UE) if security is disabled for an MBS session when it was enabled before.

A new flag is introduced in these service operations to indicate to MB-SMF/SMF that security context is no longer applicable for the MBS Session.

Additionally MSK Lifetime is introduced in MbsKeyInfo so as to allow MBSF provide this information to MBSTF. Also, MSK is made conditional as it need not be present in MSK_Request from MBSTF to MBSF.

NOTE: This revision is mutually exclusive to the solution presented in C4-223025. If that solution is agreed, the disableSecurity flag related will be withdrawn (or vice versa).

	
	

	Summary of change:
	· Addition of data-types for MBS Security Context 
· Addition of disableSecurity in MBS Security Context
· Addition of MSK Lifetime in MbsKeyInfo
· Made MSK Conditional in MbsKeyInfo

	
	

	Consequences if not approved:
	MBS Traffic cannot be decrypted by the UE.

Security cannot be disabled for an MBS Session.
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	Other comments:
	The CR adds backward compatible new feature to CommonData.yaml API file.

	
	

	This CR's revision history:
	Rev1: Removed changes to MbsSession IE, changed MSK/MTK to type Bytes

Rev2: Support for disabling security protection

Rev3: Updated MbsKeyInfo to include MSK Lifetime. Made MSK conditional.
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* * * * First Change * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[bookmark: _PERM_MCCTEMPBM_CRPT84370000___5][3]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[4]	IETF RFC 1166: "Internet Numbers".
[5]	IETF RFC 5952: "A recommendation for IPv6 address text representation".
[6]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[7]	3GPP TS 23.003: "Numbering, addressing and identification".
[8]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[9]	IETF RFC 7807: "Problem Details for HTTP APIs".
[10]	IETF RFC 3339: "Date and Time on the Internet: Timestamps".
[11]	3GPP TS 38.413: "NG-RAN; NG Application Protocol (NGAP) ".
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[14]	IETF RFC 6902: "JavaScript Object Notation (JSON) Patch".
[15]	IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace".
[16]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[17]	IETF RFC 7042: "IANA Considerations and IETF Protocol and Documentation Usage for IEEE 802 Parameters".
[18]	IETF RFC 6733: "Diameter Base Protocol".
[19]	3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace control and configuration management".
[20]	3GPP TS 24.501: "Non-Access-Stratum (NAS) Protocol for 5G System (5GS); Stage 3".
[21]	3GPP TS 29.002: "Mobile Application Part (MAP) specification".
[22]	Void.
[23]	3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
[24]	ITU-T Recommendation Q.763 (1999): "Specifications of Signalling System No.7; Formats and codes".
[25]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[26]	3GPP TS 23.015: "Technical Realization of Operator Determined Barring".
[27]	3GPP TR 21.900: "Technical Specification Group working methods".
[28]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[29]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[30]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[31]	IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[32]	CableLabs WR-TR-5WWC-ARCH: "5G Wireless Wireline Converged Core Architecture".
[33]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access; Stage 2".
[34]	BBF TR-069: "CPE WAN Management Protocol".
[35]	BBF TR-369: "User Services Platform (USP)".
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[43]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
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* * * * First Change * * * *
5.9.4.X	Type: MbsSecurityContext
Table 5.9.4.X-1: Definition of type MbsSecurityContext
	Attribute name
	Data type
	P
	Cardinality
	Description

	keyList
	map(MbsKeyInfo)
	C
	1..N
	One or more MSK/MTK(s) and associated IDs. The key of the map shall be a (unique) valid JSON string per clause 7 of IETF RFC 8259 [22], with a maximum of 32 characters

	disableSecurity
	boolean
	C
	0..1
	When present, this attribute shall be set to "true" to indicate that security protection is no longer applied for the MBS Session. The attribute shall be absent otherwise.



* * * * Next Change * * * *
5.9.4.Y	Type: MbsKeyInfo
Table 5.9.4.Y-1: Definition of type MbsSecurityContext
	Attribute name
	Data type
	P
	Cardinality
	Description

	keyDomainId
	Bytes
	M
	1
	Key Domain ID = MCC || MNC as defined in 3GPP TS 33.246 [x].

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the Key Domain ID (encoded in 3 bytes).


	mskID
	Bytes
	M
	1
	MSK ID as defined in 3GPP TS 33.246 [x]. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MSK ID (encoded in 4 bytes).


	msk
	Bytes
	C
	0..1
	MSK as defined in 3GPP TS 33.246 [x]. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MSK (encoded in 16 bytes).


	mskLifetime
	DateTime
	O
	0..1
	MSK Lifetime.

	mtkID
	Bytes
	C
	0..1
	MTK ID as defined in 3GPP TS 33.246 [x]. Shall be present if available. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MTK ID (encoded in 2 bytes).


	mtk
	Bytes
	C
	0..1
	MTK as defined in 3GPP TS 33.246 [x]. Shall be present if available. 

It shall be encoded as a string with format "byte" as defined in OpenAPI Specification [3], i.e. base64-encoded characters, representing the MTK (encoded in 16 bytes).




Editor's Note:	Encoding of the keyDomainId for an SNPN is FFS.
* * * * Next Change * * * *
[bookmark: _Toc24925935][bookmark: _Toc24926113][bookmark: _Toc24926289][bookmark: _Toc33964149][bookmark: _Toc33980916][bookmark: _Toc36462718][bookmark: _Toc36462914][bookmark: _Toc43026185][bookmark: _Toc49763719][bookmark: _Toc56754420][bookmark: _Toc88743220][bookmark: _Toc97025577]A.2	Data related to Common Data Types
openapi: 3.0.0

info:
  version: '1.3.0-alpha.5'
  title: 'Common Data Types'
  description: |
    Common Data Types for Service Based Interfaces.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.  

externalDocs:
  description: 3GPP TS 29.571 Common Data Types for Service Based Interfaces, version 17.5.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.571/'

paths: {}
components:
  schemas:
…
…
[Skipped for clarity]
    MbsSecurityContext:
      type: object
      properties:
        keyList:  
          description: A map (list of key-value pairs) where a (unique) valid JSON string serves as key of MbsSecurityContext
          type: object
          additionalProperties:
            $ref: '#/components/schemas/MbsKeyInfo'
          minProperties: 1
        disableSecurity:
          type: boolean
          enum:
            - true


    MbsKeyInfo:
      description: MBS Security Key Data Structure
      type: object
      properties:
        keyDomainId:
          $ref: '#/components/schemas/Bytes'
        mskId:
          $ref: '#/components/schemas/Bytes'
        msk:
          $ref: '#/components/schemas/Bytes'
        mskLifetime:
          $ref: '#/components/schemas/DateTime'
        mtkId:
          $ref: '#/components/schemas/Bytes'
        mtk:
          $ref: '#/components/schemas/Bytes'
      required:
        - keyDomainId
        - mskId

…
…
[Skipped for clarity]
* * * * End of Changes * * * *

