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	Reason for change:
	If the n32fContextId is unknown in the pSEPP, the N32fErrorType with "CONTEXT_NOT_FOUND" will be sent to the cSEPP by using the N32-f error reporting procedure over the N32-c interface.

However, if the n32fContextId is unknown, the pSEPP is not able to retrieve the cSEPP information to construct the {apiRoot} of the N32-f error reporting procedure. In addition, n32-f connection and n32-c connection may not be 1:1 mapping, combine the n32-f connection and n32-c connection after Parameter Exchange Procedure is also impossible.

It is proposed to send the "CONTEXT_NOT_FOUND" error on n32-f in the response message directly, and obsolete the "CONTEXT_NOT_FOUND" type in N32fErrorType.
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* * * First Change * * * *

[bookmark: _Toc24986377][bookmark: _Toc34205805][bookmark: _Toc39061989][bookmark: _Toc43277231][bookmark: _Toc49847561][bookmark: _Toc56419537][bookmark: _Toc98506925]6.1.5.3.7	Enumeration: N32fErrorType
Table 6.1.5.3.7-1: Enumeration N32fErrorType
	Enumeration value
	Description

	"INTEGRITY_CHECK_FAILED"
	The integrity check verification on the received N32-f message failed.

	"INTEGRITY_CHECK_ON_MODIFICATIONS_FAILED"
	The integrity check verification on the modifications block of the received N32-f message failed.

	"MODIFICATIONS_INSTRUCTIONS_FAILED"
	Failed to apply the JSON patch instructions in the modifications block of the received N32-f message, e.g. the references to encBlockIndex is inserted or relocated by IPX (see clause 5.9.3.2 of 3GPP TS 33.501 [6]).

	"DECIPHERING_FAILED"
	The deciphering of the encrypted block of the received N32-f message failed.

	"MESSAGE_RECONSTRUCTION_FAILED"
	The reconstruction of the original HTTP/2 message from the received N32-f message failed.

	"CONTEXT_NOT_FOUND"
	The n32fContextId is unknown in the receiving SEPP. (NOTE)

	"INTEGRITY_KEY_EXPIRED"
	The integrity keys in the receiving SEPP have expired.

	"ENCRYPTION_KEY_EXPIRED"
	The encryption keys in the receiving SEPP have expired.

	"POLICY_MISMATCH"
	The encryption policy verification on the received N32-f message has failed, e.g. protected IEs are not ciphered, or unprotected IEs are ciphered.

	NOTE:	This enumeration value is deprecated and shall not be used by N32-f error reporting procedure over the N32-c interface.



* * * Next Change * * * *

[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc98506950]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message.

	ProblemDetails
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message due to the n32fContextId is unknown, the "cause" attribute shall be set to "CONTEXT_NOT_FOUND".


	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



* * * Next Change * * * *

[bookmark: _Toc24986425][bookmark: _Toc34205853][bookmark: _Toc39062037][bookmark: _Toc43277279][bookmark: _Toc49847609][bookmark: _Toc56419590][bookmark: _Toc98506979]6.2.6.3	Application Errors
The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	CONTEXT_NOT_FOUND
	403 Forbidden
	The n32fContextId is unknown in the receiving SEPP.



* * * End of Changes * * * *

