

	
3GPP TSG-CT WG4 Meeting #109-e	C4-222234
E-Meeting, 06th – 12th April 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.573
	CR
	0093
	rev
	-
	Current version:
	17.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Error response of JOSE Protected Forwarding

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	SBIProtoc17
	
	Date:
	2022-03-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Based on the following NOTE defined in clause 5.3.2.4, the unsuccessful processing of the request is referred to clause 5.3.2.1:

NOTE 1:	For unsuccessful processing of the request see clause 5.3.2.1.

However, only "PLMNID_MISMATCH" error is covered in clause 5.3.2.1, it is not clear if the error is triggered by other reason, and whether the error response shall be sent to the SEPP.

If the pSEPP is not able to handle the HTTP request, it is not clear the pSEPP shall construct the HTTP error response with 200 OK (N32fReformattedRspMsg), or the pSEPP replies the 4xx/5xx error to the cSEPP, and cSEPP will construct the HTTP error response to the NF service consumer. It is assumed the second method is preferred.
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* * * First Change * * * *

[bookmark: _Toc24986320][bookmark: _Toc34205748][bookmark: _Toc39061932][bookmark: _Toc43277174][bookmark: _Toc49847504][bookmark: _Toc56419479][bookmark: _Toc97047237]5.3.2.4	Message Forwarding to Peer SEPP
Once a SEPP reformats the HTTP/2 message into the "N32ReformattedReqMsg"/"N32ReformattedRspMsg" JSON object as specified in clause 5.3.2, the SEPP forwards the message to the receiving SEPP by invoking a HTTP POST method as shown in figure 5.3.2.4-1 below.



Figure 5.3.2.4-1 Message Forwarding between SEPP on N32-f
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "N32ReformattedReqMsg" IE carrying the reformatted HTTP/2 message. The request message shall contain the "n32fContextId" information provided by the responding SEPP to the initiating SEPP earlier during the parameter exchange procedure (see clause 5.2.3). The responding SEPP shall use the "n32fContextId" information to:
-	Locate the agreed cipher suite and protection policy;
-	Locate the n32ContextId to be used in the response.
[bookmark: _PERM_MCCTEMPBM_CRPT51080026___2]The HTTP request payload may be compressed hop by hop over N32-f, if the initiating SEPP or IPX and its next hop (IPX or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2a.	On successful processing of the request, the responding SEPP shall:
-	decompress the N32-f HTTP request payload, if it is compressed;
-	reconstruct the HTTP/2 message towards the NF service producer;
-	compress the reconstructed HTTP request if the reconstructed HTTP payload contains a Content-Encoding header indicating gzip compression;
-	forward the reconstructed HTTP/2 message to the NF service producer;
-	wait for the response from the NF service producer; and then
-	once the response from the NF service producer is received, respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the "N32ReformattedRspMsg". The "N32ReformattedRspMsg" shall contain the reformatted HTTP response message from the responding PLMN. The response message shall contain the "n32fContextId" information provided by the initiating SEPP to the responding SEPP earlier during the parameter exchange procedure (see clause 5.2.3).
NOTE 1:	For unsuccessful processing of the request with "PLMNID_MISMATCH", see clause 5.3.2.1.
[bookmark: _PERM_MCCTEMPBM_CRPT51080027___2]The responding SEPP shall be able to map the response received from the NF service producer to the HTTP/2 stream ID for the corresponding response it needs to generate towards the initiating SEPP. The HTTP/2 stream ID and the HTTP/2 connection information on either side shall be used to derive this mapping.
The HTTP response payload may be compressed hop by hop over N32-f, if the responding SEPP or IPX and its next hop (IPX or SEPP) support gzip coding (see IETF RFC 1952 [23]).
2b.	On failure or unsuccessful processing of the request, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code, the message body shall contain a ProblemDetails structure with the "cause" attribute set to one of the application error as specified in clause 6.2.4.2. The "cause" attribute shall be set to "UNSPECIFIED", if the responding SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.

* * * Next Change * * * *

[bookmark: _Toc24986399][bookmark: _Toc34205827][bookmark: _Toc39062011][bookmark: _Toc43277253][bookmark: _Toc49847583][bookmark: _Toc56419560][bookmark: _Toc97047321]6.2.4.2.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.2.4.2.2-1 and 6.2.4.2.2-2.
Table 6.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	N32fReformattedReqMsg
	M
	1
	This IE shall contain the reformatted HTTP/2 message comprising the plain text part, encrypted information, meta data and modification chain information. See clause 6.2.5.2.2.



Table 6.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	 N32fReformattedRspMsg
	M
	1
	200 OK
	This represents the successful processing of the reformatted JOSE protected message at the responding SEPP. The responding SEPP shall provide the reformatted and JOSE protected content of the corresponding HTTP/2 response message received from the NF service producer.

	ProblemDetails
	O
	0..1
	403 Forbidden
	When the receiving SEPP fails to process the reconstructed message due to PLMN ID verification failure, the "cause" attribute shall be set to "PLMNID_MISMATCH".

When the receiving SEPP receives HTTP requests over N32-f with purpose, marked using 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4], that does not match with any of the purposes exchanged via the Security Capability Negotiation procedure, then the "cause" attribute shall be set to "REQUESTED_PURPOSE_NOT_ALLOWED".

When the receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5, the "cause" attribute shall be set to "UNSPECIFIED".

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



* * * Next Change * * * *

[bookmark: _Toc24986425][bookmark: _Toc34205853][bookmark: _Toc39062037][bookmark: _Toc43277279][bookmark: _Toc49847609][bookmark: _Toc56419590][bookmark: _Toc97047351]6.2.6.3	Application Errors
The application errors defined for the JOSE protected message forwarding API on N32-f are listed in Table 6.2.6.3-1.
Table 6.2.6.3-1: Application errors
	Application Error
	HTTP status code
	Description

	PLMNID_MISMATCH
	403 Forbidden
	The PLMN ID in the Bearer token carried in the "Authorization" header of the reconstructed message does not match the PLMN ID of the N32-f context.

	REQUESTED_PURPOSE_NOT_ALLOWED
	403 Forbidden
	The purpose indicated in 3gpp-Sbi-Interplmn-Purpose header as specified in 3GPP TS 29.500 [4] of the reconstructed message does not match with any of the purposes exchanged via the Security Capability Negotiation procedure.

	UNSPECIFIED
	403 Forbidden
	The receiving SEPP fails to process the reconstructed message, and the error is reported by N32f error reporting procedure as specified in clause 5.2.5.



* * * End of Changes * * * *
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