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* * * First Change * * * *
[bookmark: _Toc11338734][bookmark: _Toc21948986][bookmark: _Toc24978884][bookmark: _Toc34346785][bookmark: _Toc34740862][bookmark: _Toc34748221][bookmark: _Toc34748597][bookmark: _Toc34749587][bookmark: _Toc49690129][bookmark: _Toc56337229][bookmark: _Toc73444051][bookmark: _Toc96863007][bookmark: _Toc20120532][bookmark: _Toc21623410][bookmark: _Toc27587105][bookmark: _Toc36459167][bookmark: _Toc45028414][bookmark: _Toc51870093][bookmark: _Toc51870215][bookmark: _Toc90581969][bookmark: _Toc98489674]6.3.6.1	General
This clause specifies the application data model supported by the API.
Table 6.3.6.1-1 specifies the structured data types defined for the Nhss_imsUEAU service API.
Table 6.3.6.1-1: Nhss_imsUEAU specific Data Types
	Data type
	Clause defined
	Description

	SipAuthenticationInfoRequest
	6.3.6.2.2
	Contains SIP Authentication Schema, Authentication Items and Resynchronization Information

	SipAuthenticationInfoResult
	6.3.6.2.3
	Contains authentication information (e.g. authentication vectors, line id)

	ResynchronizationInfo
	6.3.6.2.4
	Contains RAND and AUTS

	3GAkaAv
	6.3.6.2.5
	Contains RAND, XRES, AUTN, CK, and IK



Table 6.3.6.1-2 specifies data types re-used by the Nhss_imsUEAU service API from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nhss_imsUEAU.
Table 6.3.6.1-2: Nhss_imsUEAU re-used Data Types
	Data type
	Reference
	Comments

	ProblemDetails
	3GPP TS 29.571 [16]
	Response body of error response messages.

	RedirectResponse
	3GPP TS 29.571 [16]
	Response body of redirect response messages.

	IpAddr
	3GPP TS 29.571 [16]
	IP Address (either IPv4 address, IPv6 address or IPv6 prefix)

	Autn
	3GPP TS 29.503 [15]
	AUTN component of the Authentication Vector

	Auts
	3GPP TS 29.503 [15]
	AUTS component of the Resynchronization Info

	Rand
	3GPP TS 29.503 [15]
	RAND component of the Authentication Vector or the Resynchronization Info

	Xres
	3GPP TS 29.503 [15]
	XRES component of the Authentication Vector

	ConfidentialityKey
	3GPP TS 29.503 [15]
	CK component of the Authentication Vector

	IntegrityKey
	3GPP TS 29.503 [15]
	IK component of the Authentication Vector



[bookmark: _Toc34346789][bookmark: _Toc34740866][bookmark: _Toc34748225][bookmark: _Toc34748601][bookmark: _Toc34749591][bookmark: _Toc49690133][bookmark: _Toc56337233][bookmark: _Toc73444055][bookmark: _Toc96863011]* * * Next Change * * * *
6.3.6.2.3	Type: SipAuthenticationInfoResult
Table 6.3.6.2.3-1: Definition of type AuthenticationInfoResult
	Attribute name
	Data type
	P
	Cardinality
	Description

	sipAuthenticationScheme
	SipAuthenticationScheme
	M
	1
	SIP Authentication Scheme used by service producer (HSS)

	3gAkaAvs
	array(3GAkaAv)
	O
	1..N
	If IMS AKA is requested, it shall be present and will contains Authentication Vectors.

	digestAuth
	DigestAuthentication
	O
	0..1
	If SIP Digest is used, it shall be present and shall contain the digest realm, algorithm, QoP and HA1.

	lineIdentifierList
	array(LineIdentifier)
	O
	0..N
	If NBA is used, it shall be present and shall contain a list of fixed broadband access line identifiers associated to the user.

	ipAddress
	IpAddress
	O
	0..1
	If GIBA is used, it shall be present and shall contain an IP address (IPv4, or IPv6, or IPv6 prefix)



[bookmark: _Toc34346791][bookmark: _Toc34740868][bookmark: _Toc34748227][bookmark: _Toc34748603][bookmark: _Toc34749593][bookmark: _Toc49690135][bookmark: _Toc56337235][bookmark: _Toc73444057][bookmark: _Toc96863013]* * * Next Change * * * *
6.3.6.2.5	Type: 3GAkaAv
Table 6.3.6.2.5-1: Definition of type 3gAkaAv
	Attribute name
	Data type
	P
	Cardinality
	Description

	rand
	Rand
	M
	1
	RAND component of the Authentication Vector

	xres
	Xres
	M
	1
	XRES component of the Authentication Vector

	autn
	Autn
	M
	1
	AUTN component of the Authentication Vector

	ck
	CkConfidentialityKey
	M
	1
	CK component of the Authentication Vector

	ik
	IkIntegrityKey
	M
	1
	IK component of the Authentication Vector



[bookmark: _Toc34346793][bookmark: _Toc34740870][bookmark: _Toc34748229][bookmark: _Toc34748605][bookmark: _Toc34749595][bookmark: _Toc49690137][bookmark: _Toc56337237][bookmark: _Toc73444059][bookmark: _Toc96863015]* * * Next Change * * * *
6.3.6.2.7	Type: IpAddressVoid
The type IpAddress represents the IP address for GIBA scheme. It shall comply with the provisions defined in table 6.3.6.2.7-1.
Table 6.3.6.2.7-1: Definition of type IpAddress
	Attribute name
	Data type
	P
	Cardinality
	Description

	ipv4Addr
	Ipv4Addr
	C
	0..1
	

	ipv6Addr
	Ipv6Addr
	C
	0..1
	

	ipv6Prefix
	Ipv6Prefix
	C
	0..1
	

	NOTE:	Either ipv4Addr, or ipv6Addr, or ipv6Prefix shall be present.





[bookmark: _Toc24978893][bookmark: _Toc34346796][bookmark: _Toc34740873][bookmark: _Toc34748232][bookmark: _Toc34748608][bookmark: _Toc34749598][bookmark: _Toc49690140][bookmark: _Toc56337240][bookmark: _Toc73444062][bookmark: _Toc96863018]* * * Next Change * * * *
6.3.6.3.2	Simple data types
The simple data types defined in table 6.3.6.3.2-1 shall be supported.
Table 6.3.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description

	SipNumberAuthItems
	integer
	Number of authentication items
Minimum: 1

	Impi
	string
	IMS Private User Identity

	Ck
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	Ik
	string
	pattern: "^[A-Fa-f0-9]{32}$"

	LineIdentifier
	string
	Line Identifier for the wireline access



[bookmark: _Toc24978902][bookmark: _Toc34346808][bookmark: _Toc34740885][bookmark: _Toc34748244][bookmark: _Toc34748620][bookmark: _Toc34749610][bookmark: _Toc49690154][bookmark: _Toc56337254][bookmark: _Toc73444076][bookmark: _Toc96863123]* * * Next Change * * * *
A.4	Nhss_imsUEAU API

openapi: 3.0.0

info:
  version: '1.0.2'
  title: 'Nhss_imsUEAU'
  description: |
    Nhss UE Authentication Service for IMS.  
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.562 Home Subscriber Server (HSS) Services for Interworking with IMS, version 16.5.0
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.562/'

servers:
  - url: '{apiRoot}/nhss-ims-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.

security:
  - {}
  - oAuth2ClientCredentials:
    - nhss-ims-ueau

paths:

  /{impi}/security-information/generate-sip-auth-data:
    post:
      summary: Generate authentication data for the UE based on the Auth-Scheme provided
      operationId: GenerateSipAuthData
      tags:
        - Generate SIP Auth Data (Custom Operation)
      security:
        - {}
        - oAuth2ClientCredentials:
          - nhss-ims-ueau
        - oAuth2ClientCredentials:
          - nhss-ims-ueau
          - nhss-ims-ueau:generate-sip-auth-data:invoke
      parameters:
        - name: impi
          in: path
          description: IMS Private Identity for the UE (IMPI)
          required: true
          schema:
            $ref: '#/components/schemas/Impi'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/SipAuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/SipAuthenticationInfoResult'
        '307':
          $ref: 'TS29571_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29571_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '405':
          $ref: 'TS29571_CommonData.yaml#/components/responses/405'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        '504':
          $ref: 'TS29571_CommonData.yaml#/components/responses/504'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nhss-ims-ueau: Access to the Nhss IMS UE Authentication API
            nhss-ims-ueau:generate-sip-auth-data:invoke: >
[bookmark: _Hlk99031143]              Access to invoke the Generate SIP Auth Data custom operation

  schemas:

# COMPLEX TYPES:

    SipAuthenticationInfoRequest:
      description: >
        Contains input data to the SIP authentication request message (e.g. SIP authentication
        scheme, requested number of authentication items, resynchronization information)
      type: object
      required:
        - cscfServerName
        - sipAuthenticationScheme
      properties:
        cscfServerName:
          type: string
        sipAuthenticationScheme:
          $ref: '#/components/schemas/SipAuthenticationScheme'
        sipNumberAuthItems:
          $ref: '#/components/schemas/SipNumberAuthItems'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'

    ResynchronizationInfo:
      description: Contains RAND and AUTS
      type: object
      required:
        - rand
        - auts
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        auts:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Auts'

    SipAuthenticationInfoResult:
      description: >
        Contains authentication information returned in the SIP authentication response message
        (e.g. authentication vectors, digest authentication parameters, line identifiers)
      type: object
      required:
        - impi
      properties:
        impi:
          $ref: '#/components/schemas/Impi'
        3gAkaAvs:
          type: array
          items:
            $ref: '#/components/schemas/3GAkaAv'
          minItems: 1
        digestAuth:
          $ref: '#/components/schemas/DigestAuthentication'
        lineIdentifierList:
          type: array
          items:
            $ref: '#/components/schemas/LineIdentifier'
          minItems: 1
        ipAddress:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddress'

    3GAkaAv:
      description: Contains RAND, XRES, AUTN, CK, and IK
      type: object
      required:
        - rand
        - xres
        - autn
        - ck
        - ik
      properties:
        rand:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Rand'
        xres:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Xres'
        autn:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/Autn'
        ck:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/CkConfidentialityKey'
        ik:
          $ref: 'TS29503_Nudm_UEAU.yaml#/components/schemas/IkIntegrityKey'

    DigestAuthentication:
      description: Parameters used for the Digest authentication scheme
      type: object
      required:
        - digestRealm
        - digestAlgorithm
        - digestQop
        - ha1
      properties:
        digestRealm:
          type: string
        digestAlgorithm:
          $ref: '#/components/schemas/SipDigestAlgorithm'
        digestQop:
          $ref: '#/components/schemas/SipDigestQop'
        ha1:
          type: string

    IpAddress:
      type: object
      oneOf:
        - required:
          - ipv4Addr
        - required:
          - ipv6Addr
        - required:
          - ipv6Prefix
      properties:
        ipv4Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv4Addr'
        ipv6Addr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Addr'
        ipv6Prefix:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Ipv6Prefix'
#
# SIMPLE TYPES:
#

    SipNumberAuthItems:
      description: Indicates the number of requested SIP authentication items
      type: integer
      minimum: 1

    Impi:
      description: IMS Private Identity of the UE
      type: string

    Ck:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    Ik:
      type: string
      pattern: '^[A-Fa-f0-9]{32}$'

    LineIdentifier:
      description: Line Identifier for the wireline access
      type: string

#
# ENUMS:
#

    SipAuthenticationScheme:
      description: Authentication scheme to be used in the SIP authentication request message
      anyOf:
        - type: string
          enum:
          - DIGEST-AKAV1-MD5
          - DIGEST-HTTP
          - NBA
          - GIBA
          - UNKNOWN
        - type: string

    SipDigestAlgorithm:
      description: Algorithm used for the SIP Digest authentication scheme
      anyOf:
        - type: string
          enum:
          - MD5
          - MD5_SESS
        - type: string

    SipDigestQop:
      description: Quality of Protection for the SIP Digest authentication scheme
      anyOf:
        - type: string
          enum:
          - AUTH
          - AUTH_INT
        - type: string


* * * End of Changes * * * *


